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Obsah prezentacie
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= Uvod do technoldgii:
- DHCP
- NAT

= IPv6
» Ukazky konfiguracii



Sposoby priradenia IP adresy
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= manualne nastavenie
= administratorom
= pouzivatelom

= staticke pridelenie

= na zaklade MAC adresy stale tu istu IP
(automaticky)

= dynamicke pridelenie
= pridelenie IP z rozsahu adries danej podsiete



Sluzby pre pridelovanie IP
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= BOOTP
= angl. Bootstrap Protocol
= RFC 951
= nahradeny DHCP

= DHCP
= angl. Dynamic Host Configuration Protocol

= RFC 1531 (1993), aktualizovany RFC 3315
(1997)
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= zakladna IP konfiguracia (IP, GW, SM,
DNS, atd.)
Potetoktetov [Nézovpola Jpopis |

1

1

1

Operation

Hardware Typ
Hardware Length
Hops

Transaction ID
Seconds

Flags

Client IP Adress

Your Client IP Address
Server IP Address
Gateway IP Address
Clinet Hardware Adress
Server Host Name
File Name

Vendor Specific Area

Kod operacie (BOOTREQUEST alebo BOOTREPLY)
Typ hardvérovej adresy

Dizka hardvérovej adresy

ID transakcie

Doba (sek.), ktora uplynula od zaciatku bootovania

IP adresa klienta — pokial' pozna klient svoju IP adresu
IP adresa klienta — na toto miesto ju doplni server

IP adresa servera

IP adresa gateway-a

Hardvérova adresa klienta

Meno servera

Meno boot-ovacieho suboru

DalSie informacie pre klienta (adresa DNS atd)
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= moznost prenajmu IP adresy
= spatne kompatibilny s BOOTP
= podpora IPv6

= dovody prechodu z BOOTP na DHCP

= neobsahoval mechanizmy pre odobratie IP adresy (po
odpojeni PC, 30 dni lease time)

= dlhSi proces pridelenia IP (poziadavka na dalSie
konfiguracné detaily i po prideleni IP)

= chybala dynamicka alokacia IP (nedostatok IP adries
vV sucasnosti)

= malo priestoru pre vlastné konfiguracné parametre



DHCP prideleni

e IP adresy
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DHCP Operation

DHCP Server

Client

=

< DHCPDISCOVER Broadcast _ UDP port 67
‘ UDP port 68 Unicast DHCPOFFER
DHCPREQUEST Broadcast UDP port 67

"I have looked your offer over and | accept it."

&

Unicast DHCPACK >

i UDP port 68

"We are good to go! Here is your configuration.”

IP address:
Subnet mask:

Default gateway:

DNS5 servers:
Lease Time:

192.168.10.15
255.255.255.0
192.168.10.1

3 days




Format DHCP spravy
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____
OP Code (1 Hardware type (1) Hardware address length (1) Hops (1
Transaction Identifier
Seconds - 2 bytes Flags — 2 bytes
Client IP Address (CIADDR) - 4 bytes
Your IP Address (YIADDR) - 4 bytes
Server |P Address (SIADDR) - 4 bytes
Gateway IP Address (GIADDR) - 4 bytes
Client Hardware Address (CHADDR) - 16 bytes
Server name (SNAME) - 64 bytes
Filename — 128 bytes
DHCP Options — variable




DHCP Discover
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Client A Server
IP: ?? 192.168.1.254/24
Ethernet Frame IP UDP DHCPDISCOVER
SRC MAC: MAC A IP SRC: 0.0.0.0 UDP | CIADDR: ? GIADDR: ?
DST MAC: FF:FF:FF:FF:FF:FF | IP DST: 255.255.255.255 | 67 | Mask:? CHADDR: MAC A

MAC: Media Access Control Address
CIADDR: Client IP Address
GIADDR: Gateway IP Address
CHADDR: Client Hardware Address




DHCP Offer
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Client A Server
IP: ?7? 192.168.1.254/24
Ethernet Frame IP UDP DHCP Offer
SRC MAC: MAC Serv | IP SRC: 192.168.1.254 | UDP | CIADDR: 192.168.1.10 GIADDR: ?

DST MAC: MAC A

IP DST: 192.168.1.10

68

Mask: 255.255.255.0

CHADDR: MAC A

MAC: Media Access Control Address
CIADDR: Client IP Address

GIADDR: Gateway |IP Address
CHADDR: Client Hardware Address




Konfiguracia DHCP servera (10S)
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Rl (config)# ip dhcp excluded-address 192.168.10.1 192.168.10.9
Rl (config) # ip dhcp excluded-address 192.168.10.254

Rl (config)# ip dhcp pool LAN-POOL-1

Rl (dhcp-config)# network 192.168.10.0 255.255.255.0

Rl (dhcp-config) # default-router 192.168.10.1

Rl (dhcp-config)# domain-name span.com

R1 (

)
)
)
dhcp-config) # end




Verifikacia DHC

R1#sho ip dhcp binding
Bindings from all pools not associated with VRF:

www.cnl.tuke.sk

IP address Client-ID/ Lease expiration Type
Hardware address/
User name
192.168.10.10 0100.e018.5bdd. 35 Oct 03 2007 06:14 PM Automatic
192.168.11.10 0100.b0d0.d817.e6 Oct 03 2007 06:18 PM Automatic
Rl#sho ip dhcp server statistics
Memory usage 25307
Address pools 2
Database agents 0
Automatic bindings 2 192.168.10.0 /24 192.168.11.0 /24
Manual bindings 0
Expired bindings 0
Malformed messages 0 Fa0/0
Secure arp entries 0 192.168.10.1 /24 192.168.11.1 /124

Rlf#show ip dhcp pool

Pool LAN-POOL-1

Utilization mark (high/low) 100 /0
Subnet size (first/next) 0/ 0
Total addresses 1 254
Leased addresses 01
Pending event : none

1 subnet is currently in the poo
Current index IP address range
192.168.10.11 192.168.10.1

Lease
- 192.168.10.254 1

Pool LAN-POOL-2

Utilization mark (high/low) 100 / 0
Subnet size (first/next) 0/ 0
Total addresses : 254
Leased addresses 01

Pending event : none

192.168.10.2 /24

Fa0/1 Fa0/1

Fa0/2 Fa0/2

192.168.10.10 /24  192.168.11.10 /24



DHCP Relay
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Sorry, | can’t forward any broadcasts
outside of your network subnet ...

DCE

192.168.10.0 /24 192.168.11.0 /24

Fa0/0

192.168.10.1 /24 192.168.11.1 /24

Fa0/1 Fa0/1

192.168.10.2 /24 192.168.11.2 /24

Fa0/2 Fa0/2 Fa0/24

Looking for a DHCP server ... r]

192.168.11.10 /24 192.168.11.5 /24

R1# config t

Rl (config) # interface Fa0/0

Rl (config-if)# ip helper-address 192.168.11.5
Rl (config-if) # end
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= Otézky k DHCP?



Privatne IP adresy

= RFC1918

RFC 1918 Internal Address Range CIDR Prefix

10.0.0.0 - 10.255.255.2556 10.0.0.0/8
B 172.16.0.0 - 172.31.255.255 172.16.0.0/12
C 192.168.0.0 - 192.168.255.255 192.168.0.0/16
fCorporate Stub Network: Only one & [_NAT enabled border routelf |
exit to the outside - 5851 4% . 02[;1: 21 55;5;00 .224 27
Private Address Space 10.1. fgigg 2( @ )

Public Address Space

S0/0/0 S0/0/1

10.2.2.2/30

192.168.10.0 /24 192.168.11.0 /24 192.168.30.1 /24
Fa0/1
— Fatié 192.168.30.0 /24
192.168.10.2 /24 192.168.11.2 /24 Fa0/2| 192.168.30.2 /24

192.168.10.10 /24 192.168.11.10 /24 192.168.30.10 /24

www.chl.tuke.sk
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= angl. Network Address Translation
= preklada privatne |IP adresy na verejnée
= RFC 4008, 3022, 1631, 3489

Vyhody:

= umoznuje pripojit’ viac pocitacov na jednu
verejnu IP adresu

= ZvysSuje bezpecnost pocitacov pripojenych
za NATom



NAT terminologia
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= Inside local address — privatna IP host-u za NAT
= Inside global address — verejna IP adresa na ktoru sa

privatna IP prelozila
= Qutside global address — verejna IP adresa pocCitaCa s

ktorym komunikujeme
= Qutside local address — skutocna IP adresa s ktorym

Sa ko m u n | kUJ e ‘ NAT enabled router

NAT Pool: 209.165.200.226 - 230

)
192 168.10.10 /
NAT Table
Inside Local Inside Global Qutside Global WiEh Sarver
Address Address Address
192.168.10.10 209.165.200.226 209.165.201.1

209.165.201.1

|
y
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= dynamicke NAT

= privatne adresy su prekladané na verejne IP
adresy na principe ,first-come, first-served *

= statické NAT

= mapovanie 1:1
= spatna dosiahnutelnost stanice za NAT



NAT Overload
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= PAT (Port Address Translation)
= viac privatnych adries na jednu verejnu IP

Inside
Outside
SA
209.165.20" 726:1555| 20 1:80
209.165.201.1

192.168.10.10

Internet

A
! I 209.165.200.226:1 mg'E

209.165.202.129

192.168.10.11

NAT Table with Overload
Inside Local IP Address Inside Global IP Address Outside Global IP Address Outside Local IP Address

192.168.10.10:1555 209.165.200.226:1555 209.165.201.1:80 209.165.201.1:80
192.168.10.11:1331 209.165.200.226:1331 209.165.202.129:80 209.165.202.129:80




Rovnake zdrojove porty
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= PAT porty: 0-511, 512-1023, or 1024-

65535

Inside

192.168.10.10

Outside

=

192.168.10.11

=

192.168.10.12

SA )
1165.200.22 \iw—< Internet

NAT Table with Overload

Inside Local IP Address

192.168.10.11:1444
192.168.10.12:1444

209.165.200.226:1444

Inside Global IP Address
209.165.200.226:1445




Vyhody NAT
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= Vyhody:

= Setrenie na verejnych IP adresach

= zvysenie flexibility pripojenia (viac IP k
dispozicii na r6zne zalozné riesenia)

= zmena poskytovatela nemusi znamenat
zmenu IP adresnej schemy organizacie

= zvysena bezpecnost siete — nemoznost
identifikovat skutocnu IP zdroja



Nevyhody NAT
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= Nevyhody:

zvysSenie poziadavky na vypoctovy vykon,
vyssie oneskorenie

obmedzenie fungovania niektorych end-to-end
sluzieb

nemoznost nadviazat TCP spojenie na PC z
vonkajsej siete

nemoznost nasadenia niektorych sluzieb



Staticke NAT - konfiguracia
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S0/0/0
10.1.1.2

S0/1/0
209.165.200.225

Inside network Internet

Server
192.168.10.254

ip nat inside source static 192.168.10.254 209.165.200.254

IEstablishes static translation between an inside local address and an inside global address.
interface serial 0/0/0

ip nat inside

lldentifies Serial 0/1/0 as an outside NAT interface.
interface serial 0/1/0

ip nat outside

lldentifies Serial 0/1/0 as an outside NAT interface.

With this configuration, 192.168.10.254 will always translate to 209.165.200.254.



Dynamicke NAT - konfiguracia
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192.168.10.10 S0/0/0

Inside network Internet

209.165.200.225

192.168.11.11

ip nat pool NAT-POOL1l 209.165.200.226 209.165.200.240 netmask 255.255.255.224
IDefines a pool of public IP addresses under the pool name NAT-POOL1
access-list 1 permit 192.168.0.0 0.0.255.255
IDefines which addresses are eligible to be translated
ip nat inside source list 1 pool NAT-POOL1
IBinds the NAT pool with ACL 1
interface serial 0/0/0
ip nat inside
lldentifies interface Serial 0/0/0 as an inside NAT interface
interface serial 0/1/0
ip nat outside
lldentifies interface Serial 0/1/0 as the outside NAT interface



NAT Overload - konfiguracia
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192.168.10.10 édenetwork

192.168.11.11

S0/0/0 Internet

209.165.200.225

access-list 1 permit 192.168.0.0 0.0.255.255
IDefines which addresses are eligible to be translated
ip nat inside source list 1 interface serial 0/1/0 overload
lldentifies the outside interface Serial 0/1/0 as the inside global address to be overloaded
interface serial 0/0/0
ip nat inside
lldentifies Serial 0/0/0 as an inside NAT interface.
interface serial 0/1/0
ip nat outside
lldentifies Serial 0/1/0 as an inside NAT interface.



NAT Overload - konfiguracia
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S0/0/0 Internet

192.168.10.10 édenetwork

192.168.11.11

access-list 1 permit 192.168.0.0 0.0.255.255

I - Defines which addresses are eligible to be translated

ip nat pool NAT-POOL2 209.165.200.226 209.165.200.240
! — Defines a pool of addresses named NAT-POOLZ2 to be used in NAT translation
ip nat inside source list 1 pool NAT-POOL2 overload

I — Binds the NAT pool with ACL 1

interface serial 0/0/0

ip nat inside

I — Indentifies interface Serial 0/0/0 as an inside NAT interface
interface serial 0/1/0

ip nat outside

I — Indentifies interface Serial 0/1/0 as an outside NAT interface

209.165.200.225




Port forwarding
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@ Linksys® | [

Port forwarding can be used to set up public services on your network. When
users from the Internet make certain requests on your router, they will be

PORT RANGE redirected to the specified IP.
FORWARDING

- i Protocol  Protocol
Customized Applications TCP UDP IP Address

BitTorrent To 192.168.1. 20 |
AFP To 192.168.1.
RemoDeskTop To J 192.168.1.
To 192.168.1.
To 192.168.1.
To 192.168.1.
To : 192.168.1.
To 192.168.1.
To v 192.168.1.
To 192.168.1. 0 |

OO000000 R

(upnp Forwarding) ( port Triggering )

([ Apply ) [ Cancel

e Np—




Verifikacia NAT
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Inside\\ S0/0/0
Nenwit/~j10112

192.168.10.10 S0/1/0

Internet
209.165.200.225

192.168.11.11

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global

tep 209.165.200.225:16642 192.168.10.10:16642 209.165.200.254:80 209.165.200.254:80
tep 209.165.200.225:62452 192.168.11.10:62452 209.165.200.254:80 209.165.200.254:80

R2#show ip nat translations verbose

Pro Inside global Inside local Outside local Outside global

tcp 209.165.200.225:16642 192.168.10.10:16642 209.165.200.254:80 209.165.200.254:80
create 00:01:45, use 00:01:43 timeout:86400000, left 23:58:16, Map-Id(In): 1,
flags:

extended, use count: 0, entry-id: 4, lc entries: 0

tcp 209.165.200.225:62452 192.168.11.10:62452 209.165.200.254:80 209.165.200.254:80
create 00:00:37, use 00:00:35 timeout:86400000, left 23:59:24, Map-Id(In): 1,
flags:

extended, use count: 0, entry-id: 5, lc entries: 0

R2#



Verifikacia NAT
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S0/1/0

Inside\\ S0/0/0
Netwolk/J 10.1.1.2

192.168.10.10

Internet
209.165.200.225

192.168.11.11

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global

icmp 209.165.200.225:3 152.168.10.10:3 209.165.200.254:3 209.165.200.254:3
tcp 209.165.200.225:11679 192.168.10.10:11679 209.165.200.254:80 209.165.200.254:80
icmp 209.165.200.225:0 152.168.11.10:0 209.165.200.254:0 209.165.200.254:0

tcp 209.165.200.225:14462 182.168.11.10:14462 209.165.200.254:80 209.165.200.254:80

R2#show ip nat statistics
Total active translations: 3 (0 static, 3 dynamic; 3 extended)
Outside interfaces:
Serial0/1/0
Inside interfaces:
Serial0/0/0, Serial0/0/1
Hits: 173 Misses: 9
CEF Translated packets: 182, CEF Punted packets: 0
Expired translations: 6
Dynamic mappings:
-— Inside Source
[Id: 1] access-list 1 interface Serial0/1/0 refcount 3
Queued Packets: 0
R2#



Zmazanie NAT prekladov
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R2#clear ip nat translation *
RZ2#show ip nat translations

R2#

e T

clear ip nat translation * Clears all dynamic address translation entries from
the NAT translation table

clear ip nat translation inside global-  Clears a simple dynamic translation entry containing

e Lowedeae | Phese ol detelea clioinei s an inside translation or both inside and outside

2 translation

clear ip nat translation protocol inside (lears an extended dynamic translation entry
global-ip global-port local-ip local-

port [ outside local-ip local-port
global-ip global-port]
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« Otazky k NAT?
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n 4,294 967,296 unikatnych adries

RIPE Regional registry IPv4 address exhaustion in...

m

APNIC IPv4 RIR: MR GhHE RO WGl k]
IANA Central IPv4 Registry: [N NGO S S 5 TER Lk |

® BT has been providing IPvE network services since 2000.
# For information about new BT IPvE services please see BT IPvE site.
® For IPvE peering requests please visit the BT Public IPvE Peering Reguest page.



Porovnanie poctu IP — v4 a v6
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" IPv4: 4 octets |

11000000.10101000.00001010.01100101
192.168.10.101

4,294,467,295 (2*32) IP addresses

IPv6: 16 octets

11010001.11011100.11001001.01110001.11011100.
11001100.01110001.11010001.11011100.11001001.
11010001.11011100.11001001.01110001.00000010.11011110

AK24:72D3:2C80:DD02:0029:EC7A:002B:EAT73
3.4 x 10738 |IP addresses

340,282,366,920,938,463,463,374,607,431 ,768,211,456

« There are so many IPv6 addresses available that many trillions of addresses could be assigned to every human

being on the planet.
« There are approximately 665,570,793,348,866,943,898,599 addresses per square meter of the surface of the

planet Earth!




Vyhody IPv6
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= zlepSena globalna dostupnost a flexibilita

= |lepSia agregacia IP prefixov obsiahnutych v routovacich tabulkach

= multihoming - technika k zvySeniu spolahlivosti internetového pripojenia v
IP sieti. Pouzitim IPv6 m6ze mat zariadenie niekolko IP adries cez jednu
fyzicku upstream linku, napr. zariadenie méze byt pripojené k niekolkym

poskytovatefom pripojenia (ISP)

= autokonfiguracia, ktora méze obsahovat’ adresy spojové vrstvy v adresnom
priestore. Viac plug-and-play moznosti pre viac zariadeni.

= adresovanie koniec-koniec bez pouzitia prekladu adries (NAT), Co
umoziuje funkénu P2P siet. IP telefonia.

= jednoduchSi mechanizmus pre precislovanie a zmenu adries.

= jednoduchsia hlavicka



Vyhody IPv6
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= lepSie moznosti smerovania - zlepsujuce
vykon

= ziadne Broadcast(y) teda ziadne potencialne
nebezpecenstvo broadcastoveé burka

= jednoduchsi a efektivnejsi mechanizmus
rozsirenia hlavicky

= identifikator toku (flow label) na oznacenie
typu toku dat (zaistenie Qo0S)



IPv6 hlavicka

WWWW.LTTLLURC. SR

IPv4 Header IPv6 Header
Version IHL Type of Service Total Length Version Traffic Class Flow Label
Identification Flags | Fragment Offset
Payload Length Next Hop
Time to Live Protocol Header Checksum Header Limit
Source Address Source Address
Destination Address
Options Padding
Legend
D - Field names kept from IPv4 to IPv6 DosirEbon At
D - Fields not kept in IPv6
D - Name & position changed in IPv6
- - New field in IPv6




IPv6 format
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| IPv6 Formats "

Format:
-x:x:x:x:x:x:x%x:%x, where x is a 16-bit hexadecimal field
« (Case-insensitive for hexadecimal A, B, C, D, E,and F
- Leading zeros in a field are optional
- Successive fields of zeros can be represented as : : only once per address

Examples:
-2031:0000:130F:0000:0000:09C0:876A:130B
* (Can be represented as 2031:0:130£::9c0:876a:130b
« Cannot be represented as 2031::130£f::9c0:876a:130b

-FF01:0:0:0:0:0:0:1 FFOl::1
-0:0:0:0:0:0:0:1 ::1
-0:0:0:0:0:0:0:0 -




IPv6 reprezentacia
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| Representation |

2031:0000:130F:0000:0000:09C0:876A:130B
« Can be represented as 2031:0:130£f::9c0:876a:130b
« But cannot be represented as 2031::130f::9c0:876a:130b

2031:0000:130F:0000:0000:09C0:876A:130B

2031: :130F: : : 9C0:876A:130B

2031:0:130F:0:0:9C0:876A:130B

2031:0:130F::9C0:876A:130B

e FF01:0:0:0:0:0:0:1 becomes FF01::1

¢ 0:0:0:0:0:0:0:1 becomes ::1

e 0:0:0:0:0:0:0:0 becomes ::

¢« FF01:0000:0000:0000:0000:0000:0000:1 becomes FF01:0:0:0:0:0:0:1 becomes FF01::1

« E3D7:0000:0000:0000:51F4:00C8:C0OA8:6420 becomes E3D7::51F4:C8:C0A8:6420

« 3FFE:0501:0008:0000:0260:97FF:FE40:EFAB becomes 3FFE:501:8:0:260:97FF:FE40:EFAB
becomes 3FFE:501:8::260:97FF:FE40 :EFAB




Typy adries v IPv6
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= globalna unicast adresa
= aktualne prefix 2000::/3 (snaha o agregaciu)

= rezervovaneé adresy
= 1/256 adries

= privatne adresy

= prvy oktet: FE, dalSia hex Cislicaod 8 do F
= lokalne sietove adresy 23 132 s o4

* lokalne linkove adresy 2001 | oo [
1 I

]
|
Registry—)'I :
|

- IoopbaCk adresa ISP Prefix —>
= 0:0:0:0:0:0:0:1 (resp. ::1) Swerem !

Subnet Prefix

Y

= nespecifikovana adresa
= 0:0:0:0:0:0:0:0



Triedy adries IPv6
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= unicast adresa je pridelena prave jednému
siefovéemu rozhraniu a teda je uplne jednoznacne,
ktoré rozhranie prijima data.

= anycast adresy su formatom nerozlisitelné od
unicastovych, moze ich vsak mat pridelenych
viacero sietovych rozhrani. To, ku ktorému
sietovému rozhraniu sa dostanu, je zvyCajne
urcené routovacou vzdialenostou.

= multicast je dorucovany vsetkym sietovym
rozhraniam, ktoré su zapojené do multicast
skupiny.



Rozsahy adries
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Rozsahy adries (address scopes) (RFC 4291)

urcuju, nakolko bude mozné komunikovat' s urcitou

IPv6 adresou. Konkretny rozsah, ktory pouziva

B_ejaké adresa, je urceny pomocou prvych niekolko
itov.

= Interface-local -- dosah iba v ramci sietoveho
rozhrania

= link-local adresy je mozne pouzivat iba na
adresovanie v ramci jednej linkovej vrstvy, nie su
routovatelnée

= site-local -- dostupnost' v ramci organizacie

= global -- globalne dostupné



Pridelovanie IP adries
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= statickeé pridelenie prostrednictvom

Interface ID

= Ipv6 address ipv6-address/prefix-length
= RouterX(config-if)#ipv6 address 2001:DB8:2222:7272. 72/64

= statickeé pridelenie prostredn
EUI-64 interface ID

= Ipv6 address ipv6-address/prefix-length eui-64 E
= RouterX(config-if)#ipv6 address 2001:DB8:2222:7272::/64 eui-64

= stateless autokonfiguracia (SLAAC)
= DHCP pre IPv6 (DHCPV6)




Neighbor Discovery
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IPv6 preniesol funkcie, ktoré pre IPv4 plnil protokol ARP,
do Neighbor Discovery protokolu, ktory funguje nad
ICMP. Definuje 5 novych ICMP sprav:

= Neighbor solicitation - poziadavka na zistenie
linkove) adresy suseda

= Neighbor advertisment - oznamenie linkovej adresy
suseda

= Router solicitation - poziadavka na zistenie
informacii o routeroch

= Router advertisment - oznam o dostupnych
routeroch

= Redirect - presmerovanie a informacie o lepsSich
cestach



Prechod z IPv4 na IPv6
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= Dual Stacking
= koncova stanica ma obe verzie |IP adresy

= preferencia na IPv6
= Tunneling
= Manual IPv6-over-IPv4 tunneling (IPv6 paket
je enkapsulovany do IPv4 — vyzaduje si to
dual-stack router) 6‘ :
= Dynamic 6to4 tunneling =
= NAT-Protocol Translation (IPv6 <-> |IPv4)




Cisco IOS Dual Stack
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Cisco 10S Dual Stack

Application
TCP/UDP

IPv4

IPv4 IPv6

| Driver

IPv4/IPv6 IPv4
Internet
IPv6
Internet

IPv6 and IPv4
Network

IPv6

conf t
ipvé unicast-routing

interface ethernet0
ip address 192.168.99.1 255.255.255.0
ipvée address 3ffe:b00:cl8:1::3/127

IPV4: 192.168.99.1
IPv6: 3ffe:b00:c18:1::3




IPv6 Tunelling
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IPv6 Header IPv6 Data IPv6 Header IPV6 Data
Dual-Stack Dual-Stack
) Router Router

/ IPv4
Qletwork

IPv6
Netwo

IPv6
Network

-

IPv6 Host

IPv6
Host

Tunnel: IPv6-over-IPv4 packet
IPv4 Header IPv6 Header IPV6 Data

Tunneling is an integration method in which an IPv6 packet is encapsulated within another protocol, such as IPv4. This
method of encapsulation is |Pv4:

« Includes a 20-byte IPv4 header with no options and an IPv6 header and payload

« Requires dual-stack routers




IPv6 routing
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Control Plane Considerations:

IPv6 Address Size
Multiple IPv6 Node Addresses
IPv6 Routing Protocols

N Routing Table Size
e

View of
Network Topology

" Forwarding Plane Considerations:

Routing Table Network Mgmt « Parsing IPv6 Extension
Headers

Neighbor Info + |IPv6 Address Lookup

Control Plane

Data Rlane

Decision
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= rozsirenie RIPv2 pre IPv4
= RFC 2080

= distance vector (15 hops)
= split horizon
= poIson reverse
= multicast group FF02::9 pre RIP updates

= Cisco |0S 12.2(2)T a vySSi



Konfiguracia IPv6

www.cnl.tuke.sk

| Command Purpose
RouterX (config) #ipvé unicast-routing Enables IPv6 traffic forwarding
RouterX (config-if) # Configures the interface IPv6 addresses

ipvé address ipvéprefix/prefix-length eui-64

LAN1 : 2001:db8:c18:1::/64

ipv6 unicast-routing
interface Ethernet0
ipvé address 2001:db8:cl8:1::/64 -

I > Adresse MAC : 0260.3e47.1530

RouterX# show ipvé interface E
Ethernet0 is up, line protoc is up
IPv6 i1s enabled, link-local |Jaddress is FES8O:

Global unicast address(es):
2001:DBR8:C18:1
Joined group address(es):
FF02::1:FF47:1530

FF02::1

FF02::2

MTU is 1500 bytes

, subnet is 2001:DB8:C18:1::/64




IPv6 Name Resolution

www.chl.tuke.sk

RouterX (config)# Define a static name for IPv6
ipvé host name [port] ipvéaddr [{ipvé6addr} ...] addresses

RouterX (config) #

ipvé host routerl 3ffe:b00:ffff:b::1

RouterX (config) #ip name-server address Configure a DNS server or servers to
query

RouterX (confiqg) #ip name-server 3ffe:b00:£ffff:1::10




RIPNg - konfiguracia
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RouterX (config) #ipvé router rip name Creates and enters RIP router configuration
mode.
RouterX (config-if) #ipvé rip name enable Conﬁgures RIP on an interface.

ipv6 unicast-routing
ipv6 router rip RTO

interface Ethernet0

ipvée address 2001:db8:1:1::/64 eui-64
< -0 ipvée rip RTO enable
LAN1: 2001:db8:1:1::/64

Ethernet0

Ethernet1

LAN2: 2001:db8:1:2::/64

ipv6 unicast-routing
ipv6 router rip RTO

interface Ethernet0
ipvée address 2001:db8:1:1::/64 eui-64
ipvée rip RTO enable

interface Ethernetl
ipvée address 2001:db8:1:2::/64 eui-64
ipvée rip RTO enable




Verifikacia RIPNg

Command Purpose

show ipvé interface Displays the status of interfaces configured for IPv6. B

show ipvé interface brief Djsplays a summarized status of interfaces configured for IPv6.

show ipvé neighbors Displays IPv6 neighbor discovery cache information.

show ipv6é protocols Displays the parameters and current state of the active IPv6 routing
protocol processes.

show ipvé rip Displays information about current IPv6 Routing Information Protocol
(RIP) processes.

show ipvé route Displays the current IPv6 routing table.

show ipv6é route summary Displays a summarized form of the current IPv6 routing table.

show ipv6é routers Displays IPv6 router advertisement information received from other
routers.

show ipvé static Displays only static IPv6 routes installed in the routing table.

show ipv6é static Displays only static route information about the specific address given.

2001:db8:5555:0/16

show ipvé static interface Djsplays only static route information with the specified interface as

carial N/0 |v






www.chl.tuke.sk

= oficialne kurikula k CCNA3 v4

= Wikipedia — BOOTP, DHCP

= http://netlab.dcs.fmph.uniba.sk/siete/cviko
7/

= nepreslo jazykovou upravou
= prezentacia moze obsahovat chyby



