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Prepinace Cisco catalyst rady 6500

High availability with
modular operating system;
system redundancy

Easy configuration; easy
automanagement with EEM
and Smart Call Home

High security with Deep
Packet Inspection

Modularity for scalability and
flexibility

WS-C6509-V-E

W5-Ce513-E

WS-C6509-E

V predmete PIKS a
nadvazujucich predmetoch
PS1, PS2, sa zameriame v
ramci prepinanych sieti na
konfiguraciu prepinacov nizsej
rady 2600:




Co kto potrebuje preéitat’ z PDU

Uz vieme, ze:

= Medzilahlé zariadenia mozno svojou hlavnou funkciou zaradit k jednotlivym vrstvam
OSI/ISO. Ktoré kam patria?

= QOpakovac (hub) len preposiela signal. Vieme kam a preco?

= PrepinacC (switch) si potrebuje
precitat L2 hlaviCku, aby
vedel prepnut ramec na
spravne vystupné rozhranie
podla cielovej fyzickej adresy.
Vieme aku tabulku na to
vyuziva, aj ako si ju vyplha?

Dnes sa dozvieme:

= Preco potrebuje
smerovac Citat
aj L3 hlavicku?




Cast’ 6.1

Protokoly siet'ovej vrstvy

Na konci budeme poznat’ odpovede na tieto otazky:

Aké su ulohy sietovej vrstvy pri datovej komunikacii v IKS?

Preco IP protokol potrebuje protokoly inych vrstiev na to, aby aplikacné data mali moznost
byt prenasané spolahlivo a spojovo?

Aké vyhody ma to, ze IP protokol je nezavisly od typu média a pouzitej L2 technologie?
Naco sluzia jednotlivé polia v hlavicke IPv4 a IPv6 paketu?

Naco potrebuje smerovaciu tabulku pocita€ a ako ju vyuziva?

Ako vyuziva smerovaciu tabulfku smerovac?



Téma 6.1.1

Siet'ova vrstva
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Smerovanie
(Je navigacia.. tadial'to)

Cudzinec (Spaniel) z MT ide na den otvorenych dveri na FRI,
pride vlakom a Startuje peSo zo ZSR, nema GPS, ani mapu:

Domorodci, ktorych oslovi, ho smeruju spésobom:

,Chod rovno po tejto ulici (MasariCka), a ked prides na
krizovatku (Hlinkovo namestie), zase sa niekoho opytaj
kadial ist.”

= zmenilo by sa nieco tym, keby mu niekto povedal na
zaCiatku celu trasu?

= Co by sa stalo, keby na nejakej krizovatke ten, ktoreho
ziada o dalSie nasmerovanie, nevedel kde je FRI?

= Co by sa stalo, keby ho na nejakej krizovatke niekto
nasmeroval zle?

= je pri tomto sp6sobe cestovania ddlezité pri pytani sa na
krizovatkach uviest danému domorodcovi, ze odkial
vystartoval? (ze zacCal na ZSR?) Pre€o?

= paspat sa rovnako pyta okoloiducich na cestu, Ma
zarucené, ze podjde po tej istej trase z FRI na ZSR, ako
iSiel rano zo ZSR na FRI? PreCo?



Ulohy siet'ovej vrstvy

= Sietova vrstva je zodpovedna za dorucCovanie dat medzi komunikujucimi

uzlami
= End-to-end komunikacia — uzly sa mézu nachadzat kdekolvek

- Uthy, ktoré sietova .192 168.32.11 Addressing . 192.168.36.5
vrstva riesi:

Application Applu:atn:rn

= Enkapsulacia
(segmentu prilepi IP hlavicku)
L ] ., Presentation I | Presentation !
= Logické adresovanie sieti
a stanic v nich Session I | Session '

= Hfladanie cesty do kazdej F Transport

existujucej cielovej siete ..

= Dorucovanie dat vo forme
Data Llnk

~]
=-...|

T
o

(8]
1

Encapsulation

o e

v ]

Data Lmk

paketov po najlepsich
cestach cielovému uzlu

(smerovanie) | Physlcal I I Phy‘smal '
= De-enkapsulacia
(spracuje sa info z IP hlavicky)

I"'--..‘-I




Zapuzdrenie na L3 = tvorba IP paketu

= Transportna vrstva (L4) odosielajucej stanice segmentuje data aplikacnej vrstvy (L7) a
pridava kazdému segmentu hlaviCku, aby prijimajuca stanica vedela znovu poskladat
segmenty do spravneho poradia a predat’ aplikaénej vrstve kompletné prenesené data

Data Application
_______________________________________ e ga | |
| 1P data Internet
Egﬁi Frame data :E‘.;aﬁ: Link

» Sietova vrstva (L3) odosielajucej stanice si prevezme segment pripraveny vysSou
vrstvou - transportnou (L4) a zapuzdri ho = prida k nemu IP hlavi¢ku (v tej musi
dbkladne vyplnit potrebné polia, aby takyto paket mohol byt neskér preneseny cez celu
IP siet’ az k prijemcovi), ¢im vznikne IP paket, ktory dalej preda protokolu linkovej vrstvy
na spracovanie.



Ulohy sietovej vrstvy

= Ktory protokol je v sucasnosti v TCP/IP protokolom sietovej vrstvy?
= V akych verziach sa dnes vyskytuje?

‘ i Application |

Internet Protocol version 4 (IPvd)

Internet Protocol version 6 (IPvG)




Téma 6.1.2:

Vlastnosti IP protokolu




Vlastnosti IP protokolu

= Bol navrhnuty tak, aby poskytoval iba funkcie potrebné pre dorucCenie
paketov zo zdroja do ciela, s Co najmensimi rezijnymi informaciami
= Preto bol navrhnuty ako protokol:

= Nespojovany Connectionless

= Nespolahlivy Best-effort

= Nezavisly od linkovej technologie a media Media independent
TCPI/IP

Packet Packet

- Segment I I- Segment

TCP segments
encapsulated
into IP packets NETWORK LAYER




IP - nespojovany protokol (connectionless)

(paralela s postovou sluzbou bez notifikacie prijemcu o odoslani listu)
Letter

Mail Box
L etter
| — | —

A letter is sent.

Odosielatel nevie (moze len tusit): Prijemca nevie (méze len odhadovat)).
= Ci prijemca bude na danej adrese = Kedy mu list pride
= Ci sa list naozaj dorugi

= Ci prijemca bude vediet preditat
list




IP - nespojovany protokol (connectionless)

IP Header IP Header

A packet is sent.

Odosielatel nevie: Prijemca nevie:
= Ci prijemca je pritomny = Kedy mu paket pride
= Ci sa paket naozaj dorugi

= Ci prijemca bude vediet pregéitat’ (rozbalit)
paket

- Kto ale potom zabezpecCi spojovo orientovany prenos, ak je to potrebné pre danu aplikaciu ?
(kto vytvori spojenie medzi odosielatelom a prijemcom?)

- Je nespojovanost nevyhodou?




IP - nespolahlivy protokol (best effort)

N -
P Packet

1P Packet P Packet

N ]
IP Packet Y

Some packets may be lost en |

Packets are routed through the

networlk quickly. route.

= Negarantuje dorucCenie paketov

= Kto ale potom zabezpecCi spolahlivost prenasanych paketov, ak je to potrebnée pre
danu aplikaciu?

= Je nespolahlivost nevyhodou?




IP — nezavisly od L2 technologie a meédia

= Velkou vyhodou IP je jeho nezavislost od linkovej technologie a média

= Vdaka tomu moéze IP sprostredkovat komunikaciu medzi koncovymi uzlami,
ktoré su k sieti pripojene réznymi technologiami

= Takisto medzilahlé zariadenia
byvaju vzajomne spojené
rozmanitymi technoldgiami
a meédiami

= Nezavislost IP od tychto
technickych detailov je

zakladom uspechu
iInternetu

Optical Fiber

Copper Serial Copper Ethernet

Wireless

HOOQCOCC

Copper Ethernet

IP-Packét IP-Packét

by =’




IP — nezavisly od L2 technologie a media

Len pre predstavu o hodnotach MTU:

Médium
Ethernet v2

Ethernet with LLC and
SNAP, PPPoE

Ethernet Jumbo Frames

PPPoE over Ethernet v2

PPPoE over Ethernet
Jumbo Frames

WLAN (802.11)

MTU

1500

1492

1501 - 9198

1492

1493 - 9190
7981

Poznamky

Nearly all IP over Ethernet implementations use the
Ethernet V2 frame format.

The limit varies by vendor. For correct
interoperation, the whole Ethernet network must
have the same MTU. Jumbo frames are usually
only seen in special-purpose networks.

= Ethernet v2 MTU (1500) - PPPoE Header (8)

= Ethernet Jumbo Frame MTU (1501 - 9198) -
PPPoE Header (8)



Téma 6.1.3:

Format hlavicky IPv4 paketu




Format hlavicky IPv4 paketu

MMMM = Version = 0100 (IPv4)

A = DS = priorita paketu
Differentiated Services
Internet (DS) ~ . -
Version | Header Tojal Lenigth = TTL = Zivotnost paketu [pocCet
DSCP ECN preSkOkOV]
Identification Flag Fragment Cffset . PrOtOCOI = kéd pre |dent|f|kéC|u
L 1 2. protokolu vyssej vrstvy, ktory je
Time-to-Live Protocol Header Checksum Zabaleny \' IP pakete

(napr. TCP=6, UDP=17, ICMP=1)

Source IP Address
= Source IP Address = kto je zdroj
paketu

—

Destination IP Address

= Destination IP Address = kto je ciel
paketu




Format hlavicky IPv4 paketu

= |HL — nemusi mat vzdy 20 B, mame totiz k

mmw‘ dispozicii pole ,Options® = volitelné polozky

A = Total Length — celkova velkot' IP paketu
Differentiated (hlavicka/header + telo/payload)

Internet Services (DS)
Version | Header Total Length
Length

= Header Checksum = detekcia chyb pri
prenose

Identification

Fragment Offset . = |dentification (identifikacia fragmentu, ak bol

N bries paket fragmentovany (rozdeleny na mensSie
yt

Header Checksum kusy)

Time-to-Live Protocol

- = Flags: DF (dont fragment) = 1, ak nechcem
paket nechat fragmentovat' , DF=0 ak mi je to
jedno, MF (more fragments) = 1 ak tento
Destination IP Address fragment nie je posledny v rade, MF=0 ak je
Y posledny

Optians (optional) Padding = Fragment Offset = pozicia na ktoru patri dany

fragment v pévodnom pakete, FO=0 ak je to
prvy fragment, udava sa v nasobkoch 8 bitov




Format hlavicky IPv4 paketu

(aj s velkost'ami jednotlivych poli)
= Minimalna (Standardna) velkost IP hlavicky je 20 B (poradie bajtov 0 az 19):

Header Checksum
(16 bits)

20 Bytes

Bytes

15 1s|17|13|19|2o|21[22|23 2425|2627 28|29 |30]31

A J E _
_B:t0|1|2|3|4|5|6|7 89|10




Pole Fragment Offset v hlavicke IPv4

= Priklad obsahu poli ,Fragment offset” pri fragmentacii IP paketu:

length|ID |fragflag |offset I
=4000]=x| =0 =0

Example

3 4000 byte
datagram

7 MTU = 1500 bytes

1480 bytesin .|
data field 7

1480/8

One large datagram becomes
several smaller datagrams

N N




IPv4 hlavicka — Wireshark

113 35.888469000 fe80::1 fe80::6ce4:4b68:ICMPV6 86 Neighbor sol-
114 35.888703000 fe80::6ce4:4b68:Te80::1 ICMPV6 86 Neighbor Adve
115 37.897910000 192.168.100.4 91.235.52.39 HTTP 1342 GET /zive?tt:
116 37.906968000 91.235.52.39 192.168.100.4 TCP 60 80-56185 [ACk.

» Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:"
= Internet Protocol Version 4, Src: 192.168.100.4 (192.168.100.4), Dst: 91.4%

Version: 4

Header Length: 20 bytes
=Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-E

0000 00.. = Differentiated Services Codepoint: Default (0x00)

. 00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable T

Tota1 Length 1328

Identification: 0x7886 (30854)
=Flags: 0x02 (Don't Fragment)

0... Reserved bit: Not set

I Don't fragment: Set
.0. = More fragments: Not set

Fragment offset 0

Time to live: 128

Protocol: TCP (6)
«Header checksum: 0xc882 [validation disabled]

Source: 192.168.100.4 (192.168.100.4)

Destination: 91.235.52.39 (91.235.52.39)

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
= Transmission Control Protocol, Src Port: 56185 (56185), Dst Port: 80 (80),
+Hypertext Transfer Protocol

0000 fc e3 3c be Ob 27 dO 7e 35 e7 Oe 37 08 00 <o~ 5007,

faYaFal




Téma 6.1.4:

Format hlavicky IPv6 paketu




Vycerpanie IPv4 a nastup IPv6

Predikcia o pocte potrebnych IP adries do r. 2020:
» Cisco predikuje: 50 bilibnov
 Intel predikuje: 200 biliénov

IPv4 (32 bitové pole) VS. IPv 6 (128 bitové pole)
= 4 biliony IPv4 adries = 340 undecilionov
4,000,000,000 340,000,000,000,000,000,000,000,

000,000,000,000,000

= Adresny priestor s velkou rezervou

= Adresny priestor sa vycCerpal
= Narastanie smerovacej tabulky

= Zachranou bolo NAT

= Nie je pouzitelné pre sluzby ktoré
potrebuju end-to-end konektivitu s
verejnymi I[P adresami

= ZjednoduSena struktura hlavicky

= Nepotrebuje NAT




Porovnanie IPv4 a IPv6 hlaviciek

IPv4 IPv6
Version Traffic class
Version Type of Service Total Length (4b) (8b) Flow label (20b)

Next Head Hop Limit

|dentification Flags Fragment Offsat Payload Length (16 b) ex(8be)a o o(prI)mI
Time-to-Live Protocal Header Checksum 2 0 B
Source Address Source Address
Destination Address (128 b)
40B
Options Padding

(] - Field names kept from IPv4 to IPv6

B - Mame and position changed in PvE Destlnat|0n AddreSS
(] - Fields not kept in IPv6 (128 b)

Legend
(] - Field names kept from IPvd to IPv6

D - Mame and position changed in IPvE

@D - New field in IPvE




. v = Version = 0110 (IPv6)
IPv6 hlavicka = Traffic Class = Priorita paketu

= ked nastane zahltenie, menej prioritné pakety moze

mmm smerovaé zacat zahadzovat

= Flow Label = oznaCenie toku — vSetky pakety z

Ve;stjon Traffié:bclass FI | b | 20b
O N;f:;:( H()) - jedného toku budu smerovaémi spracované
Payload Length (16 b) (8b) (p8bl) | rovnako
= Payload Length = Total length v IPv4
Source Address " HOp Limit = akO TTL V IPV4
(128 b) = Source Address = 128 bitova IPv6 adresa
40B odosielatela paketu
= Destination Address = 128 bitova IPv6
adresa prijemcu paketu
Destination Address = Next Header = ako pole Protocol v IPv4, typ
(128 b) L4 protokolu, alebo odkaz na rozsirenu
hlavicku:
Legend = Medzi IPv6 hlavicku a telo sa m6zu vkladat' este
(] - Fietd names kept from Pui to 1Pus pridavné-rozsSirujuce hlavicky, tzv. extensions
% :Name.and.p{:@itiﬂ-n changed in IPvi headers

= Kvoli fragmentacii paketu
= Zabezpeceniu




Pole Next header v IPv6 hlavicke

: Ver Traffic Class Flow Label 4
: Payload Length MNext Header =LIL Hop Limit :
i % " : " |40 Octets
- Source IPv6 Address :
Destination IPv6 Address L -
Upper Layer (UL) Header Fayload
Packet with Extension Header
' Ver Traffic Class Flow Label '
: Payload Length Mext Header =EH1 Hop Limit |
- o (40 Octets
: Source IPvE Address ]
I Destination IPv6 Address 1 !
MR CIES S PN —  Extension Header 1 :

henafa L IS I *=  Extension Header 2
Next Header =UL = Extension Header 3
Upper Layer (UL) Header LR Payload




Pole Next header v IPv6 hlavicke

TCP
Header

MOl L
-l'_-'T'-'T'r"-I"_.'-_
Header

Next Header =6
(TCP)

TCP
Header

Next Header = 43 Next Header=6

(Routing) (TCP)
" BasicIPvé TcP
| Header

Next Header = 44 Next Header =6
(Fragment) (TCP)




IPv6 hlavicka - Wireshark

No. 4 Time Source

P ——w R

Destinatiol Protocol

Len gth Info ~

56 11..Fe80:.6ced:4b68.db81:65ec 2001:4860:4860: : 888 ICMPV6 94 Echo (ping) reque

57 ll zfef_&(} 1 o ) fe80 6ce4 4b68:db81:65ec ICMPV6 142 De5t1nat1on Unrea

>

= Frame 56: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface 0
« Ethernet II, Src: IntelCor_e7:0e:37 (d0:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:27 (fc:e3:.
= Internet Protocol Version 6, Src: fe80::6ced4:4b68:db81:65ec (fe80::6ce4:4b68:db81:65ec)

=0110 .... = Version: 6
©.... 0000 0000 .... .v.. vevs wuue wu.. = Traffic class: 0x00000000
.... 0000 00.. e e e e Differentiated Services Field: Default (OxOf
. .0, ... ECN-Capable Transport (ECT): Not set
..0 ECN-CE: Not set
e e OOOO OOOO OOOO OOOO OOOO Flowlabel: 0x00000000
Pay1oad 1ength 40
Next header: ICMPV6 (58)
Hop 1imit: 128
Source: fe80::6ce4:4b68:db81:65ec (fe80::6ce4:4b68:db81:65ec)
Destination: 2001:4860:4860::888 (2001:4860:4860::888)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
= Internet Control Message Protocol v6

nn20

6 ﬂ| Internet Protocol Version & (ipvE), 40 bytes | Packets: 136 - Displayed: 136 (100.0%) - Dropped: 0 (0.0%)

Profile: Default




Format hlavicky IPv6 paketu

Vyhody IPv6 zahrnaji tieto:

Lepsia efektivita smerovania z
hl'adiska vykonnosti aj rychlosti

Nie je potrebné spracovdvat’
kontrolny sucet hlavicky
(header checksum)

Zjednoduseny a efektivnejsi
mechanizmus rozs:renzch laviciek -
pole Next header (v IPv4 na to sluzilo
pole Options)

Pole . Flow label" pre rovnaké
spracovavanie paketov z jedného toku,
bez potreby nahliadat’ do L4 hlavicky,
aby sa zistilo, k akému toku dany
paket patri




Cast’ 6.2:

Smerovanie

Po tejto ¢asti budeme poznat’ odpovede na tieto otazky:

Ako pouziva smerovaciu tabulku koncové zariadenie (napr. pocitac),
aby vedelo smerovat pakety sebe samemu, inému koncovému
zariadeniu v lokalnej sieti, alebo zariadeniu vo vzdialenej sieti (mimo
jeho LAN)?

Ako smerovac pouziva smerovaciu tabulku na smerovanie paketov?

Cim sa odliSuje smerovacia tabulka koncového zariadenia (napr.
pocitaCa) od smerovacej tabulky smerovaca?



Téma 6.2.1:

Smerovacia tabulka koncového zariadenia




Rozhodnutia koncového zariadenia

PocitaC mobze poslat pakety:
= Sebe samému

= Lokalnemu hostovi

= Vzdialeneému hostovi




Default gateway

_ Host Default Gateway
= Smeruje pakety do

vzdialenych sieti
= Ma aspon jedno

The IP address of the R1
interface is the default gateway

rozhranie v rovnakej sieti address for PC1 and PC2.
ako koncové zariadenia
. Local Networl Route
v danej LAN 192 168.10.0/24 Remote Networks

Direct
Connection




Default gateway

192.168.100.4

192.168.100.1

N\

Vieobené | Alternativna konfigurdda |

Ak siet’ podporuje automaticke priradenie nastavenia protokolu IP,
mdZete toto nastavenie ziskat’ automaticky, Ak nie, mali by ste o
spravne nastavenie podiadat’ spravou siete,

(@) Ziskat adresu IP automaticky
() Poudit’ tito adresu IP:

adresa IP:

Maszka podsiske:

Predvaolena brana: |

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. e
Autoconfiguration Enabled .
Link-local IPv6 Address

IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

: Intel(R) Dual Band Wireless-AC 3160

: DO-7E-35-E7-QE-37

: Yes

: Yes

: fe80::6ce4:4b68:db81:65ec%10(Preferred)
: 192.168.100.6(Preferred)

: 255.255,255.0

: Wednesday, March 29, 2017 6:25:10 PM

: Saturday, April 1, 2017 8:55:45 PM

() Ziskat' adresu servera DNS automaticky

(@) Poudit' tieto adresy serverov DNS:

Preferovany server DNS: |

Alternativmy server DMS: |

[ ] Pri skonéeni overit nastavenie

Default Gateway .

: fe80::fee3:3cff:febe:b27%10

192.168.100.1
DHCP Server . ¢ 192.168.100.1
DHCPv6 IAID . : 147881525

DHCPv6 Client DUID.
DNS Servers .

NetBIOS over Tcpip.

: PO-01-00-01-1C-8D-36-AF-F0-76-1C-6C-8A-66
: fe80::1%10

192.168.100.1
Enabled




Smerovacia tabulka G e Aot P .
A H H Interface List
koncoveho Zarladenla 24...d0 7e 35 e7 Qe 38 ...... Microsoft Wi-Fi Direct Virtual Adapter
22...d2 7e 35 e7 Qe 37 ...... Microsoft Hosted Network Virtual Adapter
netstat -r alebo route print 10...de 7e 35 e7 Qe 37 ...... Intel(R) Dual Band Wireless-AC 3160
()bsai1uje' e Software Loopback Interface 1
: 2...00 00 00 00 00 00 00 €0 Microsoft Teredo Tunneling Adapter
= Interface List - Cisla rozhrani a 23...00 00 G0 00 08 @O 00 €@ Microsoft ISATAP Adapter #6

‘77

V V VYV VY

MAC adresy (pre Ethernet,

Wi-Fi, aj Bluetooth, ..) IPV4 Route Table

Active Routes:

IPv4 Route Table Network Destination Netmask Gateway Interface Metric
| 0.0.0.0 ©0.0.0.0 192.168.100.1 192.168.100.6 55
Default route (gateway — { 137.0.6.0 255.0.0.0 On-1ink 137.6.6.1 351
_ 127.0.0.1 255.255,255.255 On-1ink 127.0.0.1 331
oflastresorti:cest? 127.255.255,255 255,255,255, 255 On-1link 127.0.0.1 331
poslednej mOZHOStI) 192.168.100.0 255.255.255.0 Oon-1link 192.168.100.6 311
192.168.100.6 255.255,255,255 On-1link 192.168.100.6 311
Loopback adresy (test 192.168.100.255 255.255.255.255 on-1link 192.168.100.6 311
funkénosti TCP/IP) { 224.0.0.0 240.0.0.0 On-1link 127.0.0.1 331
224.0.0.0 240.0.0.0 on-1link 192.168.100.6 311
LAN siet v ktorej je zapojeny 255.255.255.255 255.255.255.255 On-1link 127.0.0.1 331
’ 255,255,255,255 255,255,255, 255 On-link 192.168.100.6 311
danyPC K 77070 _ ‘ > > _ - i ; - -
Multicast Persistent Routes:
None
Broadcast
IPv6 Route Table
Active Routes:
IPv6 Route Table If Metric Network Destination Gateway
Default route 10 311 ::/0 Te80::tee3d:3ctt:Tebe:b27/
331 ::1/128 On-link
311 fe80::/64 On-1link
Global unicast (me Jevo Vyplse){ 311 fe80::6ced4:4b68:db81:65ec/128
Link-local On-link
331 ff00::/8 On-1link
Persistent Routes:

None



Téma 6.2.2:

Smerovacia tabulka smerovaca




Smerovace a ich cinnost’

= KluCovym zariadenim pre Cinnost

sietovej vrstvy st smerovade Directly Connected and Remote Network Routes
(routery)
« Smerovac prepaja viacereé siete _
;o T , , Directly connected
* Ma viacero sietovych rozhrani, network Remote networks

mozu byt rézneho typu
= Smerovac si uchovava tzv.

smerovac;iu tabulku — zoznam sieti a
cesty k nim

» Adresa siete sa podoba predcisliu,

192.168.10.0/24 10.1.1.0/24

209.165.200.224/30

v 1 , 225

napr. predcCislie telefonneho Z 556

operatora, predcislie primarnej

oblasti, predCislie PSC, ... Directly connected

v v 7 ’ 192 168.11.0/24 10.1.2.0/24

- Smerovacom sta¢i poznat adresy se1es 110 o

sieti, nie jednotlivé uzly v nich

v . . b r e 4 Directly connected Remote networks

« Ak smerovacC nepozna cielovu siet, network

pakety iduce do nej zahadzuje _
. 4 _ v, . R1 has three directly connected networks: 192.168.10.0/24,
= V sietach pouzivajucich protokol IPv4 192.168.11.0/24, and 209.165.200.224/30. R1 also has two remote
> A\ X networks that it can leam about from R2: 10.1.1.0/24 and
alebo IPv6 sa kazdy smerovac 10.1.2.0/24.
rozhoduje o kazdom pakete
individualne a sam za seba




Smerovacia tabulka smerovaca (IPv4)

192.168.10.0/24 10.1.1.0/24
— .10 > GO0/0 A0
PC1 y—= 209.165.200.224 /30 y——" _
D_ —_’\1 1/_ D_j
@ 225 .226@
- - 1“ S0/0/0 ; -
10 - : 10
PC2 Lf=== GO/ y———=
[lf___.lllv' I [LE
192.168.11.0/24 10.1.2.0/24
Rl#show ip route
[ ... Cast vypisu odstrdnend ... ]
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
D 10.1.1.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, sSe0/0/0
D 10.1.2.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, se0/0/0
192.168.10.0/24 is variably subnetted, 2 subnets, 3 masks
C 192.168.10.0/24 is directly connected, GigabitEthernet0/0
L 192.168.10.1/32 is directly connected, GigabitEthernet0/0
192.168.11.0/24 is variably subnetted, 2 subnets, 3 masks
C 192.168.11.0/24 is directly connected, GigabitEthernetO/1
L 192.168.11.1/32 is directly connected, GigabitEthernet0/1
209.165.200.0/24 is variably subnetted, 2 subnets, 3 masks
C 209.165.200.224/30 is directly connected, Serial0/0/0

L 209.165.200.225/32 is directly connected, Serial0/0/0




Zaznamy o priamo pripojenych siet’ach

L

192.168.10.0/24 64.100.0.1

10.1.1.0/24

PC1| L%?Q? 209.165.200.224 /30 = 10 gﬁ
@ 225 226 T
. /1“ $0/0/0 28
PC2 D 10 y—= GO0/1 : == 10 D
2;;53____.llll —_—
192.168.11.0/24 T0.1 2024

192.168.10.0/24 is directly connected, [eileriohRanial (=358 A0VA0
192.168.10.1/32 is directly connected, [eileriohRantal (=358 S0VA0

Typ zaznamu — aky mechanizmus ho vlozil do smerovacej tabulky

Adresa ciela, o ktorom tento zaznam hovori

Rozhranie, cez ktoré sa k cielu ide




Zaznamy o vzdialenych siet’ach

=
64.100.0.1

192.168.10.0/24 10.1.1.0/24

rct | | ° g? o0 209.165.200.224 /30 y—"Ia

e e - — —5

&7 — 226 ==

- /1~ﬂ‘ S0/0/0 R \ -

o2 [0 =g o0 | = [

= [ [ =
192.168.11.0/24 10.1.2.0/24

D 10.1.1.0/24 [90/2170112] via 209.165.200.226, 00:00:05, ESSERNVANA)

Typ zaznamu — aky mechanizmus ho vlozil do smerovacej tabulky

Adresa ciela, o ktorom tento zaznam hovori (adresa siete, nie konkrétnych hostov)

Déveryhodnost zaznamu (administrativna vzdialenost)

Vzdialenost od ciela (metrika)

IP adresa dalSieho smerovaca na ceste k cielu (next hop address)

Vek zaznamu v smerovacej tabulke

- Rozhranie, cez ktoré sa k cielu ide




Administrativna vzdialenost’

D 10.1.1.0/24 [90/2170112] via 209.165.200.226, 00:00:05,

= |ba pre prehlad,
nemusime si inak
pamatat.

= Cim nizie AD, tym
déveryhodnejsi
Zaznam v smerovace;
tabulke (tym
dbéveryhodnejsi zdroj
informacii).

Route Type Administrative Distance
Connected 0
Static 1
EIGRP summary route 5
EBGP 20
EIGRP (mtemal) 20
IGRP 100
OSPF 110
I5-15 115
RIP 120
EIGRP (extemal) 170
1BGP (external) 200
Unreachable 255




Cast’ 6.3:

Smerovace

Na konci budeme vediet’:

* Popisat hlavné komponenty a rozhrania
smerovaca.

* Popisat proces bootovania smerovaca s
operacnym systemom Cisco 10S



Téma 6.3.1:

Komponenty smerovaca




Hlavné sucasti smerovaca

= Smerovac vyzaduje:
= Central processing units (CPUs)
= QOperating systems (OSs)

= Pamat pozostava z:

= Random-access memory (RAM)

= 512 MB pre Cisco 1941,
moznost rozSirenia az na 2GB

= Read-only memory (ROM)

= Nonvolatile random-access
memory (NVRAM)

= Flash

= 256 MB pre Cisco 1941, s moznostou
rozSirenia 2 externymi Compact Flash

= Cisco smerovace pouzivaju
Cisco I0S - Internetwork
Operating System
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Pamate smerovaca

RAM uchovava nasledovné aplikacie a procesy (typ SDRAM, 512 MB):

= |OS "

= running-config R NVRAM Flash Rou
- ROUting table Running 105

= ARP cache | s I
= Packet buffering O o, | ackemurer | SRS e

ROM uchovava:
= Bootup — pociatocne inStrukcie pre start zariadenia
= Power-on self-test (POST) — program, ktory testuje hardvéroveé sucasti

= ROMMON minimalizovanu (zjednodusenu) verziu IOSu — ako zalohu, ked sa
nieCo v plnej verzii IOSu pokazi




Pamate smerovaca

= NVRAM: - =

m Star‘tu p_Conﬁg RAM MVRAM Flash ROM
Running 105
= Flash: POST
Routing Table Runni Du'rﬁm File 2l ROM Manitor
nnnnn Fi
= |OS ooy, | Configumienrle | PecketBufer ol
= Zalozné 10Sy

Logy
Pri zapnuti smerovacCa sa I0OS skopiruje do RAM




Hardvéroveé sucasti smerovaca

.j_.

A

2

i

Shield for WAN
interface card WIC or

riia

(HWIC)

; : | Nonvolatile RAM

e | (NVRAM) and boot flash
ST s . |mamaory used for storing
n Synchronous d}.rnarnlc: ' | the ROMMON boot code
| RAM (SDRAM) used as we1| as MNVRAM da!a:
|[n::|r holding the running [ b AT

| configuration and

| routing tables, and for

| supporting packet 1N
:..

" Adwanmd Int&grah-:nn I'-.-'I-:rdule
© (AIM) option that offioads |
| processor-inlensive
| functions such as encryplion |




Rohrania smerovaca

Double-wide eHWIC slots eHWIC 0 AUX LAN
port interfaces

Console
RJ45 USB

Ports
Two 4 GB flash card slots Console

USB Type B




LAN a WAN rozhrania

Serial interfaces

|

'z !;;E . li‘
Tl

LAN interfaces

(-..;'.:;L:- 3 *




Téma 6.3.2:

Start smerovaéa (Boot-up proces)




Nacitavanie potrebnych suborov pri starte

Files Copied to RAM During Bootup

FLASH RAM
05 image
c1900-universalk9- Load 105 Cisco 105 ]
mz.SPA.152-4.M1.bin

Other system related files ]

[ startup-config Load startup-config running-config ]




Proces bootovania smerovaca

ROM -
—

ROM —

Flash ]—)

TFTP Server -
NVRAM -

TFTP Server }"
Console J-"

0x2102=load IOS from flash and then the
configuration from NVRAM. The router looks in
NVRAM for the boot sequence

0x2100=Load ROM Monitor Mode
0x2101=load Mini-IOS from ROM

0x2142=Load I0S from Flash and do not load

startup-config m_

POST

Perform POST

I Diagnostika HW sucasti (CPU, RAM,
NVRAM)

Bootstrap

Load bootstrap

Skopiruje sa z ROM do RAM. Jeho
hlavnymi ulohami je najst’ |IOS a startup-

Cisco Intemetwork

Configuration

Locate and load operating I

Operating System system I

Locate and load

configuration file
or

enter " setup mode”

config a nacitat ich do RAM.

Ak nenajde plnu verziu IOSu nikde, spusti
limitovanu verziu z ROM (nasledne
diagnostika, aky je problém, resp. ak treba,
preniest do Flash novy 10S)

Bootstrap ho skopiruje z NVRAM
do RAM ako running-config.

Ak neexistuje, skusa ho najst

na TFTP serveri, ak ani tam nie,
tak ponukne Setup mode.



Vystup z prikazu show version

Fouterishow version

varsion 15.2(4)M1, RELEASE SOFTWARE (fol)
Technical Support: http://www.oisco.ocom/techsupport
Copyright (=) 18386-2012 by Cisco Syatems, Inc.

Compiled Thu 2&-Jul-12 19:34 by prod rel team

RCOM: System Bootstrap, Version 15.0(1r)Mil5,

RELEASE SOFTWARE (fol)

Fouter uptime iz 10 hours, 9 minutes

Svstem returned to REOM by power—on

System image file is
"flasho:cl900—universalk9-mz.SPA.152-4 Ml . bin"
Last reloag type: HNormal Eelosd

Lazst reloac reascon: powBr—on

<output omitted=>

Cisco CISCO1941/K% (revision 1.0)
with 446464K/77824K bytes of memory.

Cisco I0OS Softwara, C1900 Software (C1900-UNIVERSALES-M),

2 Gigabit Ethernet interfaces
2 garial (sync/async) interfaces

1 terminal line

[EEM configuration iz &4 bitzs wide with parity disabled.

255K bytes of non-volatile configuration memory.

2508B0K bytes of ATA System CompactFlash 0 (Read/Writae)

<output omitted=>

Technology Package License Information for Modules: '=1300°

Technology Technology-packags

Technology-package

Mext reboot

Current Typea
ipbasze ipbazeki Parmznent
security Mone Hone
data blone blone

Configuration register is Ox2142
(will be 0x2102 at next reload)

ipbazekd

Hone

Mone

i,

hall

L Braoocooe booed Th BT ESASLQT




Cast’ 6.4:
Zakladna konfiguracia

Cisco smerovaca

Na konci budeme vediet’:

Nakonfigurovat zakladné nastavenia na Cisco smerovaci.
Nakonfigurovat dve aktivne rozhrania na Cisco smerovaci.

Nakonfigurovat koncové zariadenia — default gateway v
nastaveniach NIC.



Téma 6.4.1:

Konfiguracia zakladnych nastaveni




Zakladna konfiguracia Cisco zariadeni

« Configure the device name
« hostname name

= Secure user EXEC mode
« line console O
«  password password
« login

= Secure remote Telnet | 55H access

«  line viy 015
«  password password
«  login

«  Secure privilege EXEC mode
« enable secret password

«  Secure all passwords in the config file
«  service password-encryption

*  Provide legal notification
*  banner motd delmiter message
delimiter

«  Configure the management SVI
« interface vian 1
* ip address p-address subnet-mask
*  no shutdown

«  Save the configuration
*  copy running-config startup-config

R ERLEEE

Configure the device name
»  hosthame name

Secure user EXEC mode
» |ine console O

«  password password
* login

Secure remote Telnet / SSH access
«  line vty 015

= password password

= login

Secure privilege EXEC mode
=  gnable secret password

Secure all passwords in the config file
= SEervice password-encryption

Provide legal notification
= banner motd aelimiter message
delimiter

Save the configuration
= copy running-config startup-config




Téma 6.4.2:

Konfiguracia rozhrani




Konfiguracia rozhrani smerovaca

; I:|1911 68.10.0/24

10.1.1.0/24
A0

. Gnnﬁgure the interface
interface type-and-number 1 __209.165.200.224/30
= description description-text

. , 226
= Ip address ijpv4-address subnet-mask
= no shutdown
192.168.11.0/24 1.2,
Description max. 240 znakov 10.1.2.0/24
Rliconf t -

Enter confiquration commands, one per line.
End with CHNTL/E.

Bl{config)#

Rl {config) #interface gigabitethernet 0/0
Rl {config-if} 4ip address 192.168.10.1 255.255.255.0 r

El{config-if) #description Link to LAN-10

Rl {config-if) 4no shutdown

(3LINE-5-CHRNGED: Interface GigabitEthernsti/o,
changed state to up

(LINEFROTO-5-UPDOWH: Line protocol oo Interface

Gigabiirtbernstl/0. changed state fo upn

NHHMW‘W




Overenie konfiguracie rozhrani

show ip route 10 192.15.1[].[]!24 1[].1.1.[]24 10

Zobrazi obsah IPv4
smerovacej tabulky

S0/0/0
show interfaces 192.168.11.0/24 T 10.1.2.0/24 ’
Zobrazi statistiky o

- , . Rl#¢show ip interface brief &
VsetkyCh rOZhranIaCh Interface IP-Address OEY Method Status
. . GigabitEthernst(/0 192.168.10.1 ¥ES manual up
Show Ip Interface GigabitEthernet0/1 1592.168.,11.1 YES manuzl up =
, v . . Seriall/0/0 208.165.200.225 YES manuzal up
ZObraZI IPV4 StatIStlky Seriall/051 unazsigned YES HNVEEM administratiwvely dg
pre Véetky rOZhrania Vianl unassigned ¥YES HNVEAM administratively dd
Rl#
Rl#ping 209.165.200.226
show ip interface brief
Tvpe escapse ssguence to abort.
Struény Vypls :‘[nn{nn 5 O et TOWMD w,-ln-l.l.-. £ D00 1£C 00 208 ﬂlll




Overenie konfiguracie rozhrani

monet =ahow interfaces serial 0O

|51?1'i-i1 0 iz up, line protococl iz up I—Interface statuzs line
Hardware iz MCI Serial
Intermet addrens iz 131 .108 .156.98, cubnet mask is 255 .255.255.240

Cutput MTU 1500 bvitea, BW 1544 Ebit, DLY 20000 uzec, relv 255/255, load 1/255
drnps Hﬂ"'“—-Em_:Ep:ulal:inn HDLC, loophack not set, khespalive zet (10 aec)
Lazt 0:00: 00, output ©:00: 00, ocutput hang never Input erFIS
Lact clearing =f "zhow interface" counterz never
CROG output gueues n:‘m] 5752 drup:] input gueus 0/75,| 301 dropz
arrors Five minute input rate 2000 bhita/zec, 16 packsta’ zec

inute cutput rate 2000 hito/oec, 17 pachestn 'zec
STEOBOG packets inpub ,TBESH41604 Invbken, O no buffer
Feceived 757 brfadcasts, O runtz, 0 giants .l."-.
146124 input errnr:.|, |E|'.'2-13 m::|. 58857 frame, 0 overrun, O ignnred,|3 abnrl:l
| f""f- 5298821 pachets output, 76566 8 bvten, O underruns
nput E 0 cutput errcrs, 0 colliziomd, 2941 interface resetz, 0 restarts

SITors 2 gparrier trancitions

Abort errors

/ Framing errors  Interface resets
Carrier
transitions




- W kP Tema 6.4.3:
e Konfiguracia brany (default gateway)
na prepinaci
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Brana (default gateway) pre pocitac

Pinging a Local Host Pinging a Remote Host

192.168.10.0/24 192.168.10.0/24

192.168.11.0/24 192.168.11.0/24




Brana (default gateway) pre prepinac

Fl¢#show running-config

Building cornfiguraticn. ..
|

=output ammitteds-

Emrviose password—-snorypiion

|

hostname= 51

|

Interfape Vianl

ip address 192 1&8_10_50

I

ip default-gateway 192 _168_10.1
=gutput omitteds-

192.168.10.0/24 192.168.11.0/24

It the default gatewsay was not configured on 51, response packets from 51 would not be
able to reach the administrator at 192.16B8.11.10. The administrator would not be able o

manage the device remotehy.




Troubleshooting

Kroky ako identifikovat kde je problém, ked pocitaC
strati konektivitu ku nejakemu vzdialenému hostovi:

1. ping 127.0.0.1 — testujem konfiguraciu a
funkCnost TCP/IP

2. ping MOJA _IP — IP mdjho pocitaca zistim
prl'kazom’ipconfig

3. ping BRANA - ping na default gateway (mgj
najblizSi smerovac a jeho rozhranie veduce do
mojej LAN) — IP zistim cez ipconfig

4. ping WAN_rozhranie_smerovaca — ping

default gateway, ale jeho vonkajsia IP, veduca
do WAN

— nejaka IP v internete ina

tracert problemova_IP — odsleduj na ktorom
hope (smerovaci) sa komunikacia zastavi

o o

192.168.10.0/24

192.168.11.0/24



Zhrnutie

Mali by sme vediet’

= Vysvetlit ako sietove protokoly a sluzby podporuju komunikaciu dat v sieti.

= Vysvetlit, ako smerovace umoznuju komunikaciu medzi koncovymi
zariadeniami v sietach mensich a strednych firiem.

= Vysvetlit ako smerovace smeruju sietovu prevadzku v sietach mensich a
strednych firiem.

= Nakonfigurovat zakladné nastavenia smerovaca.
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