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7.3 Protokol ICMPv4




ICMPVv4

Internet Control Message Protocol ICMPV6

= Protokol ICMP je pomocny signalizacny protokol, ktory asistuje protokolom IPv4 a IPv6 pri ich Cinnosti
= Umoznuje otestovat zakladnu konektivitu s dalSim IP uzlom
= Typy ICMP sprav: Ping (Echo Request, Echo Reply)
= |Informuje o nedorucitelnosti konkrétneho paketu a dévode
= Typy ICMP sprav: Destination Unreachable (mnoho podtypov), TTL Exceeded
= Informuje o potencialne lepSej ceste
= Typy ICMP sprav: Redirect
= V IPv6 poskytuje funkcie pre objavenie smerovaca, automaticku konfiguraciu adries a nahradza protokol ARP
= Typy ICMP sprav: Router Discovery, Neighbor Discovery
= Spravy ICMP protokolu sa vkladaju priamo do IP paketov

= |CMP spravu méze vytvorit’ ktorykolvek IP uzol pozdiZ cesty medzi zdrojom a cielom (zdroj, ciel, medzilahly
smerovac)

= ICMP sprava je spravidla urCena odosielatelovi pévodného paketu




Format ICMP spravy

= |CMP sprava ma svoj typ a kod:
= Typ = Coho sa dana sprava tyka
= Kod = blizSie Specifikuje dany typ spravy

Octet
0 1 2 3
offset
Typ Kéd Header checksum 0
ICMP hlavicka
(header) Dalsie ICMP polia hlaviéky A
8 bytes (podra konkrétneho typu a kédu spravy, nemusi sa vyuzit)
ICMP telo
(payload) ICMP data 8
Ffubovolnej (volitelné, nemusi sa vyuzit’ vébec)

dizky




Typy ICM
Type

0—-Echo
Replyl3:14
1and 2

3 — Destination
UnreachablelZ/4

Code
0

a0}

10

11

12

13

14

15

Status

unassigned

Description
Echo reply (used to ping)

Reserved

Destination network unreachable

Destination host unreachable

Destination protocol unreachable

Destination port unreachable

Fragmentation required, and DF
flag set

Source route failed

Destination network unknown
Destination host unknown

Source hostisolated

Network administratively prohibited

Host administratively prohibited

Network unreachable for ToS

Host unreachable for ToS

Communication administratively
prohibited

Host Precedence Violation

Precedence cutoffin effect

Type

4 — Source Quench

5 — Redirect Message

6
7

8 — Echo Request
9 — Router
Advertisement

10 — Router
Solicitation

11 — Time
Exceeded 6

12 — Parameter
Problem: Bad IP
header

13 — Timestamp
14 — Timestamp
Reply

15 — Information
Request

16 — Information
Reply

17 — Address Mask

Request

18 — Address Mask

Reply
19

20 through 29

30 — Traceroute

Code

Status

deprecated

deprecated

unassigned

deprecated
deprecated
deprecated

deprecated

reserved
reserved

deprecated

Description
Source quench (congestion control)
Redirect Datagram for the Network

Redirect Datagram for the Host

Redirect Datagram for the ToS &
network

Redirect Datagram for the ToS & host

Alternate Host Address
Reserved

Echo request (used to ping)

Router Advertisement

Router discovery/selection/solicitation

TTL expired in fransit

Fragment reassembly time exceeded

Pointer indicates the error

Missing a required option

Bad length
Timestamp

Timestamp reply
Information Request
Information Reply
Address Mask Request

Address Mask Reply

Reserved for security
Reserved for robustness experiment

Information Request



ICMP sprava typu 3: Destination Unreachable

= Tento typ spravy ma 15 podtypov (= kédy), niektoré z nich su
nasledovne:

* Kéd 0 — Destination network unreachable * Kdd 4 — Fragmentation required, packet too big

o Cielova siet je nedostupna, neexistuje fyzické o Paket je pre dane prenosove medium priliS velky,
spojenie k nej vyzaduje sa fragmentacia, ale datagram ma
nastaveny priznak DF = 'don't fragment', preto bol

* Kod 1 — Destination host unreachable zahodeny.

V tele ICMP spravy sa potom posle odosielatelovi

o Neexistuje fyzické spojenie k danému cielovému © takéhoto velkeho [P paketu hodnota MTU, ktora sa

hostovi vyzaduje na danej linke, ktorou chcel takyto paket
 Kod 2 — Destination protocol unreachable prejst (tzv. Next-hop MTU)
- Dany L4 cielovy protokol nie je aktivny * Koéd 13 — Cﬁlr:ler:leudnlcatlon administratively
* Kod 3 — Destination port unreachable o Filtracia adminom (firewall na PG, alebo ACL na
o Dany L4 cielovy port nie je aktivny smerovaci - bude sa ucit az v PS1/2)

= |[CMPv6 ma podobné, ale iné kody pre tento typ sprav.

Typ=3 Kdd = ..vid’' vyssie... Header checksum
unused Next-hop MTU
g IP hlavicka a prvych 8 bajtov pévodneho IP paketu

= Pouziva sa, aby zdrojova stanica vedela ktorého IP paketu (ktory bol
zahodeny) sa tento typ ICMP spravy tyka

* (Pre L4 protokoly (TCP a UDP) tychto 8 bajtov zahfnha aj Cisla portov )




ICMP sprava typu 11: Time Exceeded

= M6ze vygenerovat smerovac, ked hodnota pola TTL v hlaviCke
spracovavaneho paketu po dekrementacii (TTL-1) je O

* ICMPvV6 — robi to isté, akurat pre pole Hop limit

= PoSle odosielatelovi daného paketu

Typ = 11 Kéd =0 Header checksum
nepouzité
’ IP hlavicka a prvych 8 bajtov povodného IP paketu

= Pouziva sa, aby zdrojova stanica vedela ktoreho |IP paketu
(ktory bol zahodeny) sa tento typ ICMP spravy tyka

* (Pre L4 protokoly (TCP a UDP) tychto 8 bajtov zahfna aj Cisla portov )




ICMP spravy typu 8 a 0: Echo request a Echo reply

= vyuziva utilita ping na testovanie dostupnosti k nejakému hostovi v IP sieti
* Odosiela 4 ICMP spravy typu echo request a o€akava ze ciefova stanica vygeneruje 4 ICMP
spravy typu echo reply, ako odpovede
* M4 nastaveny Cas ¢akania (timeout) na dorucenie ICMP spravy echo reply

o Ak nepride reply, indikuje to problém s konektivitou, alebo blokovanie ICMP sprav niektorym
smerovacom po ceste k cielu

* Vypocita percentualnu uspesnost, a priemerny Cas, za ktory sprava priSla tam a spat
(tzv. round-trip time)

Type = 8 alebo 0 Code =0 Header checksum

Identifier Sequence Number

Payload
(32 bajtova vypln)

= Preskumate na cvi¢eni, o obsahuje, aj aké hodnoty dava Windows pre polia identifier a
sequence number

= |dentifier — spoloCny identifikator rovnaky pre vSetky 4 spravy (reply alebo request)
vramci jedného spustenia prikazu ping (napr. 1)

= Sequence number — identifikator konkrétneho request/reply, vramci jedného pingu,
t.|. poradove Cislo re uestu/replzy, s Cislovanim nie od nuly, ale od nejakého ,n“ — toto
vsetko zavisi od OS Cgnapr. 22,23, 24, 25)



ICMP echo request — z Wiresharku

Time  Source Destination Protocol Length  Info

91 18.192.168.100.3 62.168.125.181 ICMP 74 Echo (ping) request 1d=0x0001, seqj
92 18.62.168.125.181 192.168.100.3 ICMP 74 Echo (ping) reply 1d=0x0001, seq]

=Frame 91: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
= Ethernet II, Src: IntelCor_e7:0e:37 (dO:7e:35:e7:0e:37), Dst: HuaweiTe_be:0b:27 (fc:
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 62.168.125.181
=Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: 0x4d46 [correct]

Identifier (BE): 1 (0x0001)

Identifier (LE): 256 (0x0100)

Sequence number (BE): 21 (0x0015)

Sequence number (LE): 5376 (0x1500)

[Response frame: 92]
=Data (32 bytes)

Pk B ke W ake Walll ol ol ol ol ol Yol o Kok o X —~1 - Pl N ol A A Y ey ey, ey ey, oy g ey e ey

0000 fc e3 3c be Ob 27 dO 7e 35 e7 Oe 37 08 00 45 00
0010 00 3c 7f 99 00 00 80 01 da le cO a8 64 03 3e a8
IOy ERI08 00 4d 46 00 01 00 15 61 62 63 64 65 66
WKV 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76
0040 YV N N P YA

= Polia Identifier aj Seguence number su 2B t.j. 16 bitove, v odchytenej ICMP sprave hodnota seq.n. v
binarnom tvare: 00000000 00010101

* Tu mobzeme interpretovat dvojako - su zname dva formaty: BE = big endian alebo LE = less endian (endian = ukoncenie),
Wireshark nevie na zaklade obsahu spravy jednoznaéne urcit, ktory format pouZit, preto zobrazuje oba:

o Sequence number vo formate LE: 21 (00000000 00010101)
o Sequence number vo formate BE: 5376 (00010101 00000000)




ICMP echo reply — z Wiresharku
91 18.192.168.100.3 67.168.125.181 TCMP 74 Echo (ping) request id=0x0001, seg=:
92 18.62.168.125.181 192.168.100.3 ICMP 74 Echo (ping) reply  id=0x0001, seq=:

>

=Frame 92: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
= Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:37 (dO:7
= Internet Protocol Version 4, Src: 62.168.125.181 (62.168.125.181), Dst: 192.168.100.3

Type: 0 (Echo (ping) reply)

Code: 0

Checksum: 0x5546 [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
Sequence number (BE): 21 (0x0015)
Sequence number (LE): 5376 (0x1500)
[Request frame: 91]

[Response time: 6.574 ms]

Pt

0000 dO 7e 35 e7 Oe 37 fc e3 3c be Ob 27 08 00 45 00
0010 00 3c 3e 03 00 00 3a 01 61 b5 3e a8 7d b5 cO a8
PO OE P00 00 55 46 00 01 00 15 61 62 63 64 65 66
WWETVG7 68 69 6a ob 6c 6d 6e 6f 70 71 72 73 74 75 76
Wi /7 61 62 63 64 65 66 67 68 69




Testovanie konektivity utilitou ping

= ping loopback (ping 127.0.0.1)
= Test konfiguracie IPv4, Ci je IP protokol spravne nainstalovany na danom zariadeni
= Netestuje sa spravna konfiguracia nastaveni sietovej karty (adresa, maska, brana)

= Netestuje sa harvér sietovej karty, iba implementacia TCP/IP v danom operaénom systéme, €i funguje
spravne.

= ping 192.168.1.1 (priklad)

= Test konektivity v mojej LAN — ping na niektorého hosta, alebo na branu
= Ak brana neodpoveda, ale host z danej LAN ano, over nastavenia — spravna IP brany?
= ak ano, méze byt problém: s danym rozhranim danej brany, alebo brana iba blokuje ICMP spravy a inak je funkéna (menej Casté)
= Ping www.google.sk
= Test konektivity do vzdialenej siete
= Ak je neuspesny, tak skusit ping 8.8.8.8 (alebo ina IP v internete)
= Ak je uspesny, tak je problém zrejme s nastavenim/fungovanim DNS servera

= Ak aj toto nejde, zrejme bude problém s pripojenim brany do internetu (alebo niektory smerova¢ na ceste do 8.8.8.8 blokuje ICMP
spravy - menej ¢asté)




Testovanie cesty do ciela — traceroute (cisco)
tracert windows)

= Tato utilita zobrazi:
= zoznam vSetkych hopov (smerovacov) na ceste od zdroja k cielu
= Cas za ktory sprava pride do ciela a naspat — viem detegovat priliS velké odozvy od smerovacov po ceste d
ciela
= Vyuziva:
= pole TTL v IPv4 hlavicke (Hop Limit v IPv6 hlaviCke)
= |CMP spravu typu Time exceeded
= Posiela ICMP spravy postupne s TTL 1, 2, 3, ....:
= TTL=1
= Odpovie prvy smerovac (na ktorom TTL=0) spravou ICMP typu Time exceeded
= Na zaklade tejto odpovede utilita tracert zisti IP adresu prvého hopu k cielovému hostovi
= TTL=2
= QOdpovie druhy smerovac (na ktorom klesne TTL=0) ...
= Atd' az do ciela...
= Cyklus sa konci bud-

= dosiahnutim ciela — vygeneruje ICMP echo reply (alebo port unreachable)
= alebo ak TTL dosiahne svoje maximum (zavisi od OS)




Testovanie cesty k vzdelavanie.uniza.sk

= Test cesty od hosta (192.168.100.1)
k serveru vzdelavanie.uniza.sk (158.193.168.4)

C:\Program Files>tracert vzdelavanie.uniza.sk

Tracing route to vzdelavanie.uniza.sk [158.193.168.41
over a maximum of 30 hops:

1 * 1 ms 1 ms 192.168.100.1

2 1 ms 10 ms 1 ms 95-105-176-1.dvnamic.orange.sk [95.105.176.11

3 2 ms 3 ms I ms 192.168.102.13

A 1 ms 8 ms 1 ms 213-151-198-190.static.orange.sk [213.151.198.1901

9 8 ms 1 ms 6 ms Sanet-gw.six.sk [192.108.148.10]

6 9 ms 10 ms 9 ms ZU-Zilina.sanet?.sk [194.168.8.197]

¥ 9 ms 10 ms 10 ms vd-ne-13-23.net.uniza.sk [158.193.7.121]

8 13 m 10 m 10 ms vd-ne-13-27.net.uniza.sk (108 193.7.149]

9 'u'd ne— ].3 2? ne’t unlza Sk [158 193 _l'l 1":!-5] repﬂrts Dcall.j.llull.j.un rret—tim CEIL.:IEILI].C.

Trace complete.

= Posledny smerovacC na ceste, od ktorého sme dostali odpoved je: 158.193.7.145
= Analyzou ICMP sprav vo Wiresharku sa vieme dozvediet viac



Testovanie cesty k vzdelavanie.uniza.sk

= Posledny smerovac na ceste 158.193.7.145, nam odpoveda ICMP spravou typu Destination
unreachable, s kbdom spravy Communication administratively filtered
= Cize ICMP spravy su filtrované adminom
= {.j. ciel moze byt dostupny (web server poskytuje obsah), iba smerovac na ceste k nemu blokuje ICMP spravy

Time  Source Destination Protocol Length  Info

4.3192.168.100.3 158.193.168.4 ICMP 74 Echo (ping) request 1d=0x0001, seg=
4.3158.}9%.7.145 }9%.}§§.}QQ.$ ICMP ZQ De;tiqa?iop unreachab]g gCommunicati

1oy L1

=Frame 6: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
= Ethernet II, Src: HuaweiTe_be:0b:27 (fc:e3:3c:be:0b:27), Dst: IntelCor_e7:0e:37 (dO:7
= Internet Protocol Vversion 4, Src: 158.193.7.145 (158.193.7.145), Dst: 192.168.100.3 (
Type: 3 (Destination unreachable) -
Code: 13 (Communication administratively filtered)
Checksum: Uxa/Y%b |[correct]
= Internet Protocol Version 4, Src: 192.168.100.3 (192.168.100.3), Dst: 158.193.168.4
=Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Ox4cdl
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
Sequence number (BE): 138 (0x008a)
Sequence number (LE): 35328 (0x8a00)




DoS utok zaplavou ICMP sprav (ICMP flood)

= Uto&nik sa pokusa zaplavit svoju obet ICMP spravami typu echo request, ktoré posiela s velkou
intenzitou

= Preto niektoré systémy blokuju spravy ICMP request, a neposielaju ICMP reply spravy
= ZvacSa sa vSak ICMP spravy neblokuju, prave kvdli ich uzitoénosti
= RFC 1122 nariaduje vzdy posielat

ICMP reply Attacker Target
g‘__ ICMP ECHO g
ICMP Reply —»
.*—
ICMP ECHO
ICMP Reply =
-
ICMP ECHO
——\m
— ICMP ECHO —>
— ICMP ECHO —
-



https://tools.ietf.org/html/rfc1122

Opakovanie — adresovanie v

IPv4 a uvod do subsiet’'ovania




Predcislie siete a Cislo uzla

IPv4 adresa je 4-bajtoveé Cislo

Toto Cislo je rozdelené na dve Casti

= Predcislie siete (Network Portion)

= PSC alebo telefénne &isla (predvolba) su peknym prikladom adries, ktoré vyjadruju prislusnost objektu do istej spolognej
skupiny prijemcov. Podobne je to s predcCislym siete.

= Cislo uzla (Host Portion)

Bajt IPv4 adresy sa zvykne nazyvat aj oktet

Hranica medzi predCislim siete a Cislom uzla je v IP adrese pohybliva

Dva uzly su v tej istej IP sieti prave vtedy, ak maju rovnaké predcislie siete

| Host

Metwork Portion i Portion
|
IPvd Address 192 . 168 . 10 ||7 10 —‘

11000000 10101000 00001010

00001010




Adresa siete, broadcast, adresa uzla

= Podla toho, Co IP adresa oznacCuje, rozoznavame

L A &

nulami do 32 bitov)

= Broadcastovu adresu: Najvyssia adresa s danym predcCislim, poCuva na nej kazda stanica v danej
sieti (predcislie sa doplni jednotkami do 32 bitov)

= Adresu uzla: Kazda ina adresa s danym predcislim, oznaCuje konkrétny uzol

MNetwork Host
10 0 0
Network Address

DODO1010 00000000 00000000

10 0 (i}
Broadcast Address

DOOO1010 i faalalalalulu] QOoo0000

10 0 0
Host Address
DO001010 QOoOOO00 QOoo0a0n




Broadcasting v Ethernete (L2)

Broadcast

| need to =end data to all hostz on the
netwaork.

[P 182 168.1.5 L
MAC: 00-07-E9-63- ;-g pestnation
CE-53 » a
- -~
Source Host e "'«..H ;
- - Ty - 1™
P Broadcast |IP and broadcast MAC ™«
g destination addresses are used by ™ -
P the source to forward a packet to ™.
P all hozts on the network ™ o~
r’; ‘Hm
py” N A
FF-FF-FF-FF-FF-FF | 00-07-BE53-63-CE-23 | 192.168.1.5 | 152.168.1.255| User Data Trailer
A Dest MAC Source MAC + Source |P Dest IP * A
IP Packet

Y

Ethernst Frame




Smerovacia tabulka pocitaca

10.1.1.0/24 i
S P =< Yl 4
L 19216811.024 _1“ S0/0/0 R 1042024
: GO/1 .165.200. ' :
PC2 D_ g? 209.165.200.224 /30 g?_ D_
IPv4 Route Table
Active Router:
Network Destinations Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 306
127.0.0.1 255.255.255.255 On-1link 127.0.0.1 306
127.255.255.255 255.255.255.255 On-1link 127.0.0.1 306
192.168.10.0 255,255.255.0 On-link 192.168.10.10 281
192.168.10.10 255,255.255.255 On-link 192.168.10.10 281
192.168.10.255 255.255,255.255 On-link 192.168.10.10 281
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281
255.255.255,.255 255.255.255.255 On-1link 127.0.0.1 306
255.255.255,.255 255.255.255.255 On-link 192.168.10.10 281




PrehFadavanie smerovacej tabulky PC
Ako? ... Longest prefix match

1. Usporiadaj si zaznamy podra dizky prefixu cielovych sieti zostupne, zaéni prvym zaznamom
2. Ak IP adresa ciela & maska = cielova siet’, pouzi dany next hop (via), inak ....
3. ... ak uz si presiel celu ST (a nebol match), zahod’ paket, inak chod’ na d’'alSi zaznam a zopakuij

krok 2.
IPv4 Route Table
Active Router:
Network Destinations Netmask Gateway Interface Metric
127.0.0.1 255.255.255.255 On-1link 127.0.0.1 306
127.255.255.255 255.255.255.255 On-1link 127.0.0.1 306
192.168.10.10 255.255.255.255 On-link 192.168.10.10 281
192.168.10.255 255.255.255.255 On-link 192.168.10.10 281
255.255.255.255 255.255.255.255 On-1link 127.0.0.1 306
255.255.255.255 255.255.255.255 On-link 192.168.10.10 281
192.168.10.0 255.255.255.0 On-link 192.168.10.10 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 281




Cesta paketu z PC1 do PC2: 10.1.1.10
...kadial z PC 1?

] ' 1100.1.1.1/24
internet

192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
10 : GO0 229 10 (=]
PC1[]! == 1 <o) ””,,AEEEﬁi L
” 225 ] 226 .@’ A
192.168.11.0/24 S0/0/0 10.1.2.0/24
pc2 | || 1° = 209.165.200.224 /30 ! V==" 10
I I =

10.1.1.10 & 255.255.255.255 = 10.1.1.10 match? © NIE

(rovnako aj nasledujucich

5 riadkov)
Network DestinatiM Netmask Gateway Interface Metric
127.0.0.1% 255.255.255.255 On-1link 127.0.0.1 306
127.255.255.255 255.255.255.255 On-1link 127.0.0.1 306
192.168.10.10 255.255.255.255 On-link 192.168.10.10 281
192.168.10.255 255.255.255.255 On-link 192.168.10.10 281
255.255.255,255 255.255.255.255 On-1link 127.0.0.1 306
255.255.255,255 255.255.255.255 On-link 192.168.10.10 281
192.168.10.0 255.255.255.0 On-link 192.168.10.10 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 281




Cesta paketu z PC1 do PC2: 10.1.1.10

. 3 ?
...kadial' z PC 1~ “1100.1.1.1/24
internet .= |
S

230

192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
10 - G0/0 229 .10
PC1 | @ A g? D%
= I '
T zmy(EaEi'fﬁ””
~192.168.11.0/24 y A S0/0/0 X 1 10.1.2.0/24 -
10 - : 10
PC2| || A== GO/ 209.165.200.224 /30 =gy | |
10.1.1.10 & 255.255.255.0 = 10.1.1.0 match? @& NIE
Network Destinations Netmask Gateway Interface Metric
127.0.0.1 255.255.255.255 On-1link 127.0.0.1 306
127.255.255.255 255.2557255.255 On-1link 127.0.0.1 306
192.168.10.10 255.255.255.255 On-link 192.168.10.10 281
192.168.10.255 255.255.255.255 On-link 192.168.10.10 281
255.255.255.255 5.255.255.255 On-1link 127.0.0.1 306
255.255.255.255 7 255.255.255.255 On-link 192.168.10.10 281
192.168.10.0 255.255.255.0 On-link 192.168.10.10 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 281




Cesta paketu z PC1 do PC2: 10.1.1.10

...kadial zPC 1? ~ [100.1.1.1/24
internet =}
o~

230

192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
—=1 10 S 10 ==
PC1 | y— g? i B
%~ s
o7 2% .@’.1/ 7
- 192.168.11W S0/0/0 1 1042024
10 - . .
Pc2 | | ——"c i 209.165.200.224 /30 p— [ ]
10.1.1.10 & 255.0.0.0 = ? 10.0.0.0 match? ® NIE
Network Destinations sk Gateway Interface Metric
127.0.0.1  255.255. .255 On-1ink 127.0.0.1 306
127.255.255.255 255,255 .255 On-1ink 127.0.0.1 306
192.168.10.10 .255.255 On-1link 192.168.10.10 281
192.168.10.255 .255.255 On-1link 192.168.10.10 281
255.255.255.,255 .255.255 On-1ink 127.0.0.1 306
255.255.255.,255 .255.255 On-1link 192.168.10.10 281
192.168.10.90 255.255.255.0 On-1link 192.168.10.10 281
127.0.0.0 255.0.0.0 On-1ink 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1ink 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1link 192.168.10.10 281
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 281




Cesta paketu z PC1 do PC2: 10.1.1.10

..kadial z PC 1? _ ~ [100.1.1.1/24
internet . |
S

230

192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
——1 .10 . G0/0 10
PC1 | E’ E’ %
= I ]
26 @1/
~192.168.11.0/24 R 1 10.1.2.0/24 -
10 - : 10
PC2 ——"c 209.165.200.224 /30 y——=
| — b = I §
10.1.1.10 & 240.0.0.0 = 0.0.0.0 match? ® NIE (podobne
aj dalSi riadok
00001010.1.1.10 & 1111/6000.0.0.0 = 00000000.0.0.0 “ )
Network Destinations Netmask Gateway Interface Metric
127.0.0.1 255/255.255.255 On-1link 127.0.0.1 306
127.255.255.255 .255.255.,255 On-1link 127.0.0.1 306
192.168.10.10 .255.255,255 On-link 192.168.10.10 281
192.168.10.255 .255.255.,255 On-link 192.168.10.10 281
255.255.255.255 .255.255,255 On-1link 127.0.0.1 306
255.255.255.255 .255.255,255 On-link 192.168.10.10 281
192.168.10.0 255.255.255.0 On-link 192.168.10.10 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 281




Cesta paketu z PC1 do PC2: 10.1.1.10

...kadial z PC 1? ("‘”ﬂmo.m.um
internet .= |
S~

230

192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
——1 10 . 10
G P S = |
7 I ’,/”’lllll
226 @B
192.168.11.0/24 - 10.1.2.0/24
pc2| | ° @ 209.165.200.224 /30 ' g? 0
— [ [ —

10.1.1.10 & 0.0.0.0 = 0.0.0.0 match? ©ANO next hop?

Network Destinations Netmask Gateway Interface Metric
127.0.0.1 255.255.255.255 On-1link 127.,0.0.1 306
127.255.255.255 255.255.255 On-1link 127.0.0.1 306
192.168.10.10 255.255.255.255 On-link 192. 10.10 281
192.168.10.255 255.255.255.255 On-link 192. .10.10 281
255.255.255.255 25%5.255.255.255 On-1link 127.0.0.1 306
255.255.255.255 55.255.255.255 On-1link 168.10.10 281
192.168.10.0 255.255.255.0 On-1link 168.10.10 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1lin 192.168.10.10 281
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 281




Siete z pohladu smerovaca R1

Directly Connected and Remote Network Routes

Directly connected
network Remote networks
192.168.10.0/24 10.1.1.0/24
209.165.200.224/30
225 4
226
Directly connected
192.168.11.0/24 network 10.1.2.0/24
Directly connected Remote networks
networlk

R1 has three directly connected networks: 192.168.10.0/24,
192.168.11.0/24, and 209.165.200.224/30. R1 also has two remote

networks that it can leam about from R2: 10.1.1.0/24 and
10.1.2.0/24,




Smerovacia tabulka smerovaca R1 (IPv4) @gﬂ_mo.mm

20—
192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
1 .10 > GO0/0 A0
o1 [ 1 == =z ]
— I ' IIIII" —
— 7 226 @1/
- 192.168.11.0/24 S0/0/0 1 10.1.2.0/24 -
10 . 10
PC2 == 209.165.200.224 /30 ==
EQE IIIII" IIIII" [13
Rl#show ip route
[ ... Cast vypisu odstrédnenda ... ]
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
D 10.1.1.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, se0/0/0
D 10.1.2.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, se0/0/0
192.168.10.0/24 is variably subnetted, 2 subnets, 3 masks
C 192.168.10.0/24 is directly connected, GigabitEthernet0/0
L 192.168.10.1/32 is directly connected, GigabitEthernet0/0

192.168.11.0/24 is variably subnetted, 2 subnets, 3 masks
192.168.11.0/24 is directly connected, GigabitEthernet0/1
192.168.11.1/32 is directly connected, GigabitEthernet0/1

209.165.200.0/24 1is variably subnetted, 2 subnets, 3 masks
209.165.200.224/30 is directly connected, Serial0/0/0
209.165.200.225/32 is directly connected, Serial0/0/0
209.165.200.228/30 is directly connected, Serial0/0/1
209.165.200.229/32 is directly connected, Serial(0/0/1

* 0.0.0.0/0 [1/0] wvia 200.1.1.1, Serial 0/0/1
is directly connected, Serial 0/0/1

E Q

WO Q




Prehladavanie smerovacej tabul’ky (ST)

Ako? ... Longest prefix match

-~ 1100.1.1.1/24

internet -
S

192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
PC1 D_ ’N s0/0] /a D_=
= . 225 ] 226 .@' 1
192.168.11.0/24 3 S0/0/0 1 10.1.2.0/24
10 - : 10
Pc2 | | a GO/1 209.165.200.224 /30 gv e
p— L I i

—_—

Usporiadaj si zaznamy podra dizky prefixu cielovych sieti zostupne, zaéni prvym zaznamom

N

Ak IP adresa ciela & maska = cielova siet, pouzi dany next hop (via), inak ....

3. ...akuz sipresiel celu ST (a nebol match), zahod paket, inak chod na dal$i zaznam a zopakuj krok 2.

209.165.200.224/30 is directly connected, Serial0/0/0
209.165.200.228/30 is directly connected, Serial0/0/1
10.1.1.0/24 [90/2170112] via 209.165.200.226, 00:00:05, se0/0/0
10.1.2.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, se0/0/0
192.168.10.0/24 is directly connected, GigabitEthernet0/0
192.168.11.0/24 is directly connected, GigabitEthernetO/1

* 0.0.0.0/0 [1/0] wvia 200.1.1.1, Serial 0/0/1

nOOQODUOMOAN




Cesta paketu z PC1 do PC2: 10.1.1.10
...kadial Z R1?

L

100.1.1.1/24

internet

10.1.1.0/24
pct | | 10 ==  C% e 0[]

192.168.11.0/24 3 A S0/0/0 10.1.2.0/24

po2| | 10 g? GO/1 209.165.200.224 /30 ] y—— ]
Dizka prefixu /30 je aka maska? 11111111.11111111.11111111.11111100
255. 255. 255. 252

10.1.1.10 & 255.255.255.252 = 10.1.1.8  match? © NIE (podobne

/ aj dalSi zaznam v ST)

10.1.1.00001010 & 255.255.255.11111100 = 10.1.1.00001000

/

209.165.200.224/30 is directly connected, Serial0/0/0
209.165.200.228/30 is directly connected, Serial0/0/1
10.1.1.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, Se0/0/0
10.1.2.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, Se0/0/0
192.168.10.0/24 is directly connected, GigabitEthernet0/0
192.168.11.0/24 is directly connected, GigabitEthernetO/1

* 0.0.0.0/0 [1/0] via 200.1.1.1, Serial 0/0/1

nNOQOooOOAnN




Cesta paketu z PC1 do PC2: 10.1.1.10
...kadial Z R1?

L

100.1.1.1/24

internet

192.168.10.0/24 209.165.200.228 /30 10.1.1.0/24

10 5 G0/0
PC1| g?N 229

E .10
s /—’ %
” 225 26@ A
192.168.11.0/24_— S0/0/0 1 10.1.2.0/24
A Y —— T 209.165.200.224 /30 ' == O
i;jj___Tllll _ —

DiZka prefixu /30 je aka maska? 11111111.11111111.11111111.11111100
255. 255. 255. 252

10.1.1.10 & 255.255.255.0 = 10.1.1.0 match? © ANO

/ next D

209.165.200,224/30 is directly connected, r1a10/0/0
209.165.200.228/30 is directly connected, SerlalO/O/l

10.1.1. 0724 [90/2170112] wvia 209.165.200.226, 00:00:05, Se0/0/0
10.1.2.0/24 [90/2170112] wvia 209.165.200.226, 00:00:05, sSe0/0/0
192.168.10.0/24 is directly connected, GigabitEthernetO/O

QODUONQN




Cesta paketu z PC1 do PC2: 10.1.1.10

...kadial' Z R1? _ ~ [100.1.1.1/24
internet .= §
S

230

192.168.10.0/24 209.165.200.228 /3 10.1.1.0/24
10 . 10
Pc1 | | 45§E§i~\\fig Aﬁgﬁﬁi___Jj%
= _ 26 @1/
192.168.11.0/24 3 S0/0/0 3 10.1.2.0/24

Pc2 | | fE__Aggzai

G0/1 209.165.200.224 /30

== O]
_’ —

Zrychlime to... na ktorom riadku sa prehladavanie zastavi?

Dizka prefixu /0 je aka maska? 00000000.00000000.00000000.00000000

0. 0. 0. 0
100.100.100.100 & 0.0.0.0 = 0.0.0.0 match? © ANO
next hop? \

209.165.200.2242;9/I§ directly connected, Serial0/0/0
209.165.200.228/30 is directly connected, Serial0/0/1
10.1.1.0/24 /2170112] via 209.165.200.226, 00:00:0%, sSe0/0/0
10.1.2.0/ [90/2170112] wvia 209.165.200.226, 00:00:05, Se0/0/0
192.168.10.0/24 is directly connected, Glgablt
192416@ 11.0/24 is directly connecte abitEthernet0/1
* 0.0.0.0/0 [1/0] via'200.1.1.1,%Serial 0/0/1

o eoNeNv v NN




Vyznam bitov siet’'ovej masky

|
i Host
Metork Portion Portion —
|Pwd Address 192 . 168 : 10 37 10
|
11000000 10101000 ooooloilo || ocooololo
|
|
Subnet Mask 255 . 255 . 255 I i}
|
|
11111111 11111111 11111111 || OO0O0O00000
|
[]

= Maska je postupnost 32 bitov v tvare 1...10....0, t.j. suvisly blok bitov nastavenych na 1 nasledovany suvislym
blokom bitov nastavenych na 0

= Ak je n-ty bit v maske nastaveny na
= 1: prislusny n-ty bit v IP adrese patri do predcislia siete
= 0: prislusny n-ty bit v IP adrese patri do cisla stanice

= |P adresu rozdefuje na predCislie siete a Cislo pocCitaCa hranica medzi blokom bitov nastavenych na 1 a
blokom bitov nastavenych 0 v maske




Binarne AND

= Binarne AND je porovnanie dvoch bitov
= Binarnym ANDom IP adresy so sietovou maskou

ziskame adresu siete, do ktorej zariadenie s danou IP adresou patri

IP address

Binary

Subnet mask

AMND Results

TAND1=1
OAND1=0
OANDO=0
1TANDO =0
192 168 10 10
11000000 10101000 00001010 || 00001010
255 255 255 0
11111111 11111111 11111111 QOO0
11000000 10101000 00001010 || 00000000

164



Dizka prefixu

= Skrateny tvar zapisu sietovej masky
(tzv. CIDR zapis — Classless Interdomain Routing)

= Pocet jednotiek v sietovej maske
= Hodnota sa piSe za lomitko “/”
= Priklady sietovych masiek:

Subnetask sz bitAdaress | Premlength
255.0.0.0 11111111.00000000.00000000.00000000 /8

255.255.0.0 11111111111 111100000000, 00000000 e

255.255.255.0 TTTTTTTATTII T 1T 11.00000000 124

255.255.255.128 TTTTTTTTATTII T 111110000000 125

255.255.255.192 T IMTTIITTM LTI 1M000000 126

255.255.255.224 1ML AMTTMIITML I I 100000 27

255.255.255.240 T AT 111110000 128

255.255.255.248 T 1IN ITTTI I A1 000 /29

255.255.255.252 TTTTTTTL. 1T 11111111.11111100 130

MozZné hodnoty pre oktety v sietovej maske (iné nie su):
0 128 192 224 240 248 252 254 255




Ako rychlo pocitat’ adresy sieti?

Pre rychly vypocet binarneho
AND medzi adresou uzla
a maskou si vSimnime tieto fakty:

= Bajt mask%/ (M) mbze nadobudat
len hodnoa/:
0 (00000000
128 (10000000
192 (11000000

224 (11100000
240 (11110000
248 (11111000
252 (11111100
254 (11111110
255 (11111111

= Maska obsahuje najviac jeden
bajt, ktory nie je ani 0, ani 255.
Napr. 255.240.0.0

= Pahko ur¢ime AND medzi:
* X&255=X Napr: 172 & 255 = 172
* X&0=0 Napr: 254 & 0 = 0

(X je bajt z adresy uzla)

!
172.19.254.0

& 255.240.0 .0
172.16 .0 .0

= Ak M je bajt masky, ktorého hodnota

je rozna od 0 a 255, potom X & M sa
sprava ako zaokruhlovanie:

* |sté horné bity v M su nastavené na 1,
zvysSné na 0. Napr. 240 (11110000)
24=16

* X & M prenesie z X do vysledku tie bity,
ktoré su v M nastavené na 1, a vynuluje
zvysné bity = zaokruhli X nadol na
nasobok istého radu Cisla 2, konkrétne na
nasobok cisla (256-M). Napr. 256-240=16

* Vypocitat X & M z hlavy je teda

jednoduché:
o Zaokruhlit' X nadol na najblizsi nasobok Cisla
(256-M). Napr. 16*1<=19



Vyhradené rozsahy IP adries

Niektoré rozsahy IP adries su vyhradené pre Specialne pouzitie (RFC 5735)
Privatne adresy podla RFC 1918

= Tri rozsahy: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16

= Adresy, ktoré je mozné [ubovolne pouzivat vo vlastnej sieti

= Pri komunikacii s internetom je ich potrebné prelozit' na oficialne verejné adresy pomocou technoldgie NAT
Tzv. link-local adresy podla RFC 3927

= Rozsah 169.254.0.0/16

= Rozsah pouzivany OS Windows pre automaticku konfiguraciu IP adresy bez DHCP
= Adresy je mozné pouzit iba na komunikaciu v jednej spoloCnej sieti

Tzv. loopback network podla RFC 1122

= Rozsah 127.0.0.0/8, Specialne IP adresa 127.0.0.1

= Interna IP adresa, ktoru ma kazdy pocitaC s podporou IP

= Pomocou tejto siete mbze pocitaC komunikovat cez IP sam so sebou

Tzv. Test-NET rozsahy podfa RFC 5737

= Tri rozsahy: 192.0.2.0/24, 198.51.100.0/24, 203.0.113.0/24

= UrCené pre pouzitie v dokumentoch, prikladoch, navodoch bez rizika konfliktu s existujucimi skutoCnymi
sietami




IPv4 adresy na specialne vyuzitie

= Default route

= 0.0.0.0
= Adresa siete

= Napr. 158.193.152.0/24 alebo 128.10.10.128/26
= Broadcast

= Napr. 158.193.152.255  alebo 128.10.10.191

= M&zu byt pouzité ako zdrojové adresy v hlavicke IP paketu?
= M&zu byt pouzité ako cieloveé adresy v hlaviCke IP paketu?



Classfull addressing (podfa tried)

Address |1st octet 1st octet bits Network( ) and Default subnet |Number of possible
Class range ( Host(H) parts of | mask (decimal |networks and hosts

(decimal) address and binary) per network

A 1-127** 00000000- N.H.H.H 255.0.0.0 128 nets (247)
0111111 16,777,214 hosts per
net (2224-2)
B 128-191 10000000- N.N.H.H 255.255.0.0 16,384 nets (2214)
10111111 65,534 hosts per net
(2716-2)
Cc 192-223 11000000- N.N.N.H 255.255.255.0 2,097,150 nets (2421)
11011111 254 hosts per net
(278-2)
D 224-239 11100000- NA (multicast)
11101111
E 240-255 11110000- NA (experimental)

11111111




Classless addressing

= Prax vsak ukazala, Ze aj delenie na triedy je priliS hrubé

= Spravcovia IP rozsahov pridefovali celé bloky adries podla triedy, teda zakaznik mohol dostat’ iba celu siet
typu A, B alebo C

= Ak sa priestor triedy minul, nebolo mozné alokovat rovnako velku siet z inej triedy (napr. siet o 65536
adresach z triedy B nebolo mozné pridelit z priestoru adries v triede A, lebo kazda adresa triedy A vyjadrovala
prislusnost’ do siete o velkosti 16777216 adries)

= Sucasny pristup: zruSenie tried, tzv. classless addressing

= PredCislie siete v IP adrese sa uz neurcCuje podla prislusnosti adresy do niektorej triedy, ale pouzitim
pomocnej kvantity: tzv. sietovej masky (netmask)

= Sietova maska je 4B hodnota podobne ako IP adresa
= VyClenuje predCislie siete z IP adresy




Tvorba podsieti na hraniciach bajtov

= Priklad:
= Provider nam pridelil B blok 158.193.0.0
= V/Setci prijemcovia tvaru 158.193.X.Y
= Jedna siet (jedno predcCislie), 26 = 65 536 adries v sieti, 2 vyhradené (N, B)
= K pévodnému predcCisliu my pri¢lenime dalSi octet (bajt) — z host part

= VVznikne 28 = 256 podsieti, v kazdej 256 adries, 2 adresy v kazdej sieti vyhradené, prva a posledna
podsiet niekedy tiez vyhradené

= PriClenenie dalSieho bajtu sa realizuje vhodnou konfiguraciou zariadeni

158 193 XXXXXXXX  YYYYYYYY

‘Zmena pohladu (interpretacie)

158 193 YYYYYYYY




Tvorba podsieti na hraniciach bajtov
Subnetting Networks on the Octet Boundary

Prefix Subnet Mask in Binary
Length (n = network, h = host)

nnnnannn . hhhhhhhh. hhhhhhhh . hhhhhhhh
ek 11111111.00000000.00000000. 00000000 16,777,214

nnnnannn . nnnnnnnn . hhhhhhhh  hhhhhhhhb
11111111.11111111.Q0000000. 00000000

nnnnnnnn .. nnnnnnnn . nonnnonnnn . hkhhhhhhh
= 255.255.255.0 11111111.11111111.11111111.00000000 254

16 255.255.0.0 65,534




Tvorba podsieti na hraniciach bajtov

= Subsietovanie pévodnej siete 10.0.0.0/8 na druhom bajte: 10.x.0.0/16

Subnet Address Host Range Broadcast
(256 Possible Subnets) (65,534 puaslhla hosts per subnet)

10.0.0.0/16 10.0.0.1 - 10.0.255.254 10.0.255.255
10.2.0.0/16 10.2.0.1 - 10.2.255,254 10.2.255.,255
10.3.0.0/16 10.3.0.1 - 10.3.255.254 10.3.255.255
10.4.0.0/16 10.4.0.1 - 10.4.255.254 10.4.255.255
10.5.0.0/16 10.5.0.1 - 10.5.255.254 10.5.255.255
10.6.0.0/16 10.6.0.1 - 10.6.255.254 10.6.255.255
10.7.0.0/16 10.7.0.1 - 10.7.255.254 10.7.255.255

10.255.0.0/16 10.255.0.1 - 10.255.255.254 10.255.255.255




Tvorba podsieti na hraniciach bajtov

= Subsietovanie povodnej siete 10.0.0.0/8 na druhom a tretom bajte: 10.x. x.0/24

Subnet Address Host Range Broadcast
(65,536 Possible Subnets) (254 possible hosts per subnet)

10.0.0.0/24 10.0.0.1 - 10.0.0.254 10.0.0.255
10.0.1.0/24 10.0.1.1 = 10.0.1.254 10.0.1.255
10.0.2.0/24 10.0.2.1 -10.0.2.254 10.0.1.255
10.0.255.0/24 10.0.255.1 - 10.0.255.254 10.0.255,255
10.1.0.0/24 10.1.0.1 - 10.1.0.254 10.1.0.255
10.1.1.0/24 10.1.1.1 - 10.1.1.254 1.1.1.0.255
10.1.2.0/24 10.1.2.1 - 10.1.2.254 10.1.2.0.255
10.100.0.0/24 10.100.0.1 = 10.100.0.254 10.100.0.255

10.255.255.0/24 10.255.255.1 - 10.255.255.254 10.255.255.255




Tvorba podsieti na hraniciach bitov

K predcisliu, ktoré nam bolo pridelené, pridame pre identifikovanie nasej vlastnej podsiete vhodny pocet
bitov z pévodnej host part

= Pocet vzniknutych podsieti: 2pccet pridanych bitov z host part
Maska sa prediZi — zva&si sa pocet bitov nastavenych na 1

Vzniknuté podsiete budu Castou pévodne;j siete

n VeI’kost’jednej podsiete: 2poéet zostavajucich bitov v host part

Priklad

= Pbvodna maska bola 255.255.255.0, t.j. pévodna siet obsahovala 256 adries
= Nova maska prediZi preddislie siete o 3 bity a ma hodnotu 255.255.255.224

= Vzniklo 23=8 novych podsieti, v kazdej je 2°=32 adries -2
(2 su vyhradené pre: siet’ a broadcast)

11111111 11111111 11111111 00000000

11111111 11111111 11111111 [ lflooooo




Tvorba podsieti na hraniciach bitov (kdekol'vek)

Subsietovanie pévodnej siete s maskou /24 = mdZzem si pozi¢at nejaky podet bitov zo 4. oktetu (z host part) na adresovanie podsieti
(nova maska bude potom dlhSia):

= 1 bit a tak vytvorim 21 = 2 podsiete, v kazdej 27 -2 = 126 pouzitelnych adries
= 2 bity a tak vytvorim 22 = 4 podsiete, v kazdej 2° -2 = 62 pouzitelnych adries
= 3 bity a tak vytvorim 23 = 8 podsieti, v kazdej 2° -2 = 30 pouzitelnych adries
= 4 bity a tak vytvorim 24 = 16 podsieti, v kazdej 24 -2 = 14 pouzitelnych adries
= 5 bitov a tak vytvorim 2° = 32 podsieti, v kazdej 23 -2 = 6 pouzitelnych adries
= 6 bitov a tak vytvorim 2° = 64 podsieti, v kazdej 22 -2 = 2 pouzitelné adresy

mezmami | e e tiiis wecseses 2 |
o | momezmiee | ammever tamever Tavveees essen . | a
A el I R e N
| measmszo | IR I M Miteem s | s
o | momemsze | mammmeer tmmener tammeees rravsen 2 | s
o | ssassassze | e e e it o | 2




Rozdelenie 192.168.1.0/24 na 2 podsiete

192.168.1.0/25 Network Dotted Decimal Addresses
Pozic¢iame si 1 bit z host Casti Poziciame si 1 bit z host ¢asti
q q
- ) ) 1. 0 Original 192. 168. 1. 0 000 0000
Original = 192 168 000 0000 1 Netwc rigina 1 Network
Mask 255. ZEEH 255. 0 000 0000 Mask 255. 255. 255. 0 000 0000
The borrowed bit value is 0 for the Net O address. 192, 168. 1. 0/25
NetO 192. 168. 1. 0 000 0000 \ NetQ 192. 168. 1. 0 000 0000
The borrowed bit value is 1 for the Net 1 2 S 192, 168. 1. 128/25 2 Subnets
address.
Net1 192. 168. 1. 1000 0000 \ Net1 192. 168. 1. 1 000 0000

255, 255. 255, 128
The new subnets have the SAME subnet mask.

Mask 255. 253 ¢ 255. 1 000 0000
Mask 255. 255. 255. 1 000 0000




Rozdelenie 192.168.1.0/24 na 2 podsiete

= Pévodna siet: 192.168.1.0/24 (ako asi vyzerala topologia?)

= ktoru sme rozdelili na 2 podsiete:

192.168.1.0/25

192.168.1.128/25




Rozdelenie 192.168.1.0/24 na 2 podsiete

Address Range for 192.168.1.0/25 Subnet Address Range for 192.168.1.128/25 Subnet

Network Address MNetwork Address

192, 168, 1. 0 ooo 0000 | = 192.168.1.0 152, 168. 1. 1 goo o000 = 1%92.168.1.128
First Host Address First Host Address

182, 168 . 1. 0 000 o001l = 192 .168.1.1 182, 168. 1. 1 goo 0001 = 152.168.1.129
Last Host Address Last Host Address

192. 168. 1. 0 111 1110 = 192.168.1.126 192. 16A8. 1. 1 111 1110 = 192.168.1.254
Broadcast Address Broadcast Address

192. 168. 1. 0 111 1111 - 192.168.1.127 192. 1e8. 1. 1 131 1331 - 192.168.1.255

= Priklad pridelenia IP adries pre sietové zariadenia:
= Prva pouzitelna IP adresa — pre rozhranie smerovaca
= Druha pouzitefna IP adresa — pre PC




Vypocet poctu subsieti

: ! A n Priklady:
= Kolko subsieti viem vytvorit, ak

na subsietovanie pouzijem:

1= hits borrowed * 1 bit? ° 2
* 2 bity? o 4
* 3 bity? ° 8

192 . 168 . 1 . 0 y
* 4 bity? © 16

nnnnnnnn. nnnnnnnn . nnnnnnnn . hhhhhhhh R .
= Maska p6évodnej siete bola:

* 255.255.255.0

Borrowing 1 bit: 2*1=2
Borrowing 2 bits: 2*2=4 = Maska novej podsiete je:
Borrowing 3 bits: 2*3=8 e 955255 255192
Borrowing 4 bits: Za=ie Kolko subsieti sme vytvorili takymto
Bomrowing 5 bits: 25 = 32 subsietovanim?
Borowing 6 bits: 26 = 64

192 = 11000000
t.j. 2 bity na subsietovanie,
a teda 4 subsiete




Vypocet poctu pouzitelnych IP adries

Priklady:
A = AKy pocet pouzitelnych IP
n — adries mam v tychto
subsietach:
N e homaaig e remaning * 192.168.1.64/27 ?

* Podsiet s maskou: 255.255.128.0 ?
* Podsiet s dizkou prefixu /22 ?
192. 164, 1, D 000 0000

A = Aku masku ma podsiet, o ktorej
viem Zze ma max. 30
pouzitelnych adries?

7 bits remain in host field

2*7 = 128 hosts per subnet = Aku masku mam pouzit’ pre

2%7 -2 =126 valid hosts per subnet subsietovanie siete 10.0.0.0/8
ak chcem mat subsiete so 14
pouzitefnymi IP adresami?




Téma 8.1.3:
Subsiet’'ovanie s pevnou maskou s

/n‘ ohlfadom na pocet subsieti




Mozneé subsiet'ovania povodnej siete /16

Prefix Network Address # of
Length {n = network, h = host) subnets

nnnnnnnn.nnnnnnnn.nhhhhhhh.hhhhhhhh
295.255.128.0 11111111.11111111.10000000.00000000 32564

118 255 265.192.0 nnnnnnnn.nnnnnnnn.nnhhhhhh.hhhhhhhh A 16282

11111111.11111111.11000000.00000000

nnnnnnnn.nnnnnnnn.nnnhhhhh.hhhhhhhh
1 . . . 1
119 255.255.224.0 1T1111111.11111111.11100000.00000000 8 8190

nannnnnn.nnnnnnnn.nnnnhhhh.hhhhhhhh
] 295.255.240.0 11111111.11111111.11110000.00000000 16 4094

nannnnnn.nnnnnnnn.nnnnnhhh.hhhhhhhh
21 299.295.248.0 11111111.11111111.11111000.00000000 32 2046

nnnnnnnn.nnnnnnnn.nnnnnnhh.hhhhhhhh
h b ] 4 1
= e 1T1111111.1171171111.11111100.00000000 6 022

nannnnnn.nnnnnnnn.annnnnnb.hhhhhhbh
) 295.255.254.0 11111111.11111111.11111110.00000000 128 510

nannnnnn.nnnnnnnn.annnnnnn.hhhhhhhh
24 255.255.255. 2 254
f 2Rl T1111111.171711717111.171111111.00000000 = =

nnnnnnnn.nnnnnnnn.annnnnnn.nhhhhhhh
h h h 1 1
2 ST T1111111.171717171111.11111111.10000000 212 26

nannnnnn.nnnnnnnn.annnnnnn.nnhhhhhh
/26 ST P 11111111.11111111.11111111.11000000 e E

nnannnnnn.nnnnnnnn.annnnnnn.nnnhhhhh
27 255.255.255.224 204
f = T11111711.1717117171711.171111111.11100000 LEL) =l

= Kolko najviac bitov mézem pouzit' na subsietovanie?
(aby mi este ostalo na adresovanie uzlov)




Priklad 1

Rozdelenie 172.16.0.0/16 na 100 subsieti

172 . 16 . 0 . 0 = Vzdy musim robit

nnnnnnnn.nnnnnnnn.hhhhhhhh.hhhhhhhh zaokryvhl Ova‘rll,? na
najblizsiu vyssiu

Borrowing 1 bit: 2" =2 mOCnInU dVOJky

sorowngzbiss 2 * Predo sa to neda

Borrowing 3 bits: 2"3 =8 presne?

Borrowing 4 bits: 24 =16

Borrowing 5 bits: 2"5 = 32

Borrowing & bits: 26 = 64

—— = Zoberiem teda 7 bitov
orrowing 7 bits: 27 =128 e )
Borrowing 8 bits: 28 = 256 Nna sSu bS|et ovanie

Borrowing 9 bits: 2*9 =512

* ostatné bity z host part
(zo 16 bitov) mi ostatnu
na adresaciu uzlov

Borrowing 10 bits: 2*10 = 1024
Borrowing 11 bits:  2*11 = 2048
Borrowing 12 bits: 2*12 = 4096
Borrowing 13 bits:  2*13 = 8192
Borrowing 14 bits: 2*14 = 16384




Priklad 1

Rozdelenie 172.16.0.0/16 na 100 subsieti

Posuvam hranicu medzi network part a host part az za (16+7). bit, t.j. prefix
bude mat dizku /23

Resulting /23 Subnets
—
172.  16. 0000 0000. 0000 0000
Nova maska pre podsiete: 255. 255, 1111 1110. 0000 0000

}

Borrowing 7 bits creates 128 subnets

Adresa 1. podsiete: 172. 16. 0000 0000. 000D 0000 172 16.0.0/23

Adresa 2. podsiete: 172,  16. 0000 0010. 0000 0000  172.16.2.0/23

Adresa 3. podsiete:  172.  16. 0000 0100. 0000 0000 172164 0/23

LtoL .

Adresa 128. podsiete: 172. 16. 1111 1110. 0000 0000  172.16.254.0/23

Na 3. bajte budu iba parne Cisla !




Priklad 1

Vypocet poctu pouzitelnych IP adries

Address Range for 172.16.0.0/23 Subnet

Hosts = 2*n
(where n = host bits remaining)

172, 168, 00 00 00 0O. 0000 0000 Network Address

172, 16. 00 00 00 00. 0000 QOO0 172.16.0.0/23

First Host Address
9 bits remain in host field ]

172, 14. 00 00 00 00. 0000 0001 172.16.0.1/23

Last Host Address

2"9 = 512 hosts per subnet
249 - 2 = 510 valid hosts per subnet 172. 1. 00 00 00 01. 1111 1110

172.16.1.254/23

Broadcast Address

172, 16. 00 00 00 O1. 1111 1111

172.16.1.255/23



Priklad 2

Rozdelenie 10.0.0.0/8 na 1000 podsieti

-ﬁ-
10. oooo 0000. 00 OO0 0000. 0000 0000
ARh 1111 1111. 11 00 000O. 0000 0000

:

Borrowing 10 bits creates 1024 subnets

10. oooo  0ooo. 00 00 0000. 0000 0000 10.0.0.0/18

10. 0ooo  0Oo0o00. 01 00 0000. 0000 0000 10084018

10. oooo 0ooo. 10 00 0000. 0000 0000 10.0128.0/18

10. 0ooo  O0ooo. 11 00 0000. 0000 0000 10.0192.0/18

10. 0ooo 0001, 00 0O 0000. 0000 0000 101.0.0/18
Lo

10. 1111 1111. 10 00 0000. 0000 0000 10 255123 0/18




Priklad 2

Vypocet poctu pouzitelnych IP adries

CaICU|at|ng Hosts Address Range for 10.0.0.0/18 Subnet
10. 00 00 00 0O0. 0000 0000. o000 0000
T Metwork Address
I 14 bits remain in host field 10. 00 00 00 00. Q000 0000. o000 oooo  =10.0.0.0M18

First Host Address

2*14 = 16384 hosts per subnet 10. 00 00 00 00. 0000 0000. 0000 0001 =10.0.0.1/18
2714 - 2 = 16382 valid hosts per subnet

Last Host Address

10. 00 00 00 00. 0011 1111. 1111 1110 =10.063.254/18

Broadcast Address

140, 00 00 00 00. 0011 1111. 1111 1111 =10.0.63.255/18




Téma 8.1.4:
Subsiet’'ovanie s pevnou maskou s ohl'adom na

velkost’ subsieti (t.j. s ohfadom na pocet IP
adries v subsiet’ach)




Subsiet'ovanie podla poziadaviek

Vzdy zvazujeme pri tvorbe adresného planu pre podsiete:

= Pocet potrebnych pouzitelnych adries v kazdej podsieti.

= Pocet potrebnych podsieti.

= Pricom plati:

= Cim viac bitov si poZi¢iame z host part na tvorbu podsieti, tym menej bitov ndm ostane na adresaciu hostov, a naopak

/26

127

/28

/29

130

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

MMM .
11111111,

nnnonnnn.,
11111111,

nnnnnnnn.
11111111.

NNNNNIND .
11111111,

nNnNNnno.
11111111,

nnannnnn.
11111111.

11111111,

nnnnnnnn.,
11111111,

nnnnnnnn.
11111111.

NNNNNNNN.
11111111.

NOONNOONn .
11111111,

nANNNONND .
11111111.

nnnnnnnn.

11111111.

nnnnnonn,
11111111,

nnnnnnnn.
11111111.

NONDOOANO .
11111111,

NOOMONnN.
11111111,

nnonnnnn.
11111111.

nhhhhhhh
10000000
nnhhhhhh
11000000

nnnhhhhh
11100000

nnnnhhhh
11110000

nnnnnhhh
11111000

nnnnnnhh
11111100

16

32

64

Prefix Subnet Mask in Binary # of
Length {n = network, h = host) subnets

62

30

14




Subsiet'ovanie podla poziadaviek

Subnets Based on Organizational Structure

N
Research and e
Development

Technical SUPPO™ )
Execmivem Sales
Managem
<Eﬂgme€rs
Human

= Prideleny subnet: 172.16.0.0/22
= Poziadavky:
= 9 podsieti (5x LAN, 4x WAN)
= najvacsia podsiet potrebuje 40 IP adries




Subsiet’'ovanie podla poziadaviek (riesenie)

= 9 podsieti (5x LAN, 4x WAN)
* najvacSia podsiet potrebuje 40 IP adries

Dotted
MNetwork Portion Host Portion Decimal
I | | I
10101100.00010000.000000 00.00 O0O0O0000 172.16.0.0/22
0 10101100.00010000.000000 00.00 000000 172.16.0.0/26
1 10101100.00010000.000000 00.01 000000 172.16.0.64/26
2 10101100.00010000.000000 00.10 000000 172.16.0.128/2¢
3 10101100.00010000.000000 00.11 000000 172,16.0.192/26
4 10101100.00010000.000000 01.00 0OOOO0O00 172.16.1.0/26
5 10101100.00010000.000000 01.01 000000 172.16.1.64/2¢
& 10101100.00010000.000000 01.10 OOO00D 172.16.1.128/2%
Nets 7 - 13 not shown
14 10101100.00010000.000000 11.10 000000 172.16.3.128/26
15 10101100.00010000.000000 11.11 000000 172.16.3.192/26
L 1

4 bits borrowed from host portion to create subnets



Subsiet'ovanie podla poziadaviek (riesenie)

172.16.0.0/22

LAN1 LAN 2 LAN 3
172.16.0.0/26 172.16.0.64/26 172.16.1.0/26

LAN 4 LAN 5
172.16.0.128/26 172.16.0.192/26




Téma 8.1.5:
Subsiet'ovanie s variabilnou maskou je

najefektivnejsie




Nevyhody subsiet’'ovania s pevnou maskou

. . Building A Building B Building C Building D
Prl klad . 25 hosts 20 hosts 15 hosts 28 hosts

= 4 LAN siete a 3 WAN siete = 7 subsieti
= VSetky subsiete rovnako velké

pouzitelné adresy, ale po takomto e [ —
. , , i Lo 11000000.10101000.00010100 .000 00000 192.168.20.0/24
subsietovani mam k dispozicii az 30 !

11000000.10101000.00010100 |.000 00000 192.168.20.0/27 |
11000000.10101000.00010100 001 00000 192.168.20.32/27 | iin| AN
11000000.10101000.00010100 .010 00000 192.168.20.64/27 |AB.C,andD
11000000.10101000.00010100 .011 00000 192.168.20.96/27 |
11000000.10101000.00010100 .100 00000 192.168.20.128/27)

Site to Site
11000000.10101000.00010100 .101 00000 192.168.20.160/27 WANS

11000000.10101000.00010100 .110 00000 192.188.20,192/27

N T R N TR O SRt

11000000.10101000.00010100 Qoooo 182, 163-20.224f2?] Unused /

.111
1 T Available

Subnet portion Host portion
2°3 = 8 subnets 2"5 = 2 = 30 hosts per subnet




Nevyhody subsiet’'ovania s pevnou maskou

Unused Addresses on WAN Subnets

. Host :
|<— Network portion ﬂ-l«- portion —>| Dotted Decimal

4 11000000.10101000.00010100 .100 00000 1%2.168.20.128/27
5 11000000.10101000.00010100 .101 00000 192.168.20.160/27
6 11000000.10101000.00010100 .110 00000 152.168.20.182/27

Host portion
2”5 - 2 = 30 hosts per subnet

30-2=28
Each WAN subnet wastes 28 addresses

28x 3 =84
84 addresses are unused




Variable Length Subnet Masks

= Subsietovanie s pevnou maskou = Subsietovanie s premenlivou maskou (VLSM)

= Mam 4 IPv4 subsiete pre 4 LAN siete s 30 hostami
(tesnejSie sa uz neda pre 25, 20, 15, 28 hostov)

= DalSie 4 aktualne nevyuzivam, preto z nich:

= Jednu (v tomto priklade poslednu, zvacsa vsak prvu)
rozdelim na mensSie subsiete s 2 hostami (pre WAN linky)

30 Hosts 30 Hosts 30 Hosts
30 Hosts 30 Hosts 30 Hosts 30 Hosts

30 Hosts 30 Hosts 30 Hosts 30 Hosts

30 Hosts 30 Hosts 30 Hosts 30 Hosts




VLSM

e B B B Y

o U= W P O

e NetwOrk portion e |

11000000.10101000.00010100§

3 more bits borrowed from subnet 7:

11000000.
11000000.
11000000.
11000000.
11000000.
11000000.
11000000.
11000000.

10101000
10101000
10101000
10101000
10101000
10101000
10101000
10101000

.00010100;
.00010100
.00010100;
.00010100
.000101003
.00010100;
.00010100;
.00010100;

Host
portion

11100000

y

11100000

+21100100

11101000

+111031100

11110000
11110100
111131000
111131100

=

Dotted Decimal

192.168.20.224/27

192
192
192
192
192
192
192
192

.168.
.168
.168.
.168
.168
.168.
.168
.168

20

.20

20

.20
.20

20

.20
.20

.224/30 |
.228/30
.232/30_
.236/30 |
.240/30
.244/30
.248/30

.252/30 |

WANSs

Unused /
Available



Pridelenie IP adries rozhraniam R1
po VLSM subsiet'ovani
Network Topology: VLSM Subnets

Building A Building B Building C Building D
192.168.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27

192.166.20.224/30 192.168.20.228/30 192.166.20.232/30

Rl ({config)# interface gigabitethernet 0/0

Rl (config-if)# ip address 192.168.20.1 255.255.255.224
Rl (config-if) # exit

Rl (config) # interface serial 0/0/0

Rl (config-if) # ip address 192.168.20.225 255.255.255.252
Rl (config-if) # end

R14




Pridelenie IP adries rozhraniam R2 po VLSM subsiet'ovani

Network Topology: VLSM Subnets

Building A Building B Building C Building D
192.166.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27

192.168.20.224/30 192.168.20.228/30 192.168.20.232/30

RZ2 (config)# interface gigabitethernet 0/0

R2 (config-if)# ip address 192.168.20.33 255.255.255.224
R2 (config-if) # exit

R2 (config)# interface serial 0/0/0

R2 (config-if)# ip address 192.168.20.226 255.255.255.252
R2 (config-if) # exit

R2 (config)# interface serial 0/0/1

R2 (config)# ip address 192.168.20.229 255.255.255.252

R2 (config-if) # end

R2#




Pridelenie IP adries rozhraniam R3
po VLSM subsiet'ovani

Network Topology: VLSM Subnets

Building A Building B Building C Building D
192.168.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27

192.168.20.224/30 192.168.20.228/30 192.168.20.232/30

R3 (config)# interface gigabitethernet 0/0

R3(config-if)# ip address 192.168.20.65 255.255.255.224
R3(config-if)# exit

R3(config)+ interface serial 0/0/0

R3(config-if)# ip address 192.168.20.230 255.255.255.252
Ri(config-if) # exit

R3(config)# interface serial 0/0/1

R3(config)# ip address 192.168.20.233 255.255.255.252
R3{config-if) ¥ end

R3#




Pridelenie IP adries rozhraniam R4
po VLSM subsiet'ovani

Network Topology: VLSM Subnets

Building A Building B Building C Building D
192.168.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27

192.168.20.224/30 192.166.20.228/30 192.166.20.232/30

R4 (config)# interface gigabitethernet 0/0

R4 (config-if)# ip address 192.168.20.97 255.255.255.224
R4 (config-if) # exit

R4 (config)# interface serial 0/0/0

Ed (config-if)# ip address 192.168.20.234 255.255.255.252
R4 (config-if) # end

R4#




Rekurzivne subsiet’'ovanie

= Zoberiem subsietovany adresny priestor, a subsietujem ho dalej,
s dlh§ou masku, podla potreby

VLSM Subnetting of 192.168.20.0/24

T Jevewox  [homs
Bldg A .0 .1-.30
Bldg B .32 .33 - .62
Bidg C .64 .65 - .94
Bldg D .96 .97 - 126
Unused .128 .129 - .158
Unused .160 161 -.190
Unused .192 .193 - .222
— 224 225 - 254
Y Y Y
& isonenon Tosts
WAN R1-R2 224 225 - 226
WAN R2-R3 228 229 - 230
WAN R3-R4 232 233 - .234
Unused 236 237 - .238
Unused .240 247 - 242
Unused .244 245 - 246
Unused .248 .249 - 250
Unused .252 253 - .254




Priklad na VLSM - zadanie

= Prideleny subnet: 192.168.0.0/20
= Poziadavky:
= 3x LAN (velkosti v obrazku)
= 3x WAN (v kazdej 2 pouzitelné IP adresy — pre rozhrania smerovacov)




Priklad na VLSM - rieSenie

Prideleny subnet: 192.168.0.0/20 — ideme subsietovat’

Dizka Adresa
prefixu subsiete

Potet | Velkost’

pozad. .

adries: | siete (2%)

900  1024=210 /22 (32-10)
=4x256

500 512=2° /23 (32-9)
=2x256

100 128=28 /24 (32-8)

2 4= 130 (32-2)

2 4= 130 (32-2)

2 4= 130 (32-2)

192.168.0.0

192.168.4.0

192.168.6.0

192.168.6.128
192.168.6.132
192.168.6.136

)

1941
Router

900 adries
.ﬂ;o__r-——-ﬁ’“;( )adries

Router 3

Broadcast
(adresa subsiete
+velkost’ siete-1)

192.168.3.255

192.168.5.255

192.168.6.127
192.168.6.131
192.168.6.135
192.168.6.139

‘-E‘Lir
P

Prva pouzitelna
IP adresa

(adresa siete+1)

192.168.0.1

192.168.4.1

192.168.6.1

192.168.6.129
192.168.6.133
192.168.6.137

Posledna pouz.
IP adresa
(broadcast-1)

192.168.3.254

192.168.5.254

192.168.6.126
192.168.6.130
192.168.6.134
192.168.6.138

00 adries




Priklad na VLSM - rieSenie

Prideleny subnet: 192.168.0.0/20

« k dispozicii sme mali 32-20 = 12 bitov, 2'2=4096 pouzitelnych IP adries

* sme rekurzivne subsietovali

» finalne sme vytvorili 6 subsieti velkosti 1024, 512, 128, 4, 4, 4 moznych IP adries, a
zvysny priestor ostal volny pre buduce pouzitie

Lo

=1 sub3|et = 1.subsiet’ (1024)

&

= 3. subsiet (128) = 1.subsiet (1024)
2. subsiet' (512)

= 1.subsiet’ (1024) & 5 subsict (512
2. subsiet .subS|et (512) . subsiet (512)

= 3. subsiet’

= 4. subsiet

= 4. subsiet 5. subsiet = 3. subsiet’ (128)
= 6. subsiet = 4. subsiet (4)
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Cast’ 8.2: Adresné schémy

Téma 8.2.1: Strukturovany IP dizajn



IP adresny plan

Je nutné naplanovat’

= pocet podsieti

= velkosti podsieti

= ako priradime IP adresy (komu ktoru z danej podsiete)

?

Student LAN Faculty LAN Admin LAN




Tvorba IP adresného nlanu

Prevent Duplication
of Addresses

Planning Address
Allocation

Monitor Security and
Performance

Provide and Control
Access




Priradenie IP adries zariadeniam

Network: 192.168.1.0/24

N = T

Host Devices N 229
Servers .230 239
Printers .240 .249
Intermediary Devices .250 .253

Gateway (router LAN interface) .254
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Dakujem za pozornost’

Ohodnot nasu CNA na google:

https://goo.gl/maps/BAnNFVQKY CBpffcEX7
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