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Client-Server / Peer-to-Peer model
HTTP(S)

SMTP, POP, IMAP

DNS

DHCP

FTP

SMB

Telnet / SSH

SNMP
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Aplikacna vrstva

= Softvér pracujuci na aplikacnej vrstve méze byt dvojaky
= Siet'ové aplikacie (Network-Aware Applications)
= Pouzivatelské aplikacie, s ktorymi priamo pracuje pouzivatel

= Webové a postoveé programy, instant messaging nastroje, softvérove IP telefony, peer-to-peer
programy, ...

= Siet'ové aplikacné sluzby (Application Layer Services)

= Aplikacie, ktoré neovlada priamo pouzivatel, ale obvykle bezia na pozadi v operaChom systéme a
poskytuju isté sietové sluzby

= Servery jednotlivych sietovych sluzieb, pripadne aj iné procesy beziace v operachom systéme,
ktoré prevezmu data bezprostredne z aplikacie a staraju sa o ich prenos sietou




Protokoly aplikacnej vrstvy

= Aplikacné protokoly v TCP/IP su velmi pocCetné
= Takmer pre kazdu sluzbu pouzivame samostatny protokol
= My sa dnes pozrieme na niektoré najbeznejSie protokoly

= Vacsina aplikacnych protokolov TCP/IP je popisana vo volne dostupnych dokumentoch s

nazvom Request for Comment (RFC), ktoré vytvara institut Internet Engineering Task Force
(IETF)

= RFC dokumentov m&ze byt niekolko k jednému protokolu
DNS — 51 RFC (podla wikipédie)

HTTP -7 RFC

POP3 - 11 RFC

SMTP — 42 RFC




Client-Server model

= Klient je softver, ktory je konzumentom istej sluzby (WWW browser, postovy
pouzivatelsky program, Telnet/SSH klient, FTP klient, ...)

= Server je softver, ktory je producentom istej sluzby (WWW server, postovy server,
Telnet/SSH/FTP server, ...)

= V architekture klient/server je poskytovanie sluzby centralizované

= Niektoré protokoly pracujuce na baze Client-Server
= HTTP
= DNS
= DHCP
= FTP
= SSH
= VNC
= NTP




Client-Server model




Peer-to-Peer model

= Ten isty softvér je su€asne konzumentom i producentom tej istej sluzby, dokaze ju teda
poskytnut inym i sam vyuzit od inych
= Mb&zeme povedat, ze peer-to-peer softvér je suCasne klient i server

= Niekedy sa rozliSuju peer-to-peer siete a aplikacie
= P2P aplikacia v sebe zdruzuje klienta i server

= P2P siet je siet, v ktorej jednotlivé uzly sluzia suCasne ako klienti i servery bez centralneho
riadiaceho prvku

= Niektoré protokoly pracujuce na baze Peer-to-Peer
= BitTorrent
= Bitcoin
= Gnutella




Peer-to-Peer model




HyperText Transfer Protocol

= Protokol HTTP je dnes jednym z najpouzivanejsich protokolov, vdaka
ktoremu existuje sluzba WWW a sluzby od nej odvodené

= HTTP umoznuje WWW klientovi
= Adresovat vzdialeny subor
= Poziadat server o jeho zaslanie

= Ak sa jedna o skript (napr. PHP), klient Ziada, aby mu server poslal vystup behu tohto
skriptu, nie skript samotny

= Poziadat server o prepisanie tohto suboru

= HTTP pouziva format adries v tvare
http://www.server.sk/cesta/subor.html

= http® — tzv. schéma, ktora urCuje pouzity aplikacny protokol
= www.server.sk® — meno servera
= lcesta/subor.html® — poloha pozadovaného dokumentu na serveri




HyperText Transfer Protocol

= HTTP je textovy protokol, jeho prikazy su Citatelné slova

= HTTP nie je zabezpeceny, jeho Sifrovana podoba sa vola HTTPS
= HTTP ma tri zakladné prikazy (nazyvaju sa aj metody)

= GET - ziadost o prenos dokumentu zo servera ku klientovi

= POST - ziadost o prevzatie formularovych dat od klienta a zaslanie vysledku ich
spracovania opat klientovi

= PUT - ziadost o prenos dokumentu z klienta na server

= Odpovede servera su identifikovane Cislom
= 1xx — spracovanie ziadosti stale prebieha
= 2xx — ziadost bola spracovana uspesne
3xx — presmerovanie, klient musi poziadat o dalsi dokument
4xx — chyba na strane klienta
5xx — chyba na strane servera




HyperText Transfer Protocol

GET /index.php HTTP/1.1

Host: www.kis.fri.uniza.sk

User-Agent: Mozilla/5.8 (Windows NT 18.8; WOWe4; rv:44.8) Gecko/20186181 Firefox/44.8

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,%/*;q=08.8

Accept-Language: sk,en-US;gq=8.7,en;q=8.3

Accept-Encoding: gzip, deflate

Cookie:  utma=82158289.352919486.1454688143.1457587625.1457518693.38;  utmz=821502089.14561508426.19.2.utmcsr=google |utmccr
__utma=55141169.12760889295.1454935745,1457598370.1457623742.11;  utmz=55141169.1454935745.1.1.utmcsr=(direct) |utmccn=(dire
__ utmc=382158289; 15efd531982fT48748ecaeB81684c4a73=762e0e8cB582b3T16b49181cePa58283; jfcookie[lang]=sk;  utmc=55141169; L
Connection: keep-alive

HTTP/1.1 288 OK

Date: Thu, 18 Mar 2816 15:55:11 GMT

Server: Apache/2.2.16

Set-Cockie: lang=deleted; expires=Thu, 81-Jan-197@ @8@8:88:81 GMT; path=/
Set-Cookie: jfcookie=deleted; expires=Thu, @1-Jan-1978@ @@:88:81 GMT; path=/
Set-Cookie: jfcookie[lang]=sk; expires=Fri, 11-Mar-2816 15:55:11 GMT; path=/
P3P: CP="NOI ADM DEV PSAi COM NAYV OUR OTRo STP IND DEM™

Cache-Control: no-cache

Pragma: no-cache

Keep-Alive: timeout=15, max=188

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=utf-8

<!DOCTYPE html:




HyperText Transfer Protocol Secure

= HTTP + SSL (TLS)
= Sifrované spojenie na Urovni 4-tej vrstvy 1ISO OSI
= Doveryhodnost na zaklade certifikatu servera

ﬁ Your connection Is not secure

The owner of www.ecert.sk has configured their website improperly. To
protect your information from being stolen, Firefox has not connected to this

website,
Learn more...

¢« & https://pandora.fr.uniza.sk/_layol




HyperText Transfer Protocol Secure
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HTTP vs HTTPS

Sifrovanie
URL http:// https://
L4 protokol TCP TLS

L4 port 80 443




Simple Mail Transport Protocol

= Aplikacny protokol sluziaci na
odosielanie elektronickej SMTP
posty

= Sprava je dorucena do tzv.
posStovej schranky adresata

= Ku schranke mo6ze pouzivatel SMTP POP3/IMAP
dalej pristupovat pomocou
protokolov POP3/IMAP.

/e
/e




Simple Mail Transport Protocol

= MUA — Mail User agent
= MTA — Mail Transfer agent
= MDA — Mail Delivery agent

MTA MDA |~




Simple Mail Transport Protocol

= E-mail pouziva format adries v tvare nazov_pouzivatela@domeéna.sk
= ,nazov_pouzivatela “ — meno/nazov pouzivatelskeho konta
= @" — oddelenie nazvu pouzivatela od doménoveho mena
= ,domeéna.sk” — doména v ktorej sa pouzivatel nachadza

= E-mailova sprava sa deli na tzv. obalku a telo.
= Obalka obsahuje rezijné informacie potrebné na doruCenie spravy
= Adresa odosielatela
= Adresa prijemcu
= Kodovanie

= Telo obsahuje vlastny text spravy




Simple Mail Transport Protocol

226 mail.kis.fri.uniza.sk ESMTP Postfix
ehlo kis.fri.uniza.sk
256-mail.kis.fri.uniza.sk
258-PIPELINING

258-5I7ZE 284500800

258-VRFY

258-ETRN

258-5TARTTLS
258-ENHANCEDSTATUSCODES
2580-8BITMIME

258 D5N

mail from: marekfgkis.fri.uniza.sk
250 2.1.8 Ok

rcpt to: jakub.hrabovskyjifri.uniza.sk
250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>
Subject: Tajne heslo

Ahoj Jakub,

tajne hesloc je mandarinka.

Marek

256 2.8.8 0Ok: queued as 97B77288FFD3




Post Office Protocol v3

= POP3 je spojovo-orientovany textovy protokol
= POP3 nie je zabezpecCeny, jeho Sifrovana podoba sa vola POP3S
= Je vSak autentifikovany (vyzaduje meno a heslo)
= PocCuva na porte 110 (Sifrovany na 995)

= POP3 dialogy sa volaju transakcie, ktoré pozostavaju  z tychto
zakladnych prikazov
= USER - definuje meno pouzivatela

PASS — definuje heslo pouzivatela

LIST — zobrazi zoznam sprav

RETR — ziska spravu

DELE - vymaze spravu




Post Office Protocol v3

+0K Hello there.
user marek
+0K Password reguired.
pass TajneHeslo
+0K logged in.
list
+0K POP3 clients that break here, they wviolate STD53.
2518996

18761
417@
417a
3495
3677
22186
7276419
1593177
236371

24641

3608

F799

12443

4988

2564

8233889

e el e e e i =T B B R I S UV S e
Cay QO I O T R S

=
|




Post Office Protocol v3

839 21494

g4 5792

641 4248

g42 8284

643 175227

644 5116

g45 94294

646 3628

647 3l68

648 6197

649 7535

658 981

651 1318

retr 651

+0K 1318 octets follow.

Return-Path: <marek.moravcikfifri.uniza.sk:>

X-Original-To: marekfkis.fri.uniza.sk

Delivered-To: marekfikis.fri.uniza.sk

Received: from localhost (localhost [127.8.8.1])
by mail.kis.fri.uniza.sk (Postfix) with ESMTP id AAF31288FFF3
for <marekfgkis.fri.uniza.sk*; Sun, 27 Mar 2816 16:84:18 +8280 (CEST)

X-Virus-5canned: Debian amavisd-new at kis.fri.uniza.sk

Received: from mail.kis.fri.uniza.sk ([127.8.8.1])
by localhost (castor.kis.fri.uniza.sk [127.8.8.1]) (amavisd-new, port 18844)
with LMTP id heVYBhSKp7uF for <marekfikis.fri.uniza.sk>;
Sun, 27 Mar 2816 16:84:18 +8280 (CEST)

Received: from [192.168.2.14] (unknown [188.123.1686.211])

i o L. £ = e e .Y L el AT A S A O AATAREESRST




Post Office Protocol v3

From: =?UTF-8?Q?Marek Morav=c4=8d=c3=adk?= <marek.moravcikfifri.uniza.sk>
Subject: POP3 test

Message-ID: <S6F7E862.60408283@ ri.uniza.sk>

Date: 5un, 27 Mar 2816 16:84:18 +8286

User-Agent: Mozilla/5.8 (Windows NT 16.8; WOW64; rv:38.8) Gecko/28168181
Thunderbird/38.7.8

MIME-Version: 1.8

Content-Type: text/plain; charset=utf-8; format=flowed
Content-Transfer-Encoding: B8bit

Testovacia spr..va protockolu POP3

dele 651
+0K Deleted.
quit

+0K Bye-bye.




Internet Message Access Protocol

IMAP je klient-server textovy protokol

IMAP nie je zabezpecCeny, jeho Sifrovana podoba sa vola IMAPS
Je vsak autentifikovany (vyzaduje meno a heslo)

PocCuva na porte 143 (Sifrovany na 993)

Podporuje viachasobne prihlasenie

Podporuje viac mailboxov (prieCinky) na serveri



Internet Message Access Protocol

= |IMAP pouziva tieto zakladné spravy
= login - prihlasenie klienta
= select - vyberie pozadovany mailbox
= search — hlada spravy s konkrétnymi priznakmi (flags)
= fetch — preberie spravu (pripadne jej dast)
= store - manipulacia zo spravou
= Jogout — odhlasenie klienta
= Kazda IMAP sprava musi mat na zacCiatku identifikator
= Napr. a003 search unseen




Internet Message Access Protocol

* 0K [CAPABILITY IMAP4revl UIDPLUS CHILDREN NAMESPACE THREAD=0DRDEREDSUBJECT THREAD=REFERENCES SORT QUO
Double Precision, Inc. See COPYING for distribution information.

a® login marek TajneHeslo

a® OK LOGIN Ok.

al select inbox

* FLAGS (NonJdunk $Forwarded funseen \Draft \Answered \Flagged ‘\Deleted \Seen \Recent)

OK [PERMANENTFLAGS (NonJunk $Forwarded funseen \* \Draft \Answered \Flagged ‘\Deleted \Seen)] Limited
555 EXISTS

1 RECENT

OK [UIDVALIDITY 1437e44936] Ok

OK [MYRIGHTS "acdilrsw™] ACL

al OK [READ-WRITE] Ok

a2 search unseen

* SEARCH 555

a2 OK SEARCH done.

*

*
*
*
*




Internet Message Access Protocol

a3 fetch 555 body[]
* 555 FETCH (BODY[] {1422}
Return-Path: <marek.moravcikfifri.uniza.sk>
X-Original-To: marekflkis.fri.uniza.sk
Delivered-To: marekfikis.fri.uniza.sk
Received: from localhost (localhost [127.8.8.1])
by mail.kis.fri.uniza.sk (Postfix) with ESMTP id 9DBAG28E3732
for <marekfgkis.fri.uniza.sk>; Fri, 22 Apr 2816 16:39:34 +828@ (CEST)
X-Virus-Scanned: Debian amavisd-new at kis.fri.uniza.sk
Received: from mail.kis.fri.uniza.sk ([127.8.8.1])
by localhost (castor.kis.fri.uniza.sk [127.8.8.1]) (amavisd-new, port 18644)
with LMTP id a4x0FWejG5pr for <marekfkis.fri.uniza.sk>;
Fri, 22 Apr 2816 16:39:34 48288 (CEST)
Received: from [192.168.10.228] (unknown [192.168.18.228])
by mail.kis.fri.uniza.sk (Postfix) with ESMTPSA id 7C83128E3738
for <marekfkis.fri.uniza.sk>; Fri, 22 Apr 2816 16:39:34 +8280 (CEST)
Subject: Fwd: IMAP test
References: <571A3684.48906(fri.uniza.sk>
To: =?UTF-82Q?Marek_Morav=c4=8d=c3=adk?= <marekfgkis.fri.uniza.sk>
From: =?UTF-87Q?Marek_Morav=c4=8d=c3=adk?= <marek.moravcik@fri.uniza.sk>
X-Forwarded-Message-Id: <571A3684.489@6(fri.uniza.sk>
Message-ID: <571A37A7.6060606(fri.uniza.sk>
Date: Fri, 22 Apr 2816 16:39:35 +8280
User-Agent: Mozilla/5.8 (Windows NT 18.8; WOWe4; rv:38.8) Gecko/28168181
Thunderbird/38.7.2
MIME-Version: 1.8
In-Reply-To: «<571A36084.40986{Tri.uniza.sk>
Content-Type: text/plain; charset=utf-8; format=flowed
Content-Transfer-Encoding: 8bit

Testovacia spr..va protokolu IMAP

)
* 555 FETCH (FLAGS (\Seen ‘\Recent))

a3 0K FETCH completed.




Internet Message Access Protocol

ad store 555 +flags ‘\Deleted

* 555 FETCH (FLAGS (\Seen \Deleted ‘\Recent))
ad OK STORE completed.

a5 logout

* BYE Courier-IMAP server shutting down

a5 OK LOGOUT completed




POP3 vs IMAP
- POPZ  mAP

Odosielanie/prijimanie Prijimanie Prijimanie
Sifrovanie Nie/Ano Nie/Ano
Zmazanie spravy na serveri Vacsinou Nie
Synchronizacia klientov Nie Ano
L4 protokol TCP/TLS TCP/TLS

L4 port 110/995 143/993




Domain Name System

= Protokol DNS je ,telefonny zoznam" pocitacov na internete
= My pouzivame slovné nazvy pocitacov
= PocCitaCe pouzivaju Ciselné IP adresy
= DNS sluzi na vyhladanie IP adresy pocCitaCa podfa jeho mena

= PresnejSie povedané, DNS je stromovo organizovana databaza, ktora
obsahuje r6zne informacie o internetovych menach a adresach




Domain Name System

www.allgemeine-zeitung.de

77.235.162.63

Q)




Domain Name System

= Pojem domeéna oznacuje Cast slovneho mena pocitaca, ktora |stym sp6sobom

vyjadruje, kde sa pocitaCc nachadza alebo komu patri

= V nazve mail.skola.edu.sk %N
SL’J 4 dome’ny com edu net org info sk cz hu pl
= sk — oznaCuje Slovensko (tzv. vrcholova domeéna) /\
= edu — oznacuje vzdelavacie institucie eleer i .
= skola — oznacCuje meno konkrétnej Skoly
= mail — vlastné meno pocitaca

= Uplné meno pogitaca so vietkymi doménami

sa v anglictine nazyva Fully Qualified |
Domain Name (FQDN) fofo  www mail  pc01l pc02

= Toto hierarchické usporiadanie domeén vytvara tzv. doménovy strom
= Ziaden DNS server neobsahuje zoznam vSetkych domeén
= Kazdy DNS server obsluhuje iba ¢ast doménoveho stromu, tzv. zénu

= Ak hladany nazov sam nepozna, vie aspon zistit, na ktorom DNS serveri su blizsie
informacie — tzv. delegovanie zon

ns mail skola WWW




Domain Name System

= Typy zaznamov v DNS sa nazyvaju RR (Resource Record)
= Zakladne typy RR
= A: IPv4 adresa
AAAA: IPv6 adresa
NS: name server (DNS server spravujuci domeénu)
MX: mail exchanger (poStovy server)
CNAME: Canonical name (alias)
PTR: pointer (spatny preklad z IP na meno)

= Podla toho, aké informacie klient potrebuje, sa v DNS hlada k danému internetovému menu
zaznam vhodného typu




Domain Name System

= Kazda sprava DNS protokolu
(otazka Ci odpoved) ma fixnu
Strukturu

Question = Header — hlavitka spravy

= Question — hfadany nazov

Answer = Answer — finalna odpoved
servera vo forme zdrojoveho
Zaznamu

= Authority — informacia o DNS

serveri, ktory ma presne alebo
Additional aspon presnejsie info o
hfadanom mene

= Additional — pridavne pomocnée
informacie

Header

Authority




Internet Protocol Version 4, Src: 192.168.2.14, Dst: 192.168.2.1
User Datagram Protocol, Src Port: 56293 (56293), Dst Port: 53 (53)
Domain Name System (query)

[Response In: G54]

Transaction ID: @x886:4

Flags: 8x@188 Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @
¥ Queries

www.ujszo.com: type A, class IN
Internet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.2.14

User Datagram Protoccl, Src Port: 53 (53), Dst Port: 56293 (56293)
Domain Name System (response)

[Request In: 653]

[Time: 8.11348380808 seconds]

Transaction ID: @xead

Flags: 8x8188 Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: 3

Additional RRs: 1

Queries

¥ Answers
www.ujszo.com: type A, class IN, addr 195.146.144.223

Authoritative nameservers
Additiconal records




STTL 1H

@ IN SOR ns.kis.fri.uniza.sk. hostmaster.kis.fri.uniza.sk. (
2015111€01 ; Serial
3H r Refresh
1H ;7 Retry
2W ; ExXpilre
1H ; Negative TTL

)

NS ns.kis.fri.uniza.sk.
NS frix.fri.uniza.sk.
M¥ 10 relay.uniza.sk.
M¥ 20 smtp3.uniza.sk.

mall i 158.193.152.2

netacad CNAME WWW

nil CNAME WWW

ns i 158.193.152.2

ns ARDD 2001:4118:300:120::2
WWW i 158.193.152.2

WWW ARDD 2001:4118:300:120::2
nlab i 158.193.152.33

volip i 158.193.152.2

volip LARL 2001:4118:300:120::2




Dynamic Host Configuration Protocol

= Protokol DHCP sluzi staniciam na automatickeé ziskanie sietovych nastaveni
= Bez DHCP by bolo potrebné vsetky nastavenia konfigurovat ru¢ne

= DHCP prideluje staniciam r6zne konfiguracné udaje
= |P adresu, masku siete, adresu brany, DNS server a dalSie

= DHCP pouziva 4+1 zakladné spravy

Discover — klient hfada DHCP servery

Offer — server ponuka klientovi adresu
Request — klient Ziada o konkrétnu adresu

Acknowledge - server odsuhlasuje klientovi vypoZzicku adresy
Release - klient sa odhlasi od servera




Dynamic Host Configuration Protocol

DHCP Discover

DHCP Offer

DHCP Request

Xy

DHCP Acknowledge




Source
192.168.2.14
e.a.a.8
192.168.2.1
e.a.a.8
192.168.2.1

Destination Protocol Length Info

192.168.2.1 DHCP 342 DHCP Release

255.255.255.255 DHCP 342 DHCP Discover

255.255.255.255 DHCP 342 DHCP Offer

255.255.255.255 DHCP 349 DHCP Request

255.255.255.255 DHCP 342 DHCP ACK
Hops: @

Transaction ID: @x@85b4739
Seconds elapsed: @
Bootp fTlags: @x@@@@ (Unicast)
Client IP address: @.8.8.8
Your (client) IP address: 192.168.2.14
Next server IP address: 192.163.2.1
Relay agent IP address: ©.98.9.8
Client MAC address: Compalln Gc:8a:c5 (T@:76:1c:Bc:8a:c5)
Client hardware address padding: 2@880200022022020008
Server host name not giwven
Boot file name not given
Magic coockie: DHCP
Option: (53) DHCP Message Type (Offer)
Option: (54) DHCP Server Identifier
Option: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (86488s) 1 day
Option: (1) Subnet Mask
Length: 4
Subnet Mask: 255.255.255.8
Option: (3) Router
Length: 4
Router: 192.188.2.1
Option: (15) Domain Name
Option: (6) Domain Name Server

Transaction
Transaction
Transaction
Transaction
Transaction

ID Bx64d7a255
ID 8x8b4739
ID 8x8b4739
ID 8x8b4739
ID 8x8b4739

39



File Transfer Protocol

= Protokol FTP je starsi protokol, ktory sluzi na prenos suborov medzi
klientom a serverom

= FTP si vytvara medzi klientom a serverom az dve spojenia

= Jedno spojenie je tzv. riadiace spojenie (control connection), ktorym sa posielaju
medzi klientom a serverom prikazy

= Druhé spojenie je tzv. datove spojenie (data connection), ktorym sa posielaju
data prenasanych suborov. Datove spojenie sa vytvara len v Case, ked sa
prenasaju subory
= Protokol FTP je autentifikovany, ale neSifrovany
= V sucCasnosti ho nahradza protokol SFTP (Secure FTP)
= Existuje odlahCena verzia protokolu FTP, ktora sa vola Trivial FTP

= TFTP ma len vybranu podmnozinu operacii FTP a nie je autentifikovany (UDP
69)




Source Destination Protocol Length Info

192.165.2.14 147.175.111.14 FTP 68 Request: PASV

147.175.111.14 192.168.2.14 FTP 186 Response: 227 Entering Passive Mode (1
192.168.2.14 147.175.111.14 FTP 71 Request: RETR HEADER.txt
147.175.111.14 192.168.2.14 FTP 122 Response: 158 Opening ASCITI mode data
147.175.111.14 192.168.2.14 FTP 77 Response: 226 Transfer complete

Frame 11: 1281 bytes on wire (18248 bits), 1281 bytes captured (18248 bits) on interface @

Ethernet II, Src: BelkinIn 57:97:68 (94:44:52:57:97:68), Dst: CompalIn 6c:8a:c5 (f@:76:1c:6c:8a:c5)
Internet Protocol Version 4, Src: 147.175.111.14, Dst: 192.168.2.14

Transmission Control Protocol, Src Port: 13496 (13496), Dst Port: 5787 (5787), Seq: 1, Ack: 1, Len:
FTP Data ( \rinkelcome to ftp.elf.stuba

6f 3a 20 68 74 74 7@ 3a 2f 2f 77 77 77 2e B5 6c o: http: [/vww.el
BB 2e 73 74 75 62 61 2 73 6b 8d 8a 23 23 23 23 f.stuba. sk..##E
23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 SEERERREEL RRRRRERR
23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 EEEREEEL ERRERERERS
23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 SEEREEEL ERERRERL
23 23 23 23 23 23 23 23 23 23 @d 8a 4f 75 72 28 HHEHAAEEE #. L 0ur

45 54 50 2d 73 69 74 65 28 69 73 28 6d 69 72 72 FTP-site 1is mirr

I = = = = =
W00 =] % W o L pa

3 B 5 5 5 & 5 & & 5 & & 5 & &

1 6f 72 65 64 28 61 74 3a @d @a 20 66 74 78 3a 2f ored at: .. ftp:/
la 2f 66 74 7@ 2e 73 61 63 2e 73 6b 2f 78 75 62 2f  /ftp.sac .sk/pub/
1 786 63 89 @9 @9 28 20 20 B9 6e 28 53 6c 6T 76 61 PC... in Slova

Bb 69 61 @d @a 28 66 74 78 3a 2f 2f 73 61 B3 2d kia.. Tt p://sac-
BB 74 78 2e 67 72 61 74 65 78 2e 73 6b 89 89 @9 ftp.grat ex.sk...
28 28 20 69 6e 28 53 6c 6T 76 61 6b 69 61 @d @a in 51 ovakia..
28 66 74 7@ 3a 2f 2f 66 74 78 2e 75 61 6b BT &d ttp://f tp.uakom
8288 2e 73 6b 2f 78 75 62 2f 6d 69 72 72 6f 72 73 2f .sk/pub/ mirrors/
8218 73 61 63 @9 89 28 20 280 69 6e 28 53 6c 6T 76 61 SaC. . in Slova
8226 6b B9 61 Bd Ba 20 66 74 7@ 3a 2f 2f 66 74 78 2e kia.. Tt p://ftp.

= =
L T o I

d B 5 5 5 & G 2 & 50 & & & & &




Server Message Block

= Protokol sluziaci na zdielanie prostriedkov (subory, tlaCiarne) cez pocitaCovu
siet

= Client-server architektura

= POvodne navrhnuty pre DOS, postupne adoptovany inymi (Apple, Unix)

= Microsoft oznacuje aj ako CIFS (Common Internet File System)

= [mplementacia pre Unix - Samba




Server Message Block

= SMB 1.0

= SMB 2.0 alebo SMB2
= Windows Vista —r. 2006
SMB 2.1
= Windows 7
= SMB 3.0
= Windows 8
= SMB 3.1.1
= Windows 10



Server Message Block

= Pracuje priamo nad TCP
= Port 445

= Pracuje nad NetBIOS
= TCP 137, 139
= UDP 137, 138

Application ..

Presentation i Application
Session | NetBIOS | NetBIOS | NetBIOS
Transport , TCP&UDP| TCP/UDP
Kok | - | O Ip Ip

; 802.2, . _~| Ethernet or
Link 802.3.802.5 Ethernet V2|Ethernet V2 others

Physical




Server Message Block

= SMB pouziva tieto zakladné spravy:

SMB COM _ NEGOTIATE
= Dohodne verziu protokolu

SMB COM _ SESSION SETUP_ANDX
= AutentifikaCné udaje

SMB COM TREE CONNECT_ANDX
= Poziadavka na suborovy podstrom

SMB COM_OPEN_ANDX
= Poziadavka na otvorenie suboru subor

SMB COM_ READ ANDX
= Poziadavka na obsah suboru



Server Message Block

Klient Server

SMB_COM_NEGOTIATE

SMB_COM_NEGOTIATE

SMB_COM_SESSION_SETUP_ANDX
SMB_COM_SESSION_SETUP_ANDX
SMB_COM_TREE_CONNECT_ANDX
SMB_COM_TREE_CONNECT_ANDX
SMB_COM_OPEN_ANDX
SMB_COM_OPEN_ANDX
SMB_COM_READ_ANDX

SMB_COM_READ_ANDX
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Telnet a Secure SHell (SSH)

= Protokoly Telnet a SSH su urCené na vzdialené ovladanie zariadenia
= QOvladaju prikazovy riadok, nie grafické rozhranie
= Grafické pripojenie je mozné cez RDP a VNC

= Telnet je starsi a nesifrovany (moznost pouzit SSL)
= SSH je Sifrovany a Siroko pouzivany




» Internet Protocol Version 4, Src: 158.193.139.5, Dst: 192.168.18.193
» Transmission Control Protocol, Src Port: 23 (23), Dst Port: 3692 (3692), Seq: 151, Ack: 74, Len: 422
v Telnet

Data: ‘\r\n

Data: Current configuration : 1355 bytes\rin

Data: !\ri\n

Data: version 12.1\r\n

Data: no service padirin

Data: service timestamps debug uptimelrin

Data: service timestamps log uptimel\r\n

Data: service password-encryptionrin

Data: !\r\n

Data: hostname 2958 B3@3\r\n

Data: !\ri\n

Data: enable secret 5 $1%p.TQFhFObuvvIsL1CwlLSWcIB28NrYn

Data: !\r\n

Data: ip subnet-zero\ri\n

Data: !\ri\n

Data: !\r\n

Data: !\r\n

Data: spanning-tree mode rapid-pvsthirin

» Internet Protocol Version 4, Src: 192.168.255.19, Dst: 192.168.18.193
» Transmission Control Protocol, Src Port: 22 (22}, Dst Port: 3620 (3628), Seq: 321, Ack: 193, Len: &4
¥ S5H Protocol

Packet Length (encrypted): b@8eBad5

Encrypted Packet: Bae5alf994bfedb2ct413d83748bbBc2933T6bTEfT1ab1the. ..




Simple Network Management Protocol

= Protokol umoznujuci monitorovanie a spravu zariadeni
= Primarne pre zakladné sietove prvky

= Smerovace

= PrepinacCe
= Neskor aj pre

= Servery

= TlacCiarne

= Koncove stanice

UDP 161 — zariadenie
UDP 162 — monitorovaci server




Simple Network Management Protocol

= SNMPv1

= Vlydana v r. 1988

= Autentifikacia pomocou ,community string” - plaintext
= SNMPvZ2c

= Nove typy premennych

= Rozsirena MIB
= SNMPv3

= Vydana v r. 2004

= Pridana autentifikacia




Simple Network Management Protocol

= MIB - Management information base
= Hierarchicka databaza
= AVP - attribute value pair
= Kazdy atribut ma vlastneé OID
= OID - object identifier
= Typ (Integer, Octet String, ...) a pristup (read-only, read-write, write-only)
= Priraduje IANA

= Priklad: 1.3.6.1.4.868.2.4.1.2.1.1.1.3.3562.3
= Iso(1).org(3).dod(6).internet(1).private(4).transition(868).products(2).chassis(4).c
ard(1).slotCps(2).-
cpsSlotSummary(1).cpsModuleTable(1).cpsModuleEntry(1).cpsModuleModel(3).
3562.3




Simple Network Management Protocol

= Monitorovacie zariadenie (kolektor) sa vypytuje zariadenia
= Zariadenie samo posle spravu - SNMP Trap

= GET REQUEST: Cita informaciu z jednej alebo viacerych premennych
definovanych OID

= GETNEXT REQUEST: Cita informéciu z jednej alebo viacerych premennych
nasledujucich po zadanych OID (vhodné napr. pri Citani tabuliek)

= GET BULK: Cita informéaciu z celého podstromu (od SNMPv2)

= GET RESPONSE: Odpoved od agenta

= SET: Nastavenie jednej alebo viacerych premennych s danym OID
= TRAP: Spontanna sprava od SNMP agenta (napr. sprava o reStarte)



Internet Protocol Version 4, Src: 172.31.19.54, Dst: 172.31.19.73
User Datagram Protocol, Src Port: 15928 (15928), Dst Port: 161 (161)
¥ Simple Network Management Protocol
version: version-1 (@)
community: public
¥ data: get-request (@)
¥ get-request
request-id: 58
error-status: noError (@)
error-index: @
¥ variable-bindings: 1 item
¥ 1.3.6.1.2.1.1.2.8: Value (Null)
Object Name: 1.3.6.1.2.1.1.2.8 (isc.3.6.1.2.1.1.2.8)
Value (Null)

Internet Protocol Version 4, Src: 172.31.19.73, Dst: 172.31.19.54
User Datagram Protocol, Src Port: 161 (161}, Dst Port: 15928 (15928)
v S5imple Network Management Protocol
version: version-1 (@)
community: public
v data: get-response (2)
¥ get-response
request-id: 58
error-status: noError (@)
error-index: @
% wariable-bindings: 1 item
* 1.3.6.1.2.1.1.2.8: 1.3.6.1.4.1.2801.1.1.1.2597.93.,1.27.2.2.1 {is0.3.6.1.4.1.2801.1.1.1.297.93,1.27.2.2.1)
Object Mame: 1.3.6.1.2.1.1.2.8 (isc.3.6.1.2.1.1.2.8)
Value (0OID): 1.3.6.1.4.1.2861.1.1.1.297.93.1.27.2.2.1 (isc.3.6.1.4.1.28081.1.1.1.297.93.1.27.2.2.1)




RFC dokumenty
————

HTTP 2068 882
2616 1034
7540 1035
HTTPS 2818 DHCP 1531
1541
3736
SMTP 821 Telnet 15
5321 854
POP3 1081 SSH 4253
1939 4716
2449 6668
IMAP 1064 SNMP 1213
1203 2576
3411
FTP 114
959

2428
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