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Kapitola 3: Dynamické smerovanie

= Uvod do dynamického smerovania:

Dynamické vs. statické smerovanie —
vyhody/nevyhody

Rozdiely medzi smerovacimi protokolmi
Metriky v smerovacich protokoloch
Distance-vector a link-state protokoly
Pojem autonomneho systému
Vnutorné a vonkajsie protokoly
Classfull/classless

Protokol RIP

Charakteristika RIP

Konfiguracia RIPv2, RIPng, overenie a
ladenie behu

Sumarizacia — automaticka, ziadna,
manualna, vznik smerovacej slucky

Format RIPv1 a RIPv2 sprav
Konfiguracia pasivnych rozhrani

Vnesenie statickej cesty do RIP, Sirenie
default route

Autentifikacia v RIPv2

Blizsi pohlad na smerovaciu tabulku

Routes: L1/L2, parent/child, ultimate



Dynamickeé vs. Statické smerovanie

V sietach sa zvacsa tieto typy smerovania kombinuju

Staticke smerovanie primarne v tychto pripadoch:

= V mensSich sietach, kde sa ani neoCakava vyrazne narastanie Co do velkosti siete
= Pri smerovani z/do siete typu “stub” (iba default route a ni€ iné)
= Pre pristup k default

Router R2 is connected to

smerovacu other networks and to the

Smerovaci zaznam Internet. It is also my only Internet
. L way out of here. | just use

pre vsetky ostatné siete, a default static route to

pre ktoré neexistuje
Ziadny iny Specifickejsi
zaznam v smerovacej
tabulke

192.168.10.0/24 | reach any network | do
not know about.

10.1.1.0/24
10

10

209.165.200.224/30

Router R1 only has two
192.168.11.0/24 networks that | need to 10.1.2.0/24
know about so | just use
two static routes to reach
those networks.




Vyhody a nevyhody statického smerovania

Vyhody Nevyhody

Jednoducha implementacia v malej Iba pre jednoduché topologie, alebo ako

sieti. default static route. Ak topoldgia
narastie, zvacsi sa aj zlozitost
konfiguracie.

BezpeCné. Smerovace si neposielaju
Ziadne spravy ako pri dynamickom
smerovani.

Cesta do ciela je stale rovnaka. Ak chceme presmerovat prevadzku,
treba manualne prekonfigurovat.

Nevyzaduje ziadne extra zdroje
(CPU, RAM)




Vyhody a nevyhody dynamického smerovania

Vyhody Nevyhody

Pre akukolvek topo, aj zlozitu a vacsiu. ZlozitejSie na implementaciu.
Nezavislé na velkosti siete. Menej bezpecné. Na zvysenie bezpecnosti treba
dodato¢nu konfiguraciu.
Automaticky sa prispésobi zmenam topo. Pakety do jedného ciefa mézu chodit’ réznymi
cestami — smerovanie zavisi na aktualnej topoldgii.
Region 1 Region 2 Vyzaduje viac CPU, RAM a Cast kapacity liniek

medzi smerovacmi.

Region 4 Region 3




Dynamické smerovacie protokoly

= s mechanizmami pre automatizované naplfianie smerovacej tabulky
= Smerovace vzajomne spolupracuju pri objavovani sieti a najlepsSich ciest do nich
= Automaticky sa prisp6sobuju vSetkym zmenam v sieti

Routers Dynamically Pass Updates




Dynamické smerovacie protokoly

= Kazdy smerovaci protokol musi realizovat tieto funkcie:
= QObjavovat vzdialené siete
= Udrziavat vzdy aktualnu informaciu o smerovani do vzdialenych sieti
= Ku kazdej vzdialenej sieti stanovit' najkratSiu cestu

= Ak sucCasna najkratSia cesta prestane byt pouzitelna, najst Co najlepsiu
nahradnu cestu (ak vobec existuje)

172.16.1.0/24

172.16.3.0/24
Fa0/0 S0/0 172.16.2.0/24
/ S0/0 . 0/0
Y.




Dynamické smerovacie protokoly

= Co je to teda dynamicky smerovaci protokol?
= Spravy, ktorymi sa smerovace vzajomne informuju o existencii konkrétnych IP
sieti, pripadne aj o celej topologii siete
= Spolu s tymito spravami je spojeny algoritmus ich spracovania s ciefom hladat
najkratSie cesty ku kazdej IP sieti
= Smerovace si oznamuju zmeny v topologii, Cim sa prispésobuju aktualnemu
stavu siete
= Alternativny pohlad na smerovaci protokol

= Distribuovany algoritmus hlfadania najkratSej cesty do cielovych sieti vratane
suvisiacich udaiovvch struktur

172.16.1.0/24

172.16.3.0/24
Ea0/0 $0/0 172.16.2.0/24
/ S0/0 Ea0/0
’

Routing
Protocol




Rozdiely medzi smerovacimi protokolmi

= Smerovacich protokolov existuje mnozstvo a liSia sa v réznych aspektoch
= Ohodnotenie cesty (metrika)
= PocCet hopov, vyhodnost na zaklade rychlosti, spofahlivost, oneskorenie, zataz...
* Princip cinnosti
= Distance-vector, Link-state, Path-vector
= Ugel
= Smerovanie v sieti jedného vlastnika, smerovanie medzi sietami r6znych vlastnikov
= Spbésob posielania aktualizacii
= Periodicky alebo pri nejakej udalosti
= Praca s adresami a maskami
= Classful a classless




Metriky v smerovacich protokoloch

= ,Metrika” oznacuje Cislo, ktore vyjadruje, Net  Hops
nakolko je dana cesta do cielovej siete 1721630 | 1
vyhodna
= Metriku si m6zeme predstavit ako
vzdialenost

= Ak existuje do cielovej siete viacero ciest, 172.16.3.024
smerovaci protokol vyberie cestu s
najnizSou metrikou
= R6zne smerovacie protokoly pouzivaju Net | Hops Net | Hops
A n 172.16.3.0 0 172.16.3.0 2
rézne sposoby
urcovania metriky




Metriky v smerovacich protokoloch

= Medzi udaje, z ktorych je mozné vypocitavat metriku, patria

= Rychlost

= Oneskorenie Hop count vs. Bandwidth
= Spolahlivost 172.16.1.0/24

- Aktudlna zataz i

PocCet smerovacov (hopov)

172.16.3.0/24

T1

RIP chooses shortest path based on hop count.
OSPF chooses shortest path based on bandwidth.




Metrika v smerovacich protokoloch

= Pouzivane veliCiny:

= Protokol RIP: po€et hopov

= Protokol OSPF: rychlost rozhrani

= Protokol EIGRP: rychlost rozhrani a oneskorenie, volitelne aj zataz a spolahlivost
= Smerovacia tabulka pri kazdej sieti obsahuje aj udaj o vyslednej metrike

= Druhé Cislo v hranatych zatvorkach pri zobrazenej sieti

R2#show ip route

<output omitted>

Gateway of last resort is not set

R 192.168.1.0/24 [120/1] via 192.168.2.1, 00:00:24, Serial0/0

C 192.168.2.0/24 is directly connected, Serial0/0

C 192.168.3.0/24 is directly connected, FastEthernet0/0

C 192.168.4.0/24 is directly connected, Serial(/1

R 192.168.5.0/24 [120/1] via 192.168.4.1, 00:00:26, Serial0/1

R 192.168.6.0/24 [120/1] via 192.168.2.1, 00:00:24, Serial0/0
[120/1] via 192.168.4.1, 00:00:26, Serial0/1

R 192.168.7.0/24 [120/1] via 192.168.4.1, 00:00:26, Serial0/1

R 192.168.8.0/24 [120/2] via 192.168.4.1, 00:00:26, Serial0/1

It is 2 hops from R2 to 192.168.8.0/24




Metrika v smerovacich protokoloch

= Rozkladanie zataze (load balancing)
= Ak zo smerovaca do cielovej siete vedie niekolko rovnocennych najkratSich ciest, smerovac ich
moze pouzivat suCasne
= VSetky takéto cesty budu v smerovacej tabuflke pritomné s tou istou metrikou, avSak cez r6znych
next-hop susedov

192.168.3.0/24

168.4.0/24

192.168.2.0/24
A

192.168.5.0/24

192.168.8.0/24

192.168.1.0/24 192.168.6.0/24

192.168.7.0/24

R2#show ip route
<output omitted>

R 192.168.6.0/24 [120/1] wvia 192.168.2.1, 00:00:24, Serial0/0/0
[120/1] via 192.168.4.1, 00:00:26, Serial0/0/1




Smerovacie protokoly podFa principu éinnosti: Distance-Vector

= Protokoly typu Distance-Vector (DV) vychadzaju z idey, ze smerovacu stacia
na urcenie najkratsej cesty do ciefa pomerne jednoduché informacie

= Adresa cielovej siete a je] maska
= Vzdialenost jednotlivych bezprostrednych susedov od tejto siete
= Vzdialenost medzi smerovacom a jeho bezprostrednymi susedmi
= Smerovac bude do cielovej siete pouzivat toho suseda, cez ktorého je
celkova vzdialenost do ciela minimalna
= Vlastné priamo pripojené siete smerovacC pozna

= Takisto pozna ,,cenu” svojich rozhrani do pripojenych sieti, a teda aj vzdialenost
K susednym smerovacom v tychto sietach

= To, CO nepozna, je, ake siete poznaju susedia a ako su od nich daleko




Smerovacie protokoly podla principu ¢innosti

Distance-Vector

= Susedia si v DV musia navzajom posielat zoznamy sieti, ktoré poznaju,
vratane vlastnych vzdialenosti od tychto sieti

= Zoznam sieti a vzdialenosti od nich nie je niC iné ako pole struktur s polozkami
<Siet, Vzdialenost™>

= Pole sa v informatike nazyva aj vektor

= DV protokoly teda stavaju na posielani vektorov vzdialenosti smerovacov od
jednotlivych sieti

= Charakteristickym znakom DV protokolov je, ze nepoznaju a nepotrebuju
poznat topologiu siete

= Smerovac pri DV pozna svoje bezprostredné okolie, ale nema presnu predstavu
o tom, ako vyzera cela siet

= Smerovac pozna seba, vlastné priamo pripojené siete, bezprostredne susedné
smerovace a siete ,dakde za susedmi”



Smerovacie protokoly podla principu ¢innosti

Distance-Vector technologie

Distance Vector Routing
Protocols

= Periodické smerovacie informacie (updates)

= V starsich protokoloch sa posielali ,[ ;l,

ako broadcast 255.255.255.255

RIPv1 IGRP
= RIPv]1, IGRP l l
= Novsie protokoly posielaju ako multicast
= RIPVv2, EIGRP RIPv2 EIGRP

= Vacsina protokolov ich posiela periodicky, aj ked sa nedeje ziadna zmena v
topo
= EIGRP posiela updates len pri zmene topo

= Spotrebuvaju sirku pasma (bandwidth) liniek a zdroje smerovacov (CPU)



Smerovacie protokoly podla principu ¢innosti

Link-State (LS)

= Su priamocCiarou aplikaciou teorie grafov — hladanie najkratSej cesty v grafe
= Kazdy smerovaC musi detailne poznat topologiu siete a vytvorit' si jej grafovu
reprezentaciu

= Nad grafom siete kazdy smerovac nezavisle urCi strom najkratsSich ciest od seba
do vsetkych cielovych sieti (Dijkstrov algoritmus)

R4 Link-state Database

= Kazdy smerovac detailne pozna Link update
celu topoldgiu =
= VVypisanim pracovnej databazy LS

protokolu na lubovolnom smerovaci
sme schopni nakreslit diagram

Link update
fromR1

CeIeJ Slete RZDIéitr;IE—asggte
gy . ’ v ’ 172.16.3.0/24 ; Li?rlzllrlr?g?te
= Pamatovo i vypoctovo su LS Link update
protokoly zlozitejSie nez DV X Gp

R1 Link-state Database R3 Link-state Database

Link-state protocols forward updates when the state of a link changes.



Smerovacie protokoly podla principu ¢innosti

Path-Vector

= DV smerovacie protokoly trpia nachylnostou na vznik prechodnych
smerovacich sluciek

= Jednym z rieseni vzniku smerovacich sluciek je, aby smerovac ignoroval
smerovaciu informaciu, ktoru uz raz spracoval
= Spbsob implementacie:
= Smerovac sa podpise do kazdej smerovacej informacie, ktoru preposle svojim
susedom

= Ak v prijatej smerovacej informacii smerovac najde svoj vlastny podpis, znamena
to, Zze uz ju predtym videl, spracoval a preposlal — takze prave prijatu informaciu
md&ze ignorovat
= Toto je idea Path-Vector (PV) protokolov

= V PV protokole si smerovace odovzdavaju vektory ciest (postupnosti
smerovacov, cez ktoré sprava presla) v tvare <Siet, Vzdialenost, Cesta>

= DalSia &innost protokolu je ideovo zhodna s DV




Poznamky k typom smerovacich protokolov

= DV protokoly su jednoduchsie

Spotrebuvaju menej systémovych prostriedkov smerovacov
Princip Cinnosti je jednoduchy

= Zvladnu ich (ako-tak ©) aj menej skuseni administratori sieti

Reaguju vo vSeobecnosti pomalsie, su vhodné pre mensie siete

= LS protokoly su komplexnejsie

Su narocnejsie na pamat a CPU nez DV protokoly
Princip Cinnosti je zlozitejSi nez pri DV protokoloch
Na ich dobré zvladnutie treba kvalifikovaného administratora

Siete maju v LS protokoloch vzdy hierarchicky dizajn — musia mat vyClenenu
chrbticovu oblast, ktora prepaja dalsie Casti siete

Reaguju vo vSeobecnosti rychlejsie, su vhodné pre velké siete



Smerovacie protokoly podla uc¢elu

Pojem autonéomneho systému

= Autondmny systém (AS) je skupina sieti a smerovacov, ktoré pouzivaju
spolocnu smerovaciu politiku a patria pod spoloCnu administrativnhu domeénu

= Smerovacia politika: spésob vyberu ciest do réznych cielov, filtrovanie
smerovacich informacii, oznamovanie smerowv...

= Administrativha domeéna: dosah administrativnej pravomoci spravcu

= Vo vnutri AS mo6ze pracovat 1 alebo niekolko vnutornych smerovacich
protokolov, AS vSak ako celok patri spravidla 1 organizacii

= Zvonku je AS vnimany ako jedna i
nerozdelena entita / - o
= VonkajSi svet nezaujima, ako AS vo &S
vnutri vyzera, dolezité je prefi len to, (& s ﬁ
Co je vo vnutri tohto AS a Co je za -
n I’m % Def%lgﬂ tSetatic ﬁ

< AS-3

ISP-2 (RIP)

(OSPF)

Static Route




Smerovacie protokoly podla uc¢elu

Vnutorné smerovacie protokoly

Interior Gateway Protocol, IGP

Pouzivané vo vnutri jedného autondmneho systému (AS)

Susedné smerovacCe sa navzajom objavuju automaticky

Snahou IGP je vymenit' si o najkompletnejSiu info o vnutornej topoldgii AS a jeho
Clenskych sietach

Svet za hranicami AS je ,zahmleny® — nahradeny sumarnymi smermi alebo vyuzitim default
route, vzdy bez topologickej predstavy

Metrika odraza vyhodnost
trasy na zaklade pocCtu hopov,
prenosovej rychlosti,
oneskorenia, zataze,

teda jej prenosoveé

a technickeé vilastnosti

Default Static ﬁ
Route

AS-3

(RIP)




Smerovacie protokoly podla ucelu
Vonkajsie smerovacie protokoly

Smerovanie medzi AS sa zasadne liSi od smerovania vo vnutri AS
Vonkajsie, externé smerovacie protokoly (Exterior Gateway Protocol, EGP):

Pouzivané medzi autonomnymi systémami (AS)

Susedné smerovace musia pre vzajomnu komunikaciu byt explicitne
nakonfigurovane, neobjavuju sa automaticky

EGP protokoly sa nezaujimaju o vnutornu topoldgiu AS, rieSenie vnutornej
dosiahnutelnosti prenechavaju IGP

EGP protokoly sa zaujimaju o hranicné smerovace na okrajoch AS a o vzajomné
prepojenie AS medzi sebou

Metrika sa sklada z parametrov,
ktoré vyjadruju pévod siete R
a cestu cez tranzitné AS,

jej lokalnu preferenciu p
= neodraza nutne fyzicky
charakter cesty, ale jej & o ﬁ "
administrativne vlastnosti & &
Default Static

BGP Route
-
ISP-2

(OSPF)

Static Route



Smerovacie protokoly podla sposobu posielania aktualizacii

= Starsie smerovacie protokoly posielaju aktualizacie smerovacich informacii
pravidelne, i ked sa v sieti niC nezmenilo

= Tzv. timer-based routing protocols
= Pravidelné odosielanie aktualizacii ma dva ucely
= Informovat’ o tom, ze odosielatel stale zije
= Preniest smerovaciu informaciu (Ci uz rovnaku ako naposledy alebo zmenenu)
= Novsie smerovacie protokoly tieto dva ucely od seba oddeluju zavedenim
niekolkych druhov sprav
= Tzv. event-based routing protocols

= Pomocou jedného druhu sprav (tzv. Hello spravy) sa smerovace navzajom informuju, ze
existuju a su stale zivé
= Pomocou iného druhu sprav si smerovace prenasaju samotné smerovacie informacie

= Ak sa prenos smerovacich informacii skibi so spolahlivym transportom, staéi posielat iba
informacie o zmenach (incremental updates)




Classful a classless smerovacie protokoly

Classful vs. Classless Routing

= Classful smerovacie protokoly

= StarSi predchodcovia suCasnych
protokolov

= Vo svojich spravach neprenasaju
informaciu o maske siete, len ich
adresy

= Predpokladaju, ze ak je siet
podsietovana, kazda podsiet ma
rovhaku masku

= V sucasnosti vzhfadom na toto
obmedzenie prakticky nepouzitelné

172.16.1.0/24

172.16.2.0124 °/ \ 172.16.6.0/24

172.16.3.0/24 172.16.5.0/24

172.16.4.0/24

Classful: Subnet mask is the same throughout the topology

172.16.1.64/27

= Classless smerovacie protokoly 192.168.1.0130 192.168.1.4130
= Vo svojich spravach prenasaju adresy 17216.1.32227 172.16.1.96/27
i mas ky Sletl’ 192.168.1.8/30
" Sem patria Véetky SUéasné Classless: Subnet mask can vary in the topology

smerovacie protokoly




Pojem konvergencie v smerovacich protokoloch

= V kontexte smerovacich protokolov pojem ,konvergencia®“ znamena, ze vsetky smerovace
maju konzistentné smerovacie tabulky
= Kazdy smerovac pozna vSetky siete
= Smerovace sa zhodli na spoloCnych objektivne najkratSich cestach do vSetkych cielfovych sieti
= Stav konvergencie je konecny stav, do ktorého musi smerovaci protokol v sieti po jej zmene
dospiet’ Co najrychlejsie
= Smerovacie protokoly sa zvyknu posudzovat podla toho, ako rychlo dosiahnu v sieti stav
konvergencie
= RIP, IGRP a BGP konverguju
pomerne pomaly
= EIGRP, OSPF a IS-IS konverguju
rychlejSie
= Rychlost konvergencie sa da

vhodnym nastavenim 172.16.3.0/24
protokolov vyrazne ovplyvnit

172.16.1.0/24

172.16.6.0/24

172.16.2.0/24

172.16.5.0/24

172.16.4.0/24

Slower Convergence: RIP and IGRP
Faster Convergence : EIGRP and
OSPF




Kategorizacia smerovacich protokolov

Dynamic Routing Protocols

 A—

Interior Gateway Protocols Exterior Gateway Protocols
(IGPs) (EGPs)
Distance Vector Link-State Routing Path-Vector
Routing Protocols Protocols Routing Protocol
RIPv1 IGRP
RIPV2 EIGRP OSPF IS-IS BGP -nad IPv4
RIPng EIGRP OSPFv3 IS-IS BGP-MP ..nad IPv6

for IPv6 for IPv6



Charakteristiky smerovacich protokolov

_ Distance Vector Link State

Speed Convergence Slow Slow Slow Fast Fast Fast
Scalability - Size of Small Small Small Large Large Large
Network

Use of VLSM No Yes No Yes Yes Yes
Resource Usage Low Low Low Medium High High
Implementation and Simple @ Simple Simple Complex ' Complex @ Complex
Maintenance




Smerovaci protokol RIP




Distance vector algoritmus

Je to mechanizmus pre:
= Posielanie a prijem smerovacich informacii
= VVypocet najlepSich ciest a instalovanie smerovacich zaznamov do ST
= Detekciu a reakciu na zmeny v topologii
Rb&zne DV protokoly pouzivaju rozne DV algoritmy:
= RIP >> tzv. Bellman-Ford algorithm
= |GRP a EIGRP >> Diffusing Update Algorithm (DUAL) algorithm

172.16.1.0/24 172.16.2.0/24 172.16.3.0/24

Fa0/0 -
I—ﬁ S0/0/0 - Update ﬁ%‘




Routing Information Protocol (RIP)

e “ _
Metri Both use hop count as a simple metric. The
etric : ,
maximum number of hops is 15.
Updates Forwarded to Address 255.255.255.255 224.0.0.9
Supports VLSM X Vv
Supports CIDR X Vv
Supports Summarization x \/
Supports Authentication X Vv

RIPng

Kazdych 30 s
IS

! Pouzivaju

UDP port
520




192.168.3.0/24

Zakladna konfiguracia RIPv2

192.168.5.0/24
N

= Zakladna konfiguracia: 19216810124

S0/0/0
S0/0/0 ; S0/0/1

Router (config) # router rip R | 2 :
Router (config-router) # network adresa sietel*
Router (config-router) # network adresa sieteZ*

= Ugel prikazu network:
= Do ktorej priamo pripojenej siete posielame RIP pakety
= Z ktorej priamo pripojene]j siete prijimame RIP pakety

= O ktorej priamo pripojenej sieti budeme v nasich RIP paketoch ostatnym smerovacom
hovorit

* Prikaz network teda sluzi na zaradenie lokalnych rozhrani s ich sietami do procesu
RIPv1 pre prijimanie/odosielanie RIP sprav a informovanie susedov o tychto sietach
= Prikaz network definuje rozsah (interval) IP adries

= Ak IP adresa rozhrania spada do tohto intervalu, do RIPv2 sa zaradi celé rozhranie s jeho
skutoCnou sietou a maskou

*) Adresa priamo pripojenej siete! Nie niektorej vzdialenej siete!




Poznamka k prikazu network v RIPv2

= Hoci RIPv2 je classless protokol a prenasa masky, prikaz network v jeho
konfiguracii neumoznuje zadat masku
= DOvod je spatna kompatibilita konfiguracie
= Stare 103y, ktoré neimplementuju RIPv2, by nevedeli z ulozenej konfiguracie
nacCitat prikaz network, v ktorom by bola uvedena aj maska siete

= Absencia masky v prikaze network nema nijaky vplyv na to, aka maska sa
oznami v RIPv2 spravach — akonahle vdaka prikazu network nejakeé rozhranie
patri do RIPv2, ohlasuje sa jeho skutoCna siet a maska

= Protokoly EIGRP a OSPF, ktoré su odjakziva classless, budu v prikaze network
akceptovat uz aj masku




Priklad konfiguracie RIPv2 na R1

Rl (config) # router rip

Rl (config-router)# version 2

Rl (config-router)# network 192.168.1.0
Rl (config-router)# network 192.168.2.0
Rl (config-router) # exit

192.168.3.0/24

192.168.1.0/24 ' 192.168.5.0/24

. ' 2
192.168.2.0/24 192.168.4.0/24




Priklad konfiguracie RIPv2 na R2

R2 (config) # router rip

R2 (config-router)# version 2

R2 (config-router)# network 192.168.2.0
R2 (config-router)# network 192.168.3.0
R2 (config-router)# network 192.168.4.0
R2 (config-router) # exit

192.168.3.0/24

.11 GO/0
192.168.1.0/24 192.168.5.0/24

1 DCE 1
S0/0/0 S0/0/1 ;
G0/0 S0/0/0 > S0/0/1 1 G0/0

. 2
192.168.2.0/24 192.168.4.0/24




Priklad konfiguracie RIPv2 na R3

R3 (config) # router rip

R3 (config-router)# version 2

R3 (config-router)# network 192.168.4.0
R3 (config-router)# network 192.168.5.0
R3 (config-router) # exit

192.168.3.0/24

.11 GO/0
192.168.1.0/24 192.168.5.0/24

1 DCE 1
S0/0/0 S0/0/1 ;
G0/0 S0/0/0 > S0/0/1 1 G0/0

. 2
192.168.2.0/24 192.168.4.0/24




Vystup este pred aktivaciou RIPv?2

R1# show ip protocols
*** TP Routing is NSF aware **x*

Routing Protocol is "rip"

Outgoing update filter list for all interfaces is not
set

Incoming update filter list for all interfaces is not
set

Sending updates every 30 seconds, next due in 16 seconds

Invalid after 180 seconds, hold down 180, flushed after
240

Redistributing: rip

Default version control: send version 1, receive any

version
Interface Send Recv Triggered RIP Key-chain
GigabitEthernet0/0 1 12
Serial0/0/0 1 1 2

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:

192.168.1.0
192.168.2.0
Routing Information Sources:
Gateway Distance Last Update
192.168.2.2 120 00:00:15

Distance: (default is 120)




Overenie konfiguracie RIPv2

R2# show ip protocols

Routing Protocol is "rip"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Sending updates every 30 seconds, next due in 24 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Redistributing: rip
Default version control: send version 2, receive version 2

Interface Send Recv Triggered RIP Key-chain
FastEthernet0/0 2 2
Serial0/0/0 2 2
Serial0/0/1 2 2

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:

192.168.2.0
192.168.3.0
192.168.4.0

Routing Information Sources:
Gateway Distance Last Update
192.168.2.1 120 00:00:12
192.168.4.1 120 00:00:24

Distance: (default is 120)




R1# show ip route | begin Gateway
Gateway of last resort is not set

192.168.1.0/24 is

C 192.168.1.0/24
192.168.1.1/32
192.168.2.0/24 is
192.168.2.0/24
192.168.2.1/32

A ™D

R1#

192.168.1.0/24
.

G0/0 &

DCE

S0/0/0
1

variably subnetted, 2 subnets, 2 masks

is directly connected, GigabitEthernet0/0
is directly connected, GigabitEthernet0/0
variably subnetted, 2 subnets, 2 masks

is directly connected, Serial0/0/0

is directly connected, Serial0/0/0

192.168.3.0/24 [120/1] via 192.168.2.2, 00:00:24, Serial0/0/0
192.168.4.0/24 [120/1] via 192.168.2.2, 00:00:24, Serial0/0/0
192.168.5.0/24 [120/2] via 192.168.2.2, 00:00:24, Serial0/0/0

192.168.3.0/24

.11 GO/O

192.168.5.0/24
.

A GO0/0

S0/0/0
2

S0/0/1

S0/0/1 1

2

192.168.2.0/24 192.168.4.0/24




Ladenie behu RIPv2

R2#
RIP

R2#

RIP:
RIP:

RIP:

RIP:

RIP:
RIP:

RIP:
RIP:

debug ip rip
protocol debugging is on

sending v2 update to 224.0.0.9 via FastEthernet0/0 (192.168.

build update entries
192.168.1.0/24 via O
192.168.2.0/24 via 0
192.168.4.0/24 via O.
192.168.5.0/24 via O

received v2 update from

R O OOOo
N OO OO

9

0, metric 2, tag O
0, metric 1, tag O
0, metric 1, tag O
0, metric 2, tag O

.168.4.1 on Seriall/1l

192.168.5.0/24 via 0.0.0.0 in 1 hops

received v2 update from 192.

168.2.1 on Seriall/O

192.168.1.0/24 via 0.0.0.0 in 1 hops
sending v2 update to 224.0.0.9 via Seriall/l (192.168.4.2)

build update entries
192.168.1.0/24 via 0.0.0.
192.168.2.0/24 via 0.0.0.
192.168.3.0/24 via 0.0.0.

sending v2 update to 224.0.0.9 via Seriall/O

build update entries
192.168.3.0/24 via 0.0.0.
192.168.4.0/24 via 0.0.0.
192.168.5.0/24 via 0.0.0.
undebug all

, metric 2, tag
metric 1, tag
, metric 1, tag

o O O
~
~ O O O

192.168.2.2)

, metric 1, tag 0
metric 1, tag
, metric 2, tag 0

o O O
~
o

.1)




Aktivacia RIPv2 192.168.3.0/24

192.168.1.0/24 192.168.5.0/24

S0/0/0

N ' 2
192.168.2.0/24 192.168.4.0/24

Rl (config) # router rip

Rl (config-router)# version 2

R1# show ip protocols | section Default

Default version control: send version 2, receive version 2

Interface Send Recv Triggered RIP Key-chain
GigabitEthernet0/0 2 2
Serial0/0/0 2 2

Co sposobi prikaz version 1? >> povoli iba RIPv1 (send aj receive)

A o no version? >> ndvrat do default: send v1; receive v1,v2




Pojmy ,,classful“ a ,,classless”

= Pojmy ,classful” a ,classless” sme uz spomenuli v CCNA1 pri adresovani
= Tieto privlastky sa pouzivaju v troch roznych kontextoch

= Classful / classless addressing (adresovanie)

= Classful / classless routing protocol (smerovaci protokol)

= Classful / classless routing behavior (prezeranie smerovacej tabulky)
= Classful adresovanie ma tieto charakteristiky

= Ak si obstarame oficialnu adresu, dostaneme celu siet podla zodpovedajucej
triedy — tzv. major network, a sme jej vyhradnym vilastnikom

= Ak si z major network zacheme vytvarat podsiete, kazda z nich musi mat
rovnaku masku, teda vsetky musia byt rovnako velké

= VLSM (Variable Length Subnet Masking) nie je povolené




Vsuvka: Classful povaha RIPv1

= Co znamen4, Ze RIPv1 je classful smerovaci protokol?
= RIPv1 predpoklada, ze sa stale dodrziavaju triedy adries (A, B, C)
= RIPv1 predpoklada, ze ak pouzivame siet N, potom vlastnime celu major
network, do ktorej N patri
= Napr. ak mame 172.19.48.0/30, potom vlastnime aj 172.19.0.0/16
= Ak sme vylucnymi vlastnikmi major network siete N, potom von do cudzieho

sveta nema zmysel ohlasovat individualne podsiete, ale stacCi ohlasit samotnu
major network N

= Tento proces sa nazyva automaticka sumarizacia — nahradenie siete N jej prislusnou
major network, ak sa oznamuje rozhranim, ktoré je v inej major network nez siet' N
sama

= ,Navonok” bude RIPv1 siet ohlasovat ako povodnu nerozdelenu major network, i keby
sme si ju pre svoje potreby podsietovali

= RIPv1 neprenasa vo svojich spravach informaciu o sietovej maske




Vsuvka: Automaticka sumarizacia v RIPv1

= Automaticka sumarizacia

= Ak smerovac posiela informaciu o podsieti istej major network ,N“ rozhranim,
ktoré lezi v inej major network, nahradi tuto informaciu zaznamom o celej
nerozdelenej sieti ,N*

= RIP v1 vykonava sumarizaciu na major network — podla prislusnej triedy

Podsiete
192.168.4.8/30
192.168.4.12/30

ako

192.168.4.0

172.30.0.0

172.30.1.0/24

RIP Boundary Router

172.30.3.0/24

)oundaly router

192.168.4.8/30

192.168.4.12/30

Podsiete

172.30.3.0/24
172.30.2.0/24
172.30.1.0/24

ako

172.30.0.0




Vsuvka: Problém s automatickou sumarizaciou

= Automaticka sumarizacia méze sposobit problém nazyvany ako network discontinuity

= Network discontinuity: stav, ked podsiete jednej major network su oddelené medzifahlou
sietou, ktora lezi v ine] major network

= Ddsledkom su nekorektné obsahy smerovacich tabuliek a neuplna konektivita v sieti

= Pri RIPv1 neexistuje rieSenie okrem cieleneho vyhnutia sa vytvoreniu network discontinuity
(pozor na vhodny navrh adries), pretoze automaticku sumarizaciu v RIPv1 nemozno vypnut

= BlizSie info o problémoch s automatickou sumarizaciou v RIPv1 mozno najst v dokumente
,Why Doesn't RIP or IGRP Support Discontiguous Networks? “

@ 172.16-0-0”6 - 172.16.1.1/24

3 ( 10.0.0.2/24

, | 172.16.2.1/24
10.0.0.1/24 , _J :
1721620.0115 3
10.0.0.3/24



https://www.cisco.com/c/en/us/support/docs/ip/interior-gateway-routing-protocol-igrp/13724-55.html

Vsuvka: Classful povaha RIPv1 (pokrac.)

= Co znamena, Ze RIPv1 je classful smerovaci protokol? (pokracovanie)

Ak si odovzdavame informacie o podsietach vo vnutri nasej vlastnej
infrastruktury, potom podsiete maju podla pravidiel classful podsietovania
rovnaku masku a pochadzaju z tej istej major network

Smerovaci protokol preto nemusi prenasat masky, pretoze

= Bud je prijata siet z tej iste] major network ako rozhranie, ktorym vosla, Cize je nasa, a
pridelime jej masku podla masky rozhrania

= Alebo je z ine] major network, Co znamena, ze hovori o major network iného vilastnika,
a preto jej pridelime masku podla triedy

Pri RIPv1 sa sietova maska len kvalifikovane odhadne

Tento fakt robi RIPv1 nepouzitelnym protokolom pre dnesné siete, v ktorych

pouzivame VLSM a nedodrziavame triedy adries

BlizSie info o spravani sa RIPv1 pri prijimani a odosielani aktualizacii mozno

najst v dokumente ,Document ID 13723: Behavior of RIP and IGRP When

Sending and Receiving Updates *



https://www.cisco.com/c/en/us/support/docs/ip/ip-routed-protocols/13723-54.html

Classless adresovanie

= Principy classless adresovania
= Triedy A, B, C neplatia, adresy sieti je mozné alokovat [ubovolne z priestoru byvalych tried A, B, C
= Je dovolené podsietovat i agregovat’ (sumarizovat, spajat) adresové priestory podla potreby

= PredcCislie siete urCuje sietova maska, ktora musi vzdy byt suCastou smerovacej informacie
(ziadne odhadovanie masky siete, ale vzdy jej explicitné prilozenie k adrese siete)

= Prideleny priestor je mozné dalej podsietovat na nerovnako velké podsiete
= Resumé: KluCovym principom je podsietovanie s vyuzitim sietovej masky tak, ako sme sa to ucili
= Classless adresovanie v sebe skryva dva principy

= CIDR - pridelovanie a oznamovanie verejnych rozsahov od internetovych registrov podla
pozadovanej velkosti v tvare Prefix/Dlzka, v porovnani s classful pridefovanim moznost
podsietovania aj agregacie

= VLSM — moznost dalej podsietovat prideleny priestor na podsiete premenlivej velkosti




CIDR a VLSM

= CIDR:
= Potrebujeme suvisly priestor 800 verejnych IP adries
= Internetovy register nam pri CIDR m&ze legalne pridelit napriklad
= 213.81.156.0/22 (4x byvala siet triedy C, agregacia)
= 158.193.44.0/22 (Cast siete triedy B, podsietovanie)
= 87.197.12.0/22 (Cast siete triedy A, podsietovanie)

= CIDR teda dovoluje na urovni internetovych registrov a Tier1-Tier3 poskytovatelov
internetovej konektivity pridefovat akykolvek prefix podla pozadovanej velkosti a
vymienat si medzi smerovacmi lubovolne podsietované Ci agregovane (sumarizovane)
prefixy
= VLSM:

= Tento priestor potrebujeme nasledne rozdelit na podsiete o velkosti 200, 100, 50, 20
adries

= Vysledné podsiete by mali masky /24, /25, /26 a /27, t.j. nerovnako velké

= VLSM teda dovoluje nam, vlastnikovi istého prefixu, ho dalej vhutorne lubovolne
podsietovat tak, ako sami potrebujeme




Classless smerovacie protokoly

= Classless smerovacie protokoly beru do uvahy, ze triedy adries sa uz
nepouzivaju, a teda ziadne odhadovanie masiek a la RIPv1 neprichadza do
uvahy
= Klucovou vilastnostou classless smerovacich protokolov je zahrnutie sietovych
masiek do smerovacich informacii
= Classless smerovacie protokoly ohlasuju siete také, aké naozaj su, vratane ich
skutocnych masiek
= M6zu podporovat, kvoli spatnej kompatibilite, automaticku sumarizaciu, avsak ta sa da
na rozdiel od classful smerovacich protokolov vypnut
= Umoznuju manualnu sumarizaciu
= Dovoluju vyuzivat CIDR a VLSM
= Medzi classless smerovacie protokoly patria RIPv2, EIGRP, OSPF, IS-IS,
BGP




Sumar: charakteristika protokolu RIPv2

= Protokol RIPVv2 je classless protajsok svojho predchodcu

= Vacsina vilastnosti je zhodnych
= Distance-vector smerovaci protokol
= Riadeny Casovacmi s rovhakymi hodnotami a vyznamom ako v RIPv1
= Metrikou je hop count, maximum je 15, hodnota 16 je nekonecCno
= Vyuziva transportny protokol UDP, cielovy port 520
= Administrativna vzdialenost je 120
= Vyuziva tie isté protisluCkové mechanizmy ako RIPv1

= |novované vlastnosti
= Patri medzi classless smerovacie protokoly

= Spravy RIPv2 sa posielaju na multicastovu IP adresu 224.0.0.9, kde ich spracuvaju iba
RIPv2 smerovace, nie vSetky uzly v sieti

= Medzi volitelné rozsSirenia patri autentifikacia sprav, informacia o odporu¢anom next hop
smerovaci do istej siete, oznacCovanie sieti pridavnym Cislom pre administrativne ucely
(route tagging)




Porovnanie formatu RIPv1 a RIPv2 sprav

Comparing RIPv1 and RIPv2 Message Formats

RIPv1
Bit: 0 78 15 16 23 24 31
~ Command=tor2 | Veson=1
Address family identifier (2 = IP) Must be zero
Route IP Address (Network Address)
Entry Must be zero
Must be zero
Metric (Hops)
Multiple Route Entries, up to a maximum of 25
RIPv2
Bit: 0 7 8 15 16 23 | 24 31

Address family identifier (2 = IP)
IP Address (Network Address)

Route
Entry

Metric (Hops)
Multiple Route Entries, up to a maximum of 25




Sumarizacia v RIPv2

= Pasivne rozhrania a rozposielanie default route sa v RIPv2 konfiguruju a pracuju uplne
rovnako ako v RIPv1

= Zamerajme sa na noveé funkcie RIPv2
=  Automaticka a manualna sumarizacia
= Autentifikacia

= Automaticka sumarizacia (Standardne zapnuta)

= Ak smerovac posiela informaciu o podsieti istej major network ,N“ rozhranim, ktoré lezi v inej major
network, nahradi tuto informaciu zaznamom o celej nerozdelenegj sieti ,N*

= Sumarizacia na major network — podla prislusnej triedy

172.16.1.1/24

10.0.0.2/24
172.17.1.1/24

10.0.0.1/%4

10.0.0.3/24



Co s automatickou sumarizaciou v RIPv2?

= Defaultne je v RIPv2 zapnuta — Co to znamena?
= 1. automaticky sumarizuje siete podrla tried
(na classfull adresy)
= Viem ju vypnut ked treba:
Rl (config) # router rip
Rl (config-router) # no auto-summary

= Ci je zapnuté alebo vypnuta zistim:
R1# show ip protocols




Manualna sumarizacia v RIPv2

= Konfiguracia manualnej sumarizacie
= Automaticku sumarizaciu je potrebne vypnut

= Na rozhrani, ktorym sa budu k susednym smerovacom odosielat’ RIPv2 pakety so
zoznamom sieti, je potrebné nakonfigurovat sumarizacnu adresu, ktorou sa smerovac
pokusi odosielany zoznam sieti sumarizovat (sumarizacia sa deje len pri odosielani)

Router (config) # router rip

Router (config-router)# no auto-summary

Router (config-router) # exit

Router (config)# interface Serial0/0/0 5
Router (config-if)# ip summary-address rip SIET MASKA

= Vypnutie automatickej sumarizacie sa odporuca ako samozrejmy krok pri
konfiguracii RIPv2, t.j. kazda konfiguracia RIPv2 by mala obsahovat:
Router (config) # router rip

Router (config-router) # version 2
Router (config-router)# no auto-summary



Overenie konfiguracie sumarizacie

= Pre overenie spravnosti konfiguracie sumarizacie v RIPv2 je velmi
napomocny vypis show ip protocols

R1l# show ip protocols

< ... Skratené ... >

Default version control: send version 2, receive version 2
Interface Send Recv Triggered RIP Key-chain
FastEthernet0/0 2 2
Serial0/0/0 2 2

Automatic network summarization is not in effect
Address Summarization:
192.0.2.0/24 for Serial0/0/0
Maximum path: 4
< ... Skratené ... >




Vznik smerovacej slucky pri sumarizacii

= Predstavme si situaciu:
= Smerovac vpravo ma nakonfigurovanu default route smerom na ISP

= Smerovac vpravo posiela k ISP sumarizovanu siet, ale jeden jej komponent v
sucasnosti nie je smerovacu znamy

= |SP o tom vdaka sumarizacii nevie a paket urCeny do neexistujuceho
komponentu preposiela nam

= Nas smerovac tento komponent nepozna a paket vrati na ISP vdaka default
route — vznika smerovacia slucka

0.0/16 | 172.16.1.1/24

ISP M

‘*g ( 10.0.0.2/24
10.00.1/24 = /




Riesenie smerovacej slucky pri sumarizacii

= Vznik tejto smerovacej slucky je mozné na nasom smerovaci vyriesit
statickym definovanim tzv. discard route:
Router (config)# ip route SIET MASKA NullO

kde SIET a MASKA su identické ako v manualnej sumarizaénej polozke
pouzite] na rozhraniach

= Rozhranie NullO je fiktivne, virtualne rozhranie, ktoré zahodi vsetky pakety, ktore
sa nim odoslu (Cierna diera na pakety)

= Smerovacia tabulka bude obsahovat siete v poradi: najprv komponenty
sumarnej siete (vacsia maska), potom discard route (mensia maska)

= Ak je komponent znamy, smerovacC ho v smerovacej tabulke najde skor
= Ak je komponent neznamy, smerovac narazi na discard route

= |né protokoly (EIGRP, OSPF, IS-IS, BGP) si discard route pridavaju
automaticky. Pri RIP je potrebné pridat ju rucne
= Implementacia RIP v operachom systéme I0S je zanedbana




Konfiguracia pasivnych rozhrani

192.168.3.0/24

192.168.1.0/24 192.168.5.0/24

DCE S0/0/0

iy 2
S0/0/0 S0/0/1
192.168.2.0/24 192.168.4.0/24

Co mézZu spbdsobit nevyzZiadané smerovacie informacie
(updates) v LAN sieti?

= Plytvanie Sirky pasma

= Plytvanie zdrojmi smerovaca

= Bezpecnostné riziko

DCE  s0/0/1

GO0/0

GO0/0

Rl (config)# router rip

Rl (config-router)# passive-interface g0/0
Alebo:

Rl (config-router)# passive-interface default
Rl (config-router)# no passive-interface s0/0/0



Overenie pasivnych rozhrani

Rl (config) # router rip

Rl (config-router) # passive-interface g0/0

Rl (config-router) # end

R1#

R1# show ip protocols | begin Default

Default wversion control: send version 2, receilive version 2

Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2

Automatic network summarization is not 1n effect
Maximum path: 4

Routing for Networks:

192.168.1.0
192.168.2.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
192.168.2.2 120 00:00:06

Distance: (default is 120)




Vnesenie staticke] cesty do RIP

= Existuju situacie, Ze na smerovaci mame staticky nakonfigurovanu cestu do vzdialenej siete
a tuto siet potrebujeme oznamovat' v RIP

= Napr. susedny smerovac, za ktorym sa nachadza tato vzdialena siet, nepozna RIP, takze
dynamicky svoju siet nedokaze ohlasit
= My mame cestu k vzdialenej sieti nakonfigurovanu prikazom ip route a preto ju pozname
= Potrebujeme vSak dosiahnut, aby ju poznali vSetky RIP smerovacCe
= Kedze to nie je priamo pripojena siet, nemézeme ju do RIP vkladat prikazom network, lebo ten
sa vztahuje na rozhrania, nie na statické cesty v smerovacej tabulke
= RiesSenie — tzv. redistribucia
= Redistribucia je naCitanie sieti z iného smerovacieho protokolu alebo zdroja
= Problematika redistribucie je zlozita, toto je iba velmi obmedzena ukazka
Router (config) # router rip
Router (config-router)# redistribute static




Sirenie default route

192.168.3.0/24
Internet

09.165.200.224/27

226
192.168.1.0/24

S0/0/1
905 1 1GO0/0

192.168.5.0/24

DCE SO0/0/0

A 5 2
S0/0/0 ' S0/0/1
192.168.2.0/24 192.168.4.0/24

Rl (config) # router rip
Rl (config-router)# default-information originate

Ostatnym rozSirim info v RIP updatoch, ze ja som ich default gateway do
internetu, ze ja mam default route

V skutoCnosti RIP neoveruje, €i ju dany router naozaj ma alebo nie v
smerovacej tabulke (t.j. méze ju nemat :-)




Sirenie default route

Rl (config) # router rip

Rl (config-router)# default-information originate

Rl (config-router)# "7Z

R14#

*Mar 10 23:33:51.801: %SYS-5-CONFIG I: Configured from console by
console

R1# show ip route | begin Gateway

Gateway of last resort is 209.165.200.226 to network 0.0.0.0

R 0.0.0.0/0 [1/0] via 209.165.200.226, Serial0/0/1
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/24 is directly connected, GigabitEthernet0/0
L 192.168.1.1/32 is directly connected, GigabitEthernet0/0
192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.2.0/24 is directly connected, Serial0/0/0
L 192.168.2.1/32 is directly connected, Serial0/0/0
R 192.168.3.0/24 [120/1] wvia 192.168.2.2, 00:00:08,
SerialQ/0/0
R 192.168.4.0/24 [120/1] wvia 192.168.2.2, 00:00:08,
SerialQ/0/0
R 192.168.5.0/24 [120/2] via 192.168.2.2, 00:00:08,
SerialQ/0/0
209.165.200.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.165.200.0/24 is directly connected, Serial(/0/1

L 209.165.200.225/27 is directly connected, Serial0/0/1



Sirenie default route

Gateway of last resort is 192.168.2.1 to network 0.0.0.0

R* 0.0,0.0/0 [120/1] wvia 192,168,272 .1, 00:00:21, Serzald/0/0
192.168.1.0/24[120/1] wia 192.168.2.1, 00:00:25, Serial0/0/0
192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks

192.168.2.0/24 is directly connected, Serial0/0/0
192.168.2.2/32 is directly connected, Serial0/0/0

192.168.3.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.3.0/24 is directly connected, GigabitEthernet0/0
192.168.3.1/32 is directly connected, GigabitEthernet0/0

192.168.4.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.4.0/24 is directly connected, Serial(0/0/1
192.168.4.2/32 is directly connected, Serial0/0/1

192.168.5,.0/24 [120/1] wia 192.168. 4.1, 00:00:15, Beriall/0/1




Autentifikacia v protokole RIPv2

= RIP je protokol, ktory slepo doveruje informacii prichadzajucej od niektorého zo
susedov
= QOtvorena naruc€ pre podstréenie zlomyselnej informacie

= Ochrana: autentifikacia
= Podpis kazdého paketu pomocou dohodnutého hesla
= Dve formy: plaintext alebo MD5 hash

= Aktivacia autentifikacie sa deje v troch krokoch
= Vytvorenie ,kluCenky” — zoznamu klucov
= Aktivacia konkréetnej formy autentifikacie na rozhrani
= Aktivacia konkrétnej kfuCenky na rozhrani. KluCom v tejto kfuCenke budu podpisané

odchadzajuce a overené prichadzajuce RIPv2 spravy

= VSetky smerovacCe prepojene spolocnhou sietou musia na tejto spoloCnej sieti
pouzivat kluC rovnakého poradoveho Cisla a znenia a rovnaku metodu (plaintext
alebo MD5)




Konfiguracia autentifikacie v RIPv2

= Vytvorenie kluCenky:

Router (config)# key chain MENO

Router (config-keychain) # key CISLO

Router (config-keychain-key) # key-string HESLO

= Aktivacia konkrétnej formy autentifikacie na rozhrani:

Router (config-if)# ip rip authentication mode {md5|text}

= Aktivacia konkretnej kfucenky na rozhrani:
Router (config-if)# ip rip authentication key-chain MENO



Kontrola autentifikacie v RIPv2

= Autentifikaciu v RIPv2 je mozné overit viacerymi spésobmi
= show key chain — zobrazi nakonfigurované kfuCenky
= show ip protocols - zobrazi rozhrania, ktoré pouzivaju kfuCenky
= debug ip rip - zobraziinfo o zlyhani overenia prijatych RIPv2 paketov

R1# show key chain
Key-chain RIPKeys:
key 1 -- text "S3cré4tP4ss"
accept lifetime (always wvalid) - (always valid)
send lifetime (always valid) - (always valid)

[valid now]
[valid now]

R1l# show ip protocols

< ...
Default version control:

< ...

Skratené ...

Interface
FastEthernet0/0
Serial0/0/0
Skratené ...

>

>

send version 2, receive version 2
Send Recv Triggered RIP Key-chain
2 2

2 2 RIPKeys




Ukazka konfiguracie RIPv2

interface LoopbackO0

ip address 192.0.2.1 255.255.255.128

]

interface Loopbackl

ip address 192.0.2.129 255.255.255.128
]
key chain RIPKeys

key 1

key-string S3cr4tP4ss

!

interface Serial0/0/0

ip address 192.168.2.1 255.255.255.0
ip rip authentication mode md5

ip rip authentication key-chain RIPKeys
ip summary-address rip 192.0.2.0 255.255.255.0
]
router rip

version 2

no auto-summary

network 192.168.1.0

network 192.168.2.0

network 192.0.2.0




Aktivacia RIPng na IPv6 rozhraniach

2001:DB8:CAFE:2::/64

2001:DB8:CAFE:1::/64 2001:DB8:CAFE:3::/64

: -y S0/0/1 _
1 : 12 1
f2001 :DB8:CAFE:A001::/64 2001:DB8:CAFE:A002::/64

Rl (config)# ipv6é unicast-routing

Rl (confiqg) #

Rl (config)# interface gigabitethernet 0/0
Rl (config-if) # ipvé rip RIP-AS enable

Rl (config-if) # exit

Rl (confiqg) #

Rl (config)# interface serial 0/0/0

Rl (config-if)# ipvé rip RIP-AS enable

Rl (config-if) # no shutdown

Rl (config-if) #

— e e e

Rl (config)# interface g0/0
Rl (config-if)# ipv6 rip domain-name default-information
originate




Overenie RIPng konfiguracie

R1# show ipv6 protocols

IPve Routing Protocol is "connected"
IPv6 Routing Protocol is "ND"

IPv6 Routing Protocol is "rip RIP-AS"

Interfaces:
Serial0/0/0 R1# show ipv6é route rip
GigabitEthernet0/0 IPv6 Routing Table - default - 8 entries

Redistribution: Codes: C - Connected, L - Local, S - Static, U - Per-user
None Static route

B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2
IA - ISIS interarea, IS - ISIS summary, D - EIGRP,
EX - EIGRP external, ND - ND Default,
NDp - ND Prefix, DCE - Destination, NDr - Redirect,
O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1,
OE2 - OSPF ext 2, ON1l - OSPF NSSA ext 1,
ON2 - OSPF NSSA ext 2
R 2001 :DB8:CAFE:2::/64 [120/2]
via FE80::FE99:47FF:FE71:78A0, Serial0/0/0
R 2001 :DB8:CAFE:3::/64 [120/3]
via FE80::FE99:47FF:FE71:78A0, Serial0/0/0
R 2001:DB8:CAFE:A002::/64 [120/2]
via FE80::FE99:47FF:FE71:78A0, Serial0/0/0




Blizsi pohlad na smerovaciu tabulku




Zaznamy v IPv4 smerovacej tabulke

Internet

172.16.2.0/24 172.16.3.0/24

172.16.4.0/28

14G0/0

50/0/0 = CCE

S0/0/1
226 32 229 .230

209.165.200.224/30 209.165.200.228/30

62.168.0.0/16




Zaznamy v IPv4 smerovacej tabulke

R1# show ip route | begin Gateway
Gateway of last resort is 209.165.200.234 to network 0.0.0.0

s* 0.0.0.

0/0 [1/0] wvia 209.165.200.234, Serial0/0/1
is directly connected, Serial0/0/1

172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks

16.1.0/24 is directly connected, GigabitEthernet0/0
16.1.1/32 is directly connected, GigabitEthernet0/0

.16.2.0/24 [120/1] via 209.165.200.226, 00:00:12, Serial0/0/0

16.3.0/24 [120/2] wvia 209.165.200.226, 00:00:12, Serial0/0/0
16.4.0/28 [120/2] wvia 209.165.200.226, 00:00:12, Serial0/0/0

192.168.0.0/16 [120/2] via 209.165.200.226, 00:00:03, Serial0/0/0

209.165.200.0/24 is variably subnetted, 5 subnets, 2 masks

C 172.
L 172.
R 172

R 172.
R 172.

R

C 209.
L 209.
R 209.
C 209.
L 209.

165.200.224/30 is directly connected, Serial0/0/0

165.200.225/32 is directly connected, Serial0/0/0

165.200.228/30 [120/1] via 209.165.200.226, 00:00:12,
Serial0/0/0

165.200.232/30 is directly connected, Serial0/0/1

165.200.233/30 is directly connected, Serial0/0/1



Priamo pripojené siete v IPv4 smerovacej tabulke

R1# show ip route | begin Gateway
Gateway of last resort is 209.165.200.234 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] wvia 209.165.200.234, Serial0/0/1
is directly connected, Serial(0/0/1

172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks
172.16.1.0/24 is directly connected, GigabitEthernet0/0
172.16.1.1/32 is directly connected, GigabitEthernet0/0
172.16.2.0/24 [120/1] via 209.165.200.226,00:00:12, Serial0/0/0
172.16.3.0/24 [120/2] via 209.165.200.226, 00:00:12, Serial0/0/0
172.16.4.0/28 [120/2] wvia 209.165.200.226, 00:00:12, Serial0/0/0
192.168.0.0/16 [120/2] wvia 209.165.200.226, 00:00:03, Serial0/0/0

209.165.200.0/24 is variably subnetted, 5 subnets, 2 masks
209.165.200.224/30 is directly connected, Serial0/0/0
209.165.200.225/32 is directly connected, Serial0/0/0
209.165.200.228/30 [120/1] wvia 209.165.200.226, 00:00:12, Serial0/0/0
209.165.200.232/30 is directly connected, Serial0/0/1
209.165.200.233/32 1is directly connected, Serial0/0/1

PV VI I N O
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Vzdialené siete v IPv4 smerovacej tabulke

Route Source

Administrative
Distance

R 172.16.4.0/28 [120/2]

Next-hop

Outgoing
Interface

via 209.165.200.226, 00:00:12,

Destination
Network

Metric

Route Timestamp

Serial0/0/0




POjmY pri zaznamoch v IPv4 smerovacich tabulkach

Rl#show ip route | begin Gateway .
Gateway of last resort is 209.165.200.234 to network 0.0.0.0 Ultimate route
Level 1 route

S* 0.0.0.0/0 [1/0] wvia 209.165.200.234, Serial0/0/1 Level 1 parent route

is directly connected, Serial(0/0/1

172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks Level 2 child routes
C 172.16.1.0/24 is directly connected, GigabitEthernet0/0
L 172.16.1.1/32 is directly connected, GigabitEthernet0/0
R 172.16.2.0/24 [120/1] wvia 209.165.200.226, 00:00:12,
Serial0/0/0
R 172.16.3.0/24 [120/2] via 209.165.200.226, 00:00:12,
Serial0/0/0
R 172.16.4.0/28 [120/2] via 209.165.200.226, 00:00:12,
Serial0/0/0
R 192.168.0.0/16 [120/2] wvia 209.165.200.226, 00:00:03,
SerialQ0/0/0
209.165.200.0/24 is variably subnetted, 5 subnets, 2 masks
C 209.165.200.224/30 is directly connected, Serial0/0/0
L 209.165.200.225/32 is directly connected, Serial0/0/0
R 209.165.200.228/30 [120/1] wvia 209.165.200.226, 00:00:12,
Serial0/0/0
C 209.165.200.232/30 is directly connected, Serial0/0/1

L 209.165.200.233/32 is directly connected, Serial0/0/1




Struktira smerovacej tabulky Cisco smerovaéov

= Smerovacia tabulka na Cisco smerovacoch bola navrhnuta v ¢ase classful
adresovania, preto si dodnes nesie iste rysy classful pristupu

= Kurikula rozdeluju polozky v smerovacej tabulke na dva typy

Levell polozky — siete s maskou zodpovedajucou ich triede (A, B, C, t.j. major network)
alebo s maskou eSte kratSou (tzv. supernet)

Level2 polozky — siete s maskou vacsou, nez zodpoveda ich triede (t.j. subnet)

Level1 polozky mbzu existovat bez akychkolvek pridruzenych Level2 zaznamov, avsak
Level2 polozky su vzdy pridruzené k prislusnym Level1 zaznamom (k svojim major
network)

Level1 polozka, ktora nema k sebe pridruzenu Level2 polozku, ale rovno obsahuje next-
hop informacie, sa nazyva ultimate route

Level1 polozka, ktora ma k sebe pridruzenu Level2 polozku, nebude obsahovat next-hop
informacie a nazyva sa parent route

Level2 polozka sa nazyva aj child route a vzdy ma povahu ultimate polozky (vzdy
obsahuje next-hop informacie)



Ultimate Route

Taky smerovaci zaznam, ktory obsahuje uvedeny:

R1# show ip route | begin Gateway

- neXt-hOp Gateway of last resort is 209.165.200.234 to network 0.0.0.0
alebo S* 0.0.0.0/0 [1/0] via 209.165.200.234, Serial0/0/1
, , is directly connected, Serial0/0/1
" VyStupne 172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks
rOZhranie C 172.16.1.0/24 is directly connected, GigabitEthernet0/0
L 172.16.1.1/32 is directly connected, GigabitEthernet0/0
R 172.16.2.0/24 [120/1] via 209.165.200.226, 00:00:12,
Serial0/0/0
R 172.16.3.0/24 [120/2] via 209.165.200.226, 00:00:12,
Serial0/0/0
R 172.16.4.0/28 [120/2] via 209.165.200.226, 00:00:12,
SerialQ0/0/0
R 192.168.0.0/16 [120/2] wvia 209.165.200.226, 00:00:03,
Serial0/0/0
209.165.200.0/24 is variably subnetted, 5 subnets, 2 masks
C 209.165.200.224/30 is directly connected, Serial0/0/0
L 209.165.200.225/32 is directly connected, Serial0/0/0
R 209.165.200.228/30 [120/1] wvia 209.165.200.226, 00:00:12,
Serial0/0/0
C 209.165.200.232/30 is directly connected, Serial0/0/1

L 209.165.200.233/32 is directly connected, Serial0/0/1



L evel 1 RO u te Next-hop IP address and/or

Level 1 Routes exit interface

Ultimate Route

[ Network H 192.168.1.0/24 ]ﬁ[ Path/Interface
Ultimate Route

[ Supernet H 192.168.0.0/16 Iﬁ[ Path/Interface

Ultimate Route
[ Default —I 0.0.0.0/0 )[ Path/Interface ]

= L1 network route

= Ak sietova maska pre danu siet’ je classful (t.j. nie je to ziadna subsiet)
= L1 supernet route

= Ak sietova maska je kratSia ako classful (napr. sumarizovana adresa)
= L1 default route

= Staticka default route 0.0.0.0 /0




Level 1 Route

R1# show ip route | begin Gateway
Gateway of last resort is 209.165.200.234 to network
0.0.0.0

S* 0.0.0.0/0 [1/0] wvia 209.165.200.234, Serial0/0/1
is directly connected, Serial0/0/1

172.16.0.0/16 is variably subnetted, 5 subnets, 3
masks
C 172.16.1.0/24 is directly connected,
GigabitEthernet0/0
L 172.16.1.1/32 is directly connected,
GigabitEthernet0/0
R 172.16.2.0/24 [120/1] via 209.165.200.226,
00:00:12, Serial0/0/0
R 172.16.3.0/24 [120/2] wvia 209.165.200.226,
00:00:12, Serial0/0/0
R 172.16.4.0/28 [120/2] via 209.165.200.226,
00:00:12, Serial0/0/0
R 192.168.0.0/16 [120/2] wvia 209.165.200.226, 00:00:03,
Serial0/0/0

209.165.200.0/24 is variably subnetted, 5 subnets, 2
masks




Level 1 Parent Route

4D UulLLTlLLly CullllcCULTUy, oL lalu/s v/ L

172.16.0.0/16 is variably subnetted, 5 subnets, 3

= Je to L1 network route, masks
L, . . 4 , C 172.16.1.0/24 is directly connected,
ktora je subsietovana GigabitEthernet0/0
] .. ] 1b 172.16.1.1/32 is directly connected,
= Nikdy nie je ako ultimate GigabitEthernet0/0
R 172.16.2.0/24 [120/1] via 209.165.200.226,
route 00:00:12, Serial0/0/0
) R 172.16.3.0/24 [120/2] via 209.165.200.226,
= Je nadpisom k 00:00:12, Serial0/0/0
L 2 R 172.16.4.0/28 [120/2] via 209.165.200.226,
SUbSIGtam’ ktore su 00:00:12, Serial0/0/0
uvedené pod ﬁOU R 192.168.0.0/16 [120/2] via 209.165.200.226, 00:00:03,
Serial0/0/0
209.165.200.0/24 is variably subnetted, 5 subnets, 2
masks
C 209.165.200.224/30 is directly connected,
Serial0/0/0
L 209.165.200.225/32 is directly connected,
Serial0/0/0
R 209.165.200.228/30 [120/1] via 209.165.200.226,
00:00:12, Serial0/0/0
C 209.165.200.232/30 is directly connected,
Serial0/0/1
L 209.165.200.233/32 is directly connected,

SerialQ0/0/1



Level 2 Child Route

= Subsiet classful
sietovej adresy

Level 1 Routes

Ultimate Route

Ultimate Route

Ultimate Route

Ultimate Route

Next-hop IP address
and/or exit interface

Network 192.168.1.0/24
Supernet 192.168.0.0/16
Default 0.0.0.0/0
Parent Route Child Route
Network = Subnet
172.16.0.0 172.16.1./24
172.16.2./24
172.16.3./24
172.16.4./28

209.165.200.0

209.165.200.224/30
209.165.200.228/30
209.165.200.232/30

>  Path/Interface
> Path/Interface
>  Path/Interface
> Path/Interface




Level 2 Child Route

= Subsiet’ classful sietove; rgasks

adresy

1o ullTolLLly LullllolLLoUy KeSLlaluvuy vy L

172.16.0.0/16 is variably subnetted, 5 subnets, 3

172.16.1.0/24 is directly connected,

GigabitEthernet0/0
L 172.16.1.1/32 is directly connected,
GigabitEthernet0/0
R 172.16.2.0/24 [120/1] via 209.165.200.226,
00:00:12, Serial0/0/0
R 172.16.3.0/24 [120/2] wvia 209.165.200.226,
00:00:12, Serial0/0/0
R 172.16.4.0/28 [120/2] via 209.165.200.226,
00:00:12, Serial0/0/0
R 192.168.0.0/16 [120/2] wvia 209.165.200.226, 00:00:03,
Serial0/0/0

209.165.200.0/24 is variably subnetted, 5 subnets, 2
masks
C 209.165.200.224/30 is directly connected,
Serial0/0/0
L 209.165.200.225/32 is directly connected,
Serial0/0/0
R 209.165.200.228/30 [120/1] wvia 209.165.200.226,
00:00:12, Serial0/0/0
C 209.165.200.232/30 is directly connected,
Serial0/0/1
L 209.165.200.233/32 is directly connected,

SerialQ0/0/1



Proces vyhladavania v smerovacej tabulke

= Samozrejme vzdy sa prehfadava v poradi longest-prefix match (podla masky) a hlada sa prvy

uspesny match:
Ak je to L1 ultimate route

=> tak sa pouzije a paket sa odosle
Ak je to L1 parent route

=> hlada sa best match v L2 child routes:

Ak sa L2 child route najde
=> pouzije sa a paket sa odosle
inak sa prehlada L1 supernet route
ak L1 supernet route existuje, do ktorej by paket zapadol
=> tak sa vyuzije a paket sa odosle
inak ostava posledna moznost’ L1 default route
ak L1 default route existuje
=> tak sa vyuzije a paket sa odosle
inak sa paket zahodi




IPv6 smerovacie polozky

= |Pv6 je classles

EIGRP for IPv6 Routing
Domain 2001:DB8:CAFE:2::/64

FE80::2

S0/0/0
2

S0/0/1
1

2001:DB8:CAFE:A001::/64 2001:DB8:CAFE:A002::/64

S0/0/1

S0/0/0
: 2

1

S0/0/1

1 2z S0/0/0
G0/0 2001:DB8:CAFE:A003::/64 2 G0/0
1 1

2001:DB8:CAFE:1::/64 2001:DB8:CAFE:3::/64

FE80::1 FE80::3




IPv6 smerovacie polozky

= Zaznamy su podobné ako v IPv4:
= Priamo pripojené siete
= Statické zaznamy
= Dynamické zaznamy

= |Pv6 je classless, t.|. vSetky

smerovacie zaznamy su L1 ultimate
routes

= Ziadne L1 parent ani L2 child routes
= Kolko priamo pripojenych sieti ma
tento smerovac?
= Kofko vzdialenych sieti?
= Cez aky protokol ich dostal do RT?
= Aku ma AD?
= Aké su hodnoty metrik?

R1# show ipv6 route
<output omitted>

C

L

D

2001:DB8:CAFE:1::/64 [0/0]

via GigabitEthernet0/0, directly connected
2001:DB8:CAFE:1::1/128 [0/0]

via GigabitEthernet(0/0, receive
2001:DB8:CAFE:2::/64 [90/2170112]

via FE80::2, Serial0/0/0, receive
2001:DB8:CAFE:3::/64 [90/2170112]

via FE80::3, Serial0/0/1, receive
2001:DB8:CAFE:A001::/64 [0/0]

via Serial0/0/0, directly connected
2001:DB8:CAFE:A001::1/128 [0/0]

via Serial0/0/0, receive
2001 :DB8:CAFE:A002::/64 [90/2681856]

via FE80::2, Serial0/0/0, receive

via FE80::3, Serial0/0/1, receive
2001 :DB8:CAFE:A003::/64 [0/0]

via Serial0/0/1, directly connected
2001:DB8:CAFE:A003::1/128 [0/0]

via Serial0/0/1, receive
FF00::/8 [0/0]

via Null(Q, receive



IPv6 smerovacie polozky — directly connected

R1# show ipv6 route

Directly Connected
Network

""""

C
via K Serial0/0/0, directlf\ connected
L 200IM\DB8:CAFE:A001::1/1284[0/0]
v1allSerialN/N/0. receiwve
[ Outgoing Interface ] Administrative
Distance




IPv6 smerovacie polozky — remote networks..

..dynamicky nauceneé

R1# show ipv6é route

Route Source

Destination
Network

Administrative Distance

B —

D 2001 :DB8:CAFE:3::/64 [90/2170112] (—[ Metric

via FE80::3, Serial0/0/1

f

f

Next Hop

Outgoing Interface
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