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Module 5:

Konfiguracia prepinacov

CCNAZ2 (v6) - Chapter 5:
Switch Configuration
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Obsah prednasky

I"I.-Z‘ll:_ﬂ- SWITCNEQ NEeTWOrkKks

RIPv2 + RIPng

= Oboznamenie s ,exterierom” prepinaca

= Priprava prace
* Premazanie prepinaca
= Obnova I0S a hesla

= Zakladna konfiguracia

= Zabezpecenie
= SSH
= Port security



VYSKUMU' A $PORTU
SSSSSSSSSSSSS

Oboznamenie sa s
prepinacom -

Systém LED a boot
proces
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Zapnutie prepinaca

= Prepinace zvycCajne
nemaju napajacie
tlaCidlo

= Zapinaju a vypinaju sa
pripojenim napajacieho
kabla do napatia




LED indikatory na
prepinaci

= Predny panel prepinaca ma sériu LED
indikatorov pre zobrazenie systémovej
aktivity a stavu zariadenia

= LED na prednom paneli:
= System LED

* Indikuje, Ci je zariadenie zapnuté a Ci spravne

pracuje
= Remote Power Supply (RPS) LED

= Indikuje pouzitie zalozného napajacieho

zdroja
= Port Mode LED
= Zobrazuje sucasny stav tlacidla Mode

= TlaCidlom Mode je mozné vybrat’ si, ¢o budu

signalizovat LED nad jednotlivymi portami

prepinaca

= Rezimy tlacidla Mode
= Status LED
= Stav portu

= Duplex LED
= Rezim duplexu (full alebo half)

= Speed LED
= Suc€asna prenosova rychlost’ portu

1 |SYST LED Speed LED
2 |RPS LED Mode button
J |Status LED Port LEDs

4 |Duplex LED

CNA&ITC UNIZA Zilina
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Vyznam LED pre jednotlive porty

Port Mode |LED Color Meaning
STAT Off No link, or port was administratively shut down.
(port status) 1Gpeen Link present.

Blinking green

Activity. Port is sending or receiving data.

Alternating
green-amber

Link fault. Error frames can affect connectivity, and errors such as
excessive collisions, cyclic redundancy check (CRC) errors, and
alignment and jabber errors are monitored for a link-fault indication.

Amber

Port is blocked by Spanning Tree Protocol (STP) and is not forwarding
data.

Note  After a portis reconfigured, the port LED can remain amber for

up to 30 seconds as STP checks the switch for possible loops.

Blinking amber

Port is blocked by STP and is sending or receiving packets.

DUPLX Off Port is operating in half duplex.
(duplex) Green Port is operating in full duplex.
SPEED 10/100/1000 ports
Off Port is operating at 10 Mb/s.
Green Port is operating at 100 Mb/s,

Blinking green

Port is operating at 1000 Mb/s.

SFP module ports

Off

Port is operating at 10 Mb/s.

Green

Port is operating at 100 Mb/s.

Blinking green

Port is operating at 1000 Mb/s.

1000BASE-T SFP modules can operate at 10, 100, or 1000
Mby/s in full-duplex mode or at 10 or 100 Mb/s in half-duplex
mode in the Catalyst 2960 switches.

Note
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Vyznam systemovych LED pocCas startu
prepinaca — boot sekvencia

Prepinac po zapnuti prechadza sériou internych
testov,

1. PrepinaC natiahne boot loader soft z ROM

2. Boot Loader
1. Vykona nizkouroviiovu inicializaciu CPU (registrovig 3

2. Vykona tzv. power-on self test (POST)
3. Inicializuje flash systém

4. Natiahne I0S
3. 10S nasledne natiahne konfigurak

Ak System LED je OFF, prepinac nie je zapnuty
Ak System LED je zelena, POST prebehol
uspesne

Ak System LED je , poCas behu POST
testov sa zistila chyba. POST chyba sa povaZzuje
za kriticku poruchu.
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Sekvencia bootovania prepinaca
Vyhladanie IOSu je riadené:

Krok 1. BootLoader sa snazi I0OS automaticky spustit pomocou informacii v
premennej prostredia BOOT.

Krok 2. Ak tato premenna nie je nastavena, BL prehlada flash suborovy
systém zhora nadol a nacCita a spusti prvy spustitelny subor (ak je
to mozné)

Krok 3. I0S potom inicializuje rozhrania pomocou prikazov zo startup-config
konfiguraéného suboru z NVRAM

POZN: Prikazom boot system mozno nastavit hodnoty premenne;
prostredia BOOT, t.j. urCit aky subosr IO S sa nacita pri boot-e

5

D Storage Device

D Path to location in file system
21 (config) # boot system flash:/c2360-lanbasekS-mz.150-2 .5E/c2360-1lanbasak%—m=,
4 I 1l J ﬂ

I I Filename of 105




VYSKUMU' A $PORTU
SSSSS

Zaklady prace a

konfiguracie Cisco
Catalyst prepinacov

2960-24TT-L a zakladna praca s
prepinacom
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Priprava na konfiguraciu prepinaca

Pripojenie na konzolu prepinaca

Device with Console
RJ-45-t0o-RJ-45

s Rollover Cable

I

RJ-45-to-DB-0 Adapter
labeled TERMINAL

S

Prenosova
cesta ako pri
smerovaci

+ PCsreqguire an RJ-45 to DB-3 ar RJ-45 to DB-25 adapter.

+ COM port settings are 9600 bps, 8 data hits, no parity, 1 stop hit, no flow contral.
+ This provides out-of-band console access.

+ AL switch port may be used for a modem-connected console.

= Postup, komunikacny softver a nastavenia ako pri
smerovaci 1

= Poznamka: Konzolovy port sa nachadza na zadne;
strane prepinaca

= Bit 9600, Data bits 8, Parity none, Stop bits 1, Flow control
none
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Cisco pristupovy prepinac¢ 2960-24TT-L
Zadny pohlad — umiestnenie konzoloveho
portu

1 |RJ-45 console port |3 |RPS connector

2 |Fan exhaust 4 |AC power connector
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Priprava na konfiguraciu prepinaca

Zotavenie po zlyhani systemu

= ZavadzacC OS mozno pouzit' aj na manazovanie
prepinaca:
= ked sa nepodari nabootovat’ Standardne 10S
= alebo je zabudnuté heslo

= Ako sa k nemu dostat”

1. Pripojit PC konzolovym kablom k prepinaCu na konzolovy
port. Odpojit napajaci kabel z prepinaca.

2. Naspat zapojit napajaci kabel k prepinacu, nasledne stlacit' a
drzat tlaCidlo Mode.

3. Systémova LED zacCne svietit jantarovo a potom na zeleno,
potom uz treba pustit' tlacidlo Mode.

= V prikazovom riadku sa zobrazi zavadzacC OS
switch:prompt
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Priprava na konfiguraciu prepinaca

Obnova I0S-u na prepinacoch

= Mnoho Studentov si rado zmyli ,erase startup-config” resp. ,delete
flash:vlan.dat® s prikazom ,erase flash:"

= Catalyst prepinace dokazu po restarte zmazany 10S obnovit iba
cez COM port, nie cez Ethernet

= Pozor: Max rychlost je 115200 baud, upload trva ,nekone¢ne” dlho!

= Po nabootovani do bootloadera je potrebné zadat”

switch: flash init

switch: load helper ! S novSim IOSom uz nie je potrebné
switch: set BAUD 115200 ! Zrychli konzolu na 115.2 kbps
switch: format flash: ! Nie je nevyhnutné

switch: copy xmodem:<MENO> flash:<MENO>

switch: unset BAUD ! Vrati rychlost konzoly na 9.6 kbps
switch: boot
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Priprava na konfiguraciu prepinaca

Obnova hesla (Password recovery)

switch: flash init
switch: load helper
switch: dir flash:
Directory of flash:

13 drwx 192 Mar 01 1993 22:30:48 c2960-lanbase-
mz.122-25.FX

11 -rwx 5825 Mar 01 1993 22:31:59 config.text

18 -rwx 720 Mar 01 1993 02:21:30 wvlan.dat

16128000 bytes total (10003456 bytes free)

switch: rename flash:config.text flash:config.text.old
switch: boot

Continue with the configuration dialog? [yes/no]: N
Switch> enable

Switch# rename flash:config.text.old flash:config.text
Switch# copy flash:config.text system:running-config
Source filename [config.text]?

Destination filename [running-config]?

Switch# configure termina

Switch (config)# enable secret password
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Priprava na konfiguraciu prepinaca

Zmazanie cudzej konfiguracie

*Vymaz startovaci konfiguracny subor startup-config
= erase startup-config

= Restartuj prepinacC
= reload

Switch# show startup-config
. MAZ-LEN-AK-TU-NIECO-JE ....
Switch# erase startup-config
Erasing the nvram filesystem will remove all
configuration files! Continue? [confilirm]
[OK]
Erase of nvram: complete
Switch# reload
Proceed with reload? [confirm]
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Priprava na konfiguraciu prepinaca

Premazanie cuudzaj konfiguracie VLAN vo vian.dat

= Potrebné vymazat vSetky VLAN informacie vymazanim VLAN
databazy vlan.dat z flash pamate

= delete vlan.dat
= POZOR: nerobit' erase flash:
= Zmaze sa |IQS!!IIIII

Switch# show flash
Directory of flash:/

2 -rwx 616 Mar 1 1993 00:01:17 +00:0
7 drwx 192 Mar 1 1993 00:06:41 +00:00 c2960-lanbase-
mz.122-35.SE5

32514048 bytes total (24179200 bytes free)
Switch# delete vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]

Switch# reload
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Odstranenie konfiguracie z rozhrania

= Rozhranie (je mozné vratit do vychodzieho stavu)

! Zmaz konfig na interface

Switch# conf t
Switch (confiqg)# default interface NAZOV X/Y

= Samozrejme vzdy je mozné odstranit prikaz z running-config
pouzitim negacie ,no"

! Zmaz konfig na interface

Switch# conf t
Switch (confiqg)# interface NAZOVO X/Y

Switch (config-if)# ip address 1.1.1.1 255.255.255.0
Switch (config-if)# no ip address
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Vymazanie prepinaca pripojeného do
vacsej zivej siete

= MGze nastat situacia kedy zmazané VLAN (vlan.dat) sa
nam neustale nanovo objavuju na prepinaci (znovu
naucenim)

Switch#conf t

Switch (confiqg) #

Switch(config)# interface range FastEthernet 0/1 -24
Switch (config-if-range)# shutdown

Switch (config-if-range)# interface range GigabitEthernet
0/1 -2

Switch (config-if-range)# shutdown

15:45:59: SLINK-5-CHANGED: Interface GigabitEthernet0/2,
changed state to administratively down

Switch (config-if-range) #exit

Switch (config)# no vlan ID VLANY

Switch (config)# vtp mode transparent

Setting device to VTP TRANSPARENT mode.




Zakladna

konfiguracie
prepinaca
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Ovladanie I0S z CMD - repete
Zakladné informacie o ovladani

" PrepinaC ma z hladiska ovladania vela
veci podobnych smerovacom:

=Spravuje sa cez CLI
*Riadenie pristupovych prav
= Pouzivatelsky pristup

= Privilegovany pristup

Switch>enable
Switchf#{disable
Switch>
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Ovladanie I0S z CMD - repete
Zakladné informacie o ovladani

= System napovedy

Switch#?

Exec commands:
access-enable Create a temporary Access-List entry
access-template Create a temporary Access-List entry
archive manage archive files
cd Change current directory
clear Reset functions
clock Manage the system clock

Output omitted

Switch#configure ?

memory Configure from NV memory

network Configure from a TFTP network host
terminal Configure from the terminal

<cr>

Switch#iconfigure terminal
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Ovladanie I0S z CMD - repete
Zakladné informacie o ovladani

= Dopisovanie prikazov cez <TAB>

= Zadavanie prikazov

= Sipka nahor, nadol, vlavo, vpravo, <Backspace>, Ctrl-A,
Ctrl-E, Enter

= Strukturovanie CLI
= Pouzivatel'sky mod
= Privilegovany maod
= Globalny konfiguracny maéd (rezim) a podrezimy

Switch#{configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Switch (confiqg) #
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Ovladanie I0S z CMD - repete
Zakladné informacie o ovladani

=Systéem napovedy chyby

Switch>configure terminal
A

% Invalid input detected at '*' marker.
<neplatny prikaz pre dany rezim>

Switch>show

% Type "show ?" for a list of subcommands
<chyba c¢ast prikazu za show>

Switch#ishow rumming-config
A

[e]

% Invalid input detected at '“' marker.
<zle zadana polozka prikazu show>
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Overenie stavu prepinac¢a
Vypis boot procesu prepinaca
= Prepinac vypisuje pri bootovani hlasky na konzolu

= Ziskanie zakladnych informacii o prepinadi
= Procesor, pamate, rozhrania, I0S a pod

Output omitted
Processor board ID FOC1136X2PO0
Last reset from power-on
1 Virtual Ethernet interface
24 FastEthernet interfaces
2 Gigabit Ethernet interfaces
The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address : 00:1D:E5:9B:2E:00
Motherboard assembly number : 73-10390-04
Power supply part number : 341-0097-02
Motherboard serial number : FOC1l1361MFY
Power supply serial number : DCA113483VD
Model revision number : DO

Motherboard revision number : AO

Model number : WS-C2960-24TT-L
System serial number : FOC1136X2P0

Top Assembly Part Number : 800-27221-03
Top Assembly Revision Number : BO

Version ID : V03

CLEI Code Number : COM3LOOBRB
Hardware Board Revision Number : 0x01

Output omitted ...




Zakladna
konfiguracia

prepinaca s |0OS
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Zakladna konfiguracia prepinaca

Konfiguracia prepinaca

= Odporucany postup pre konfiguraciu prepinaca
1. Zakladneé nastavenia
. Nastavenie mena zariadenia, DNS, systémové hlasenia, ochrana hesiel
2. Nastavenie vystraznych hlaseni pred nepovolanym vstupom
3. Zabezpecenie pristupu k prepinacu pomocou hesiel

. Zabezpecenie pristupu k privilegovanému modu (Pouzi heslo: class)

. Zabezpecenie pristupu cez konfiguraéné rozhrania pomocou hesiel
Pouzi heslo: cisco

4. Zabezpecenie IP pristupu na prepinac pre vzdialenu spravu
+ konfiguracia IP default gateway

5. Overenie

6. Iné konfiguracie
. Tu rozumej konfiguracia médu a rychlosti portu

= Tento postup nie je zavazny, ale je osvedcCeny
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Zakladné nastavenia

Nastavenie mena prepinaca a DNS

! Pristup do global konfig rezimu (GKR)
Switch# configure terminal

! Nastavenie mena, bez medzier, manej ako 64 znakov
Switch (config)# hostname ALS1

! Nastavenie domenoveho mena
ALS]1 (config)# ip domain-name netlab.uniza.sk

! Nastavenie DNS servera
ALS]1 (confiqg)# ip name-server 8.8.8.8

! Vypnutie/zapnutie domain lookup
ALS1 (config)# no ip domain-lookup

! Overenie
Show running-config
Show run | include HLADANY STRING
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Zakladné nastavenia

Ochrana hesiel v konfiguracii

= Okrem prikazu enable secret budu vsetky ostatné hesla v konfiguracii
ulozené ako plaintext, t.j. viditelné kedykolvek pri jej zobrazeni

= Ochranu tychto hesiel je mozné dodatoCne aktivovat v GKR
prikazom service password-encryption

= Od tohto momentu vSetky existujuce i v buducnosti zadané hesla
v konfiguracii budu zaSifrované (slabou) vratnou Sifrou

= ZruSenie prikazu ponecha existujuce hesla zasifrované

Pred prikazom: Po prikaze:
line con O line con O

password TajneHeslo password 7 09784F0317003F1718000B
login login
line aux O line aux 0

password TajneHeslo password 7 053F07052F49660C0OA0918
login login
line vty 0 15 line vty 0 15

password TajneHeslo password 7 073B2046400C3100041E04
login login




CNA&ITC UNIZA Zilina

Zakladna konfiguracia prepinaca

Nastavenie vystraznych hlaseni - Banery

= U&elom vystraznych hlaseni je upozornit nepovolané osoby pred
pokusmi 0 neopravneny vstup na zariadenie

= M&ze byt rozhodujuce v pravnych sporoch pri bezpecnostnych
incidentoch

= Tvoreny prikazom, oddelovacim znakom a textom

! Message-of-the-day banner, zobrazi sa vsetkym

! pred nalogovanim, nad banner login

ALS]1 (confiqg) # banner motd #This is a secure site. Only
authorized users are allowed.For access, contact
technical support.#

! Login banner so spravou pred prihlasenim

Switch (config) # banner login S$Access for authorized users
only. Please enter your username and password.$

! Banner po prihlaseni
Switch (config) # banner exec $ TEXT $
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Zabezpecenie pristupu k prikazovému riadku

Osetrenie pristupu k privilegovanému moédu

! Zabezpecenie pristupu z pouzivatelskeho do
! privilegovaneho rezimu, heslo je v config-u sifrovane
ALS]1 (config) # enable secret TajneHeslol234

! Overenie

ALS1 (config) # end

ALS1# disable

ALS1> enable

Password: TajneHeslo456
ALS1#

! Nepouzivaj nezabezpecenu formu
ALS1 (config) # enable password TajneHeslol234
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Zabezpecenie pristupu k prikazovému riadku

Zdielané heslo pre konzolu, vty (telnet/ssh)

! Konzola

ALS1 (config)# line console 0

ALS1 (config-line) # password Heslol23

ALS1 (config-line)# login

! Cas neaktivity na ukoncenie exec

ALS1 (config-line) # exec-timeout 30

! Ochrana proti zmiesavaniu vstupu a vystupu CMD
ALS1 (config-line)# logging synchronous

ALS1 (config-line) # exit

! Telnet / SSH - Musi byt IP konektivita na prepinac
ALS]1 (config)# line vty 0 15

ALS]1 (config-line) # password Heslol23

ALS1 (config-line)# login

ALS]1 (config-line) # exit

Press RETURN to get started.
User Access Verification

Password: Heslol23
ALS1> enable

Password: TajneHeslo456
ALS1#
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Zabezpecenie pristupu k prikazovéemu riadku

Overenie pristupu voci lokalnej autent. DB

= Lokalna databaza je na kazdom zariadeni zadefinovany
zoznam mien a hesiel s pridelenou urovnou pristupu

= username NAME privilege LEVEL secret HESLO

! Definovanie poloziek pouzivatelov v lokalnej DB

ALS]1 (config) # username admin privilege 15 secret
ADMIN HESLO

ALS]1 (config)# username palo secret PALOVE HESLO

ALS]1 (config)# username juro secret JUROVE HESLO

ALS]1 (config)# line con O

ALS]1 (config-line)# login local
ALS1 (config-line) # exit

ALS]1 (confiqg)# line vty 0 15
ALS1 (config-line)# login local
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Zakladna konfiguracia prepinaca

Zabezpecenie IP pristupu na prepinac

* PreCo ma mat prepinacC ako L2 zariadenie |IP adresu?

= Nastavenie IP adresy a def. gw umoznuje pristupovat k
manazmentu prepinaca cez telnet, web, ssh apod.

= |P adresa sa prideluje tzv. virtualnemu rozhraniu,
volanému Switch Virtual Interface (SVI)

= Je to virtualne L3 rozhranie
= T.). ma IP adresu, avSak bezny L2 stale nevie smerovac pakety

= Pozn. v skutocnosti obomedzene vie, ale zatial je to mimo CCNA2

= K SVI je priradena bud VLAN alebo fyzicky port/rozhranie

= Na cisco prepinacoch default:

= Kazdy prepinaC dodavany s VLAN1 a mame SVI Vianl
= VSetky porty priradené do VLAN1

= VLAN1 - tzv. ,manazovacia VLAN"
= Lebo poskytuje IP pristup k manazmentu
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Zakladna konfiguracia prepinaca

Zabezpecenie IP pristupu na prepinac - VLAN1

Tristan(config)# interface vlan 1
Tristan(config-if) #ip address 172.16.255.2 ?
A.B.C.D IP subnet mask

Tristan(config-if)# ip address 172.16.255.2 255.255.255.128
Tristan(config-if)# no shutdown
00:53:16: SLINK-3-UPDOWN: Interface Vlanl, changed state to up

00:53:17: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to up

Tristan(config-if) #exit
Tristan(config)# ip default-gateway 172.16.255.1
Tristan(config) #

Tristan# show run

! Output omitted

!

interface Vlanl

ip address 172.16.255.2 255.255.255.128
no ip route-cache

!

ip default-gateway 172.16.255.1
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Overenie dostupnosti prepinaca

= Ping, telnet z ethernetom pripojeného PC, smerovaca

e Command Prol‘npt

C:\Documents and Settings“\palo>ping 172.16.255.2
Pinging 172.16.255.2 with 32 bytes of data:
Reply from 1?2.16.%.2: bytes=32 time=2ms

Reply from 172.16. .2: bytes=32 time{lms
Reply from 172.16. .2 bytes=32 time<{lms
Reply from 172.16. .2 bytes=32 time{lms

Ping statistics for 172.16.255.2:
Packets: Sent = 4, Received = 4, Lost = @ (@ loss),

———i—
———i—
rrrr-

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 2Z2ms, Average = Oms

C:\Documents and Settings“\palo>

e Command F"rompt

C:“Documents and Settings\palo>
C:\Documents and Settings“palo>telnet 172.16.255.2
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Zabezpecenie IP pristupu na prepinac

Pouzitie inej manazovacej VLAN — VLAN99

N\
Tristan (config)#interface vlankgg}
Tristan (config-if)#ip address 172.17.99.2 255.255.255.0
Tristan (config-if) #no shutdown
00:53:16: SLINK-3-UPDOWN: Interface V1lan99, changed state to up
00:53:17: SLINEPROTO-5-UPDOWN: Line protocol on Interface
V1an99, changed state to up
Tristan (config-if) #exit

Konfiguracia predvolenej brany (def. gw)

Tristan (config)# ip default-gateway 172.17.99.1

| Default Gateway

F
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Zabezpecenie IP pristupu na prepinac

Overenie

Tristan# sh ip int brief

FastEthernet0/17 unassigned YES manual down down
FastEthernet0/18 unassigned YES manual up up
FastEthernet0/19 unassigned YES manual down down
Vlanl unassigned YES manual administratively down down
V1an99 172.17.99.2 YES manual up up

Tristan# show run

! Output omitted

!

interface FastEthernet0/18
switchport access vlan 99
switchport mode access

!

! Output omitted
interface V1an99

ip address 172.17.99.2 255.255.255.0
]

ip default-gateway 172.17.99.1
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Konfiguracia portov na prepinaci _
Duplex, rychlost’ komunikacie

Full-Duplex Communication

4 =
—

send AND receive, simultaneously

Half-Duplex Communication

4 N 4
send OR receive

Configure Duplex and Speed

H.. FO/18 EFGH FOi 5 E =
Full-Duplex Mode —T L Full-Duplex Mode

100 Mb/s 100 Mb/s
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Konfiguracia portov na prepinaci

Funkcia auto-MDIX

= Prislusné typy kablov (priamy/krizeny) bolo v minulosti potrebné
dodrziavat pri pripojeni k zariadeniam.

Dnes ale tento problém rieSi auto-MDIX
- automatic medium-dependent interface crossover.

= Ked je povolena (na rozhrani), automaticky deteguje pozadovany
typ kablového prepojenia a vhodne ho nakonfiguruje.

Ak ju pouzivam, rychlost’ aj duplex musia byt nastavené na
automaticke vyjednanie ba oboch stranach:

- T.j. auto (autonegotiate)

= Qverenie:

switch# show controllers ethernet-controller gigabitEthernet /1 phy |
include Auto-MDXI




Zakladna konfiguracia portov prepinaca

Switch(config)# interface gig 3/1

Switch(config-if)# description Printer in Bldg A, room 213
! Switch(config-if)# speed {10 | 100 | 1000 | auto}
Switch(config-if)# speed auto

! Switch(config-if)# duplex {auto | full | half}
Switch(config-if)# duplex auto

« Ak je aspon jeden z tychto parametrov ponechany na auto, na porte zostava
bezat autonegociacia
* V ,capabilities”, ktoré port ohlasuje, su len tie alternativy, ktoré zahfriaju fixne
nastaveny parameter

* Ak su oba parametre nastavené fixne, autonegociacia sa na viacerych typoch
Catalyst switchov vypina

= Désledkom je, ze ak sa druha strana spolieha na autonegociaciu, rychlost odhadne z
kanalového kodovania a duplex nastavi na half (fallback hodnota)

= Moznost velmi neprijemnych problémov kvdli nezhode duplexu

= Je rozdiel ,vypnuta autonegociacia“ a ,autonegociacia, ktora uvadza iba jedinu
alternativu”

= Ak je vypnuta autonegociacia, nefunguje ani auto-MDIX

= Prakticka skusenost: 3560V2 nevypinaju autonegotiation, iné modely switchov (2960)
ano — poucenie: ak je potrebné nastavit' rychlost' a duplex fixne, najlepsie je to urobit na
oboch koncoch linkv sticasne
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Overenie stavu prepinac¢a

Overenie zakladnej konfiguracie

= show running-config

= Zobrazi aktualne pouzivany konfiguracny subor
= show vlan

= Zobrazi informacie o Virtualnych sietach
= show flash

= Zobrazi informacie o Flash pamati
= show version

= Zobrazi informacie o verzii pouzivaného OS
= show interface status

= Zobrazi stav portov prepinaca, rychlost, duplex a médium
= show interface

= Zobrazi stav vSetkych rozhrani prepinaCa
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Overenie stavu prepinac¢a

show running-config

Switch>enable
Switch#show running-config
Building configuration...

Current configuration : 1215 bytes
!
version 12.2
service config
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Switch
!
Output omitted ...
!
!
interface FastEthernet0/1
!

interface FastEthernet0/2
'

interface FastEthernet0/3
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Overenie stavu prepinac¢a

show wvlan

Switch#show vlan

VLAN Name Status Ports

1 default active Fa0/l1l, Fa0/2, Fa0/3,
Fa0/4, Fa0/5, FaO/6,
Fa0/7, Fa0/8, Fa0/9,
Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15,
Fa0/l16, Fa0/17, Fa0/18,
Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gio0/2

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Output omitted ...

Default nastavenie na cisco prepinacoch



CNA&ITC UNIZA Zilina

Overenie stavu prepinac¢a

show flash

Switch# show flash
Directory of flash:/

2 -rwx 616

Mar 1 1993 00:01:17 +00:00
vlan.dat

7 drwx 192 Mar 1 1993 00:06:41 +00:00
c2960-lanbase-mz.122-35.SES5

32514048 bytes total (24179200 bytes free)
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Overenie stavu prepinac¢a

show wversion

Switch#ishow version

Cisco IOS Software, C2960 Software (C2960-LANBASE-M), Version 12.2(35)SES5,
RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 19-Jul-07 20:06 by nachen

Image text-base: 0x00003000, data-base: 0x00D40000

ROM: Bootstrap program is C2960 boot loader
BOOTLDR: C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r)SEEl, RELEASE
SOFTWARE (fcl)

Switch uptime is 1 hour, 1 minute

System returned to ROM by power-on

System image file is "flash:c2960-lanbase-mz.122-35.SE5/c2960-lanbase-
mz.122-35.SE5.bin"

cisco WS-C2960-24TT-1L (PowerPC405) processor (revision DO) with
61440K/4088K bytes of memory.
Processor board ID FOC1136X2PO0
Last reset from power-on
1 Virtual Ethernet interface
24 FastEthernet interfaces
2 Gigabit Ethernet interfaces
The password-recovery mechanism is enabled.
Output omitted
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Overenie stavu prepinaca

Show i1nterfaces status

switch# show interface status

Port Name Status Vlan Duplex Speed Type

Fa0/1 connected 1 a-full a-100 10/100BaseTX
Fa0/2 connected 1 a-full a-100 10/100BaseTX
Fa0/3 connected 1 a-full a-100 10/100BaseTX
Fa0/4 notconnect 1 auto auto 10/100BaseTX
Fa0/5 notconnect 1 auto auto 10/100BaseTX
Fa0/6 notconnect 1 auto auto 10/100BaseTX
Fa0/7 notconnect 1 auto auto 10/100BaseTX
Fa0/8 connected 1 a-full a-100 10/100BaseTX
Fa0/9 notconnect 1 auto auto 10/100BaseTX
Fa0/10 notconnect 1 auto auto 10/100BaseTX
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Sw-FRI-3560-A213#sh interfaces gigabitEthernet 0/3
GigabitEthernet0/3 is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 001b.8f8f.de03 (bia
001b.8£f8f.de03)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 10/100/1000BaseTX
input flow-control is off, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:01, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 4000 bits/sec, 6 packets/sec
2830675 packets input, 185209120 bytes, 0 no buffer
Received 4199 broadcasts (0 multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
15980351 packets output, 1277847091 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out

inaca

I é

Overenie stavu prep

show interface TYP X/Y
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Konfiguracia portov na prepinaci

Problemy na 1. vrstve - Network Access

Runts Packets that are discarded because they are smaller than the
minimum packet size for the medium. For instance, any Ethernet
packet that is less than 64 byies is considered a runt.

Glants Packets that are discarded because they exceed the maximum
packet size for the medium. For example, any Ethernet packet that is
greater than 1518 bytes is considered a giant.

Input Total number of errors. It includes runts, giants, no buffer, CRC,

errors frame, overrun, and ignored counts.

CRC CRC errors are generated when the calculated checksum is not the
same as the checksum received.

Output Sum of all errors that prevented the final transmission of datagrams

errors out of the interface that is being examined.

Collisions Number of messages retransmitted because of an Ethernet
collision.

Late Jammed signal could not reach to ends.

collisions
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Konfiguracia portov na prepinaci

Troubleshooting pri !oroblémoch 1. vrstvy

Troubleshooting Switch Media Issues

Perform a show
interfaces.

Is the interface
up?

- Are there indications of EMI/noise? If - Verify proper cables.
yes, remove sources. - S;fnt;; gables and connectors for
- Verify the duplex setting is properly set :
on bfiﬂ-. EI'H:|S[.J Sl b - Verify speed is properly set on both
ends.

Is the problem
solved?

Done Document the wurlk done and
escalate the issue.
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Vypis historie prikazov

Configure the Command History buffer

Enable terminal history. This command can be run from either user switch#terminal history
or privileged EXEC mode.

Configures the terminal history size. switchfterminal history size
The terminal history can maintain 0 to 256 command lines. =

Resets the terminal history size to the default value of 10 command switch#terminal no history
lines. size

Disables terminal history. switchfterminal no history

Switch# show history
ena
sh history
sh run
sh start
conf t
sh history
Switch#




Bezpecnost na
prepinaci:

Manazment a
Implementacia
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Bezpecny vzdialeny pristup k prepinacu

Secure Shell (SSH)

= Umozniuje Sifrovany pristup | & PuTTY Configuratior
k prikazovému riadku na i
d . I . d ’ El- S:assjnn | Basic options for your PuTTY session
vzdialenom Zariaaeni o T;;rnl-izgalging Specify the destination you want to connect to
v v 7 Host Name {or IP address) Port
S StémOCh - Featuras Connection type:
y - Window () Raw () Telnet () Hlngi Serial
[ POd porUJe ho aJ C|SCO IOS gﬁﬁ:igﬂ:e Load, save or delete a stored session
- Translation Saved Sessions
= Kvoli bezpeclnosti ho treba - Soector
vzdy uprednostnit pred &1 Connection Defaut Settings Load
Telnetom e
N - Telnet
= SSH pouziva TCP port 22, - Rlogin [ Dt ]
Telnet pouziva TCP port 23 T ——
™ Mways 1) NE.";I'E.T @ Only on clean exit
About [ Open J ’ Cancel
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Bezpecny vzdialeny pristup k prepinacu

Konfiguracia SSH pristupu

Switch(config)# username Meno password Heslo

! Domena musi byt zadefinovana

Switch (config)# ip domain-name pepe.sk

Switch(config)# crypto key generate rsa

The name for the keys will be: Switch.pepe.sk

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable. .. [OK]

Switch(config)# ip ssh version 2

*TTII 1 0:1:9.780: $SSH-5-ENABLED: SSH 2 has been enabled
Switch (config)# line vty 0 15

Switch (config-line)# transport input ssh
Switch(config-line)# login local

! Obnovenie telnet pristupu
Switch(config)#line vty 0 15

Switch (config-line) #transport input telnet
! Or

Switch (config-line) #transport input all
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Bezpecny vzdialeny pristup k prepinacu

Overenie SSH

Verify SSH Status and Settings

172.17.99.11

»172.17.99.21

[ PuTTY Configuratio S
Category:
£ Session Basic options for your PuTTY session
i Logging Specify the destination you want to connect to
- Teminal
Kegboard Host Name for IP address) Port
Bel 1932.158.93.1] 2
Features Connection type:
- Window JRaw () Tenet ©) Rlogin @ SSH () Serial
Appearance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection
Gk Default Settings Load
(=~ Connection
Data Save
o
Rlogin
G- SSH
Seral Close window on exit
S Aways () Never (@ Only on clean ext
o
172.17.99.11 - PuTTY [ESSEN

51% show ip ssh

EEH Enzabled - wverzicn 2.0

Authentication timecut: 90 secs; Euthentication retries: 2
1024 bits

I03 Eeya in SECEH format{ssh-rsa, basstd encoded) :

ssh-rsa
ARRRRINzaClycoEARRRDAQARAARAGOCALks V20l REscZ £ 2 £2 s o THEW 3aMOME
/Big/ srGFNL

1+ f+gTHwxt2 6BWmy6 34 +65 10/ 1 Twllf IVN1Qh T8GU0VIuENgYMOM: LgdUd4qh i LG I EAa
PIfyrKmViPpd

el Zol btnEgEEvJz 1 BM=22 A 2u/ 1 Jg2 TnEFvoGHMOB30UI0LI0==

Mipimum expected Diffie Hellman key =zize

214 show =sh

Connecticon Version Mode Encryphbicn Hmac State Usernama
0 2.0 IH aes256—chbe  hmac—shal Sesszion started admin
0 2.0 00T aes25&-cbe bhmac-shal Seasion started admin

tHo S5Hvwl server connections running.

Sl#




MINISTERSTVO
SKOLSTVA, VEDY,
VYSKUMU A SPORTU
SLOVENSKE] REPUBLIKY

MAC tabulka
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Budovanie a zobrazenie MAC tabulky

" Prepinace sa dynamicky ucia o vyskyte
MAC adries na svojich rozhraniach

*Polozky sa automaticky nuluju po 300
sekundach

= Zobrazenie MAC (CAM) tabulky

Tristanf# show mac-address-table
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Zobrazenie prepinacej tabulky

= CAM tabulka je prazdna

Tristan#show mac-address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports

Tristan#

= Ping z PC na smerovac: >ping 172.16.255.1

Tristan#fshow mac-address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports
1 001c.2320.3a28 DYNAMIC Fa0/2
1 001le.1375.8fbd DYNAMIC FaO/1

Total Mac Addresses for this criterion: 2




Vymazanie prepinacej tabulky

= Polozky m6zeme zmazat manualne, ak
nechceme Cakat na vyradenie (age out)

Tristan#ficlear mac-address-table dynamic

Tristanficlear mac-address-table dynamic ?

address address keyword
interface interface keyword
vlan vlan keyword

<cr>
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Konfiguracia staticke] MAC adresy

= DOvody na pridelenie staticke] MAC adresy na
port?
= Adresa sa nebude automaticky mazat z portu po
age-out case
= Zvysena bezpecnost

= Stanica s danou MAC adresou sa mdze pripojit len na
dany port (musi), inde nie
= Podmienené spravanim prepinaca, ktory umoznuje
mapovanie jednej konkrétnej MAC adresy len na jeden port
(nie na viacere)



CNA&ITC UNIZA Zilina

Konfiguracia staticke] MAC adresy

Switch (config)# mac-address-table static <MAC-
ADDRESS OF HOST> interface FastEthernet <ETHERNET
NUMER> vlan VLAN NUMBER

Switch (config) # mac-address-table ?
aging-time Set MAC address table entry maximum age
notification Enable/Disable MAC Notification on the switch
static static keyword

Switch(config)#mac—address—table static 00e0.a3e8.8de7 interface
Fa 0/1 vlan

Switch (config) #exit
$SYS-5-CONFIG_I: Configured from console by console
Switch#sh mac-address-table

Mac Address Table
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Bezpecnostné utoky
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Zabezpecenie LAN infrastruktury

= Bezpecnost je vacsinou tlacena na perimeter siete
= Firewall, smerovac
= Defaultne nastavené na zakazanie komunikacie, ktoru treba povolovat
= Prepinace
= Nastavané def. na povolenie komunikacie
= Velmi vhodné na utok zvnutra

= Ak kompromitujem vnutro, zvySok péjde rychlo

= |mplementacia L2 security

Application Stream

Application Application

Presentation Presentation
Session Session
Protocols/Ports Transport

Transport

Compromised
]

IP Addresses

Network Network

Initial Compromise

Data Link Data Link

Physical Links

Physical Physical
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Zabezpecenie L2 infrastruktuary

= Core
= Nie je vhodné implementovat =
bezpecnostné mechanizmy Foces
= Musi rychlo spracovavat N e
pakety/ ramce access to the network.
= Distribution g
, . . % Buildi
= Vykonava inter VLAN routing g Sttt —
= Vhodné aplikovat packet o Icsoeselny
filtering. E
. N Campus Bicsol
Access e in?p?c:ment packet
= Riadenie pristupu do siete na e
urovni portu e
Farm
" Server farm Use authentication server, —»
. . v Q1Ps, IPS and loggi 2
= Poskytuje aplikadné sluZbiymie secu treats fm j—Usmiogan
, . T , ivate VLANS,
= Vhodné aplikovat sietovy = 225255 ovirol Bete d
i anda secure password.

E-Mail Corporate  Cisco nity

Server CallManager

manazment Internal?
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Utoky na DHCP
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DHCP cinnost’

Server 1 Client Server 2

DHCP client broadcasts DHCP DISCOVER packet on local subnet
DHCP servers send OFFER packet with lease information

DHCP client selects lease and broadcasts DHCP REQUEST packet
Selected DHCP server sends DHCP ACK packet
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Zranitelnosti Ethernetovych LAN sieti a zname typy utokov

DHCP Spoofing a DHCP starvation

= M&ze vykonat utoCnik fyzicky pritomny v danej LAN, Client

alebo ziskal pristup z Internetu Rogue DHCP
na niektory PC v danej LAN Attacker

= DHCP starvation (vyhladovanie)

= DHCP spoofing (podvrhnutie)

2 8

Casto vykona utoénik este pred spustenim DHCP spoofing
utoku

Vygeneruje velké mnozstvo ziadosti o IP adresy
(posiela sa broadcastom), aby DHCP serveru neostali

volné IP adresy pre legitimnych pouzivatelov ﬁ

Utoénik spusti falodny DHCP server, a poskytuje
IP adresné data (IP adresu, masku, IP default gateway,
DNS, ...) legitimnym pouzivatefom tak, ze sam seba

vyhlasi za branu.

Legitimate DHCP

Data od pouzivatefov mbze dalej Server

preposielat’ do ciela, ktorého su urcené,
Cim ostava pre pouzivatelov neviditelny.
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DHCP spoofing — popis utoku

DHCP spoofing je zapojenie neautorizovaného DHCP servera (rogue DHCP server)
do siete

= Mo&ze sa jednat o zlomyselnu aktivitu
= Podvrhnuty DHCP Server odpoveda klientom nespravnymi parametrami
= Mnohokrat vSak ide skor o nedbalost — vlastny access point, notebook so sietovym
softvérom a podobne
= Utoénik méze podvrhnat:
= Nespravny default gateway
= Utoénik je Gateway (M-i-M)
= Nespravny DNS server
= Utoénik je DNS
= Nespravnu IP adresu
= Utoé&nik urobi s danou IP DoS

®

DHCP
Server

Thousands of DHCP Requests
to Overrun the DHCP Server
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Ochrana pred DHCP Spoofing

DHCP Snooping

= Zadefinujem, z ktorych portov mézu prist odpovede na DHCP

v - Attacker R
ziadosti = trusted Aitacker Rogue
= Ostatné = untrusted g
= DHCP snooping binding table o
*  PrepinaC zaznamenava MAC adresu, IP adresu, VLAN, port ID Untrusted Port

FO/2

- Zaznam zmaze, ked vyprSi Cas (leased time), alebo pride
sprava DHCPRELEASE (uvolhujem IP)

+ z prichadzajucich DHCP sprav na untrusted porty /’/

FO/3
»
* |limit rate A|F9T  pHeP Client
« obmedzim pocet DHCP requestov za sekundu

Sl (config)# ip dhcp snooping
Sl (config)# ip dhcp snooping wvlan 10,20

[ Trusted Port ]

DHCP Server

S1 (config) # interface fastethernet 0/1 l
FO/2

S1l{config-if)# ip dhcp sncoping trust
Sl {config) # interface fastethernet 0/2
Sl (config-if)# ip dhcp limit rate 5

FO/M




Utoky na MAC/CAM

Utoky na CAM



CAM cinnost’ -
Hrozba

= Bezny postup
ucenia sa L2
prepinaca —
Budovanie
CAM I

Part 1
u HrOZba PC1 - MAC A Port  MAC

= Velkost CAM
tabulky a
pocetnost
poloziek v nej
je obmedzena S

PC1—MAC A Port  MAC
1 A
2 B

3 c PC3 - MACC
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Utok na CAM — CAM overflow

= Uto¢nik zasielanim
velkeho poCtu ramcov s
réznymi falosnymi
zdrojovymi MAC

Vysielanie velkého

nctty meows adresami sposobi
prepiens ooymivac - zaplnenie CAM
CAM tabulka
MACC = Macof, yersinia
= Nove polozky nie je
Switc\l;wg:::sjo:ﬁaproérr:;ce na . kam pllsat’
m . = Utok ¢asto realizovany
o WAC | swich Ay pred zacatim prace
MACA ; ﬁ Preplnena Vaééiny
CAM tabulka otnik
= Prepinac zacne tieto

ramce zaplavovo Sirit



Realizacia - macof

= Prikaz
macof —1 ethQ
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— 10000000

— 5000000

=

| T | T | T | T I | T | T | T
40z 6=

i [ m )

4 v o v . ’ = Graphs X Bogis
[ | Ag reS Ivn eJ S I reZI m (Vyp I S lGraphll Colar ’Filter:] Style: | Line IZ| Tick intervaly 1 sec IZ|
d d / |I ’Graph ZlCnInr’FiIter:] Style:| Line |Z| Pixels per tick: 5 |ZI
O eV nu ) ’GraphBl ’Filter:] Style: | Line IZI [C] View as time of day
. ’Graph4lCn|nr’Fi|ter:] Style: | Line |ZI Lhas
maCOf _I etho 2>/deV/nUII Graph 5 Eilier: Stile | Line I Bits/Tick |ZI
p I ty
Scale: Auto IZ|
Help Copy Save ;
macof -i ethO
9:9e:3b:44:5:20 bd:35:99:23:1d:80 0.0.0.0.41911 > 0.0.0.0.3042: S 535014429:535014429(0) win 512
77:3e:75:40:79:fd 83:78:23:47:5e:6d 0.0.0.0.37577 > 0.0.0.0.16073: S 1654749076:1654749076 (0) win 512
1d:2b:8c:65:14:ed 2:ce:2e:1a:8e:3e 0.0.0.0.39944 > 0.0.0.0.65129: S 902864306:902864306(0) win 512
9e:91:d4:77:97:b6 c3:41:e8:33:c9:e2 0.0.0.0.17930 > 0.0.0.0.23148: S 73203385:73203385(0) win 512
£0:78:1£:59:2:82 86:4e:£f£:40:b6:11 0.0.0.0.17666 > 0.0.0.0.555: S 1988508690:1988508690(0) win 512
b9:8a:3e:6d:41:c3 6£:40:de:4b:28:60 0.0.0.0.61444 > 0.0.0.0.40408: S 370775209:370775209(0) win 512
d7:ea:a7:8:35:34 66:b0:b8:49:2a:69 0.0.0.0.24670 > 0.0.0.0.56585: S 115082340:115082340(0) win 512
ee:73:27:7b:4f:dd 23:83:53:62:9a:fe 0.0.0.0.29291 > 0.0.0.0.46088: S 1238142262:1238142262(0) win 512
df:56:62:7c:fa:4e e0:22:65:45:8£:df 0.0.0.0.35816 > 0.0.0.0.40744: S 224492172:224492172(0) win 512
ba:0:28:6¢c:7b cb:34:15:36:ce:dc 0.0.0.0.36257 > 0.0.0.0.17653: S 1640037673:1640037673(0) win 512

:3f£:9:ff:cd 85:a:ad:6b:el:d 0.0.0.0.58040 > 0.0.0.0.16133: S 2028675158:2028675158(0) win 512
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CAM table — plnenie tabul’ky polozkami

Before Macof After Macof

Locess0l#show mac-address-table count wocess0lfshow mac—-address-table count

Dynamic Address Count:
Secure Address (User-defined) Count:
Static Address (User-defined) Count:
System Self Address Count:

T MAC addresses:

Dvnamic Address Count:
Secure Address (User-defined) Count:
Static Address (User-defined) Count:
System Self Address Count: 2
T MAC addresses:

1otal lotal

Maximum MAC addresses:

u Ak naStane switchl#show mac address-table

Mac Address Table

preplnenie CAM

tabulky
, Vlan Mac Address Type Ports
* Prevadzka bez e s
Polojky v CAM je All 0011.5cecc.5c00 STATIC CPU
I alale

Maximum MAC addresses:

All 0100.0ccc.cceo STATIC CPU

(‘,)Odovana na ; All 0100.0ccc.cece STATIC CPU
vSetky porty danej A11  0100.0cdd.dddd  STATIC CPU
VLA 1 0009.5b44.9d2c DYNAMIC Fa0/1

1 000f.66e3.352b DYNAMIC Fa0/1
o 1 1 0012.8015.c940 DYNAMIC Fa0/24

[ |
Tento UtOk, preplm 1 0012.8015.c941 DYNAMIC Fa0/24
CAM tabulky aj 1  00la.adb3.bef7  DYNAMIC Fa0/1
ostatnych I 0026.p865.31%  DwaMIC  Fa0/1

’ v e Dobo .31l Ly \

prepinacov 1 64a7.6973.8e4d  DYNAMIC Fa0/1
1 6c71.d976. fce DYNAMIC Fa0/1
1 74f6.12d4.1elc DYNAMIC Fa0/1
1 .98b6 DYNAMIC Fa0/1



Potieranie utokov
na CAM a kontrola

pristupu
do prepinanej siete

Port Security
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Riadenie pristupu k prepinanej sieti

= Castym (a nezelanym) javomje ~ TTTTTTTTTTTIooos .
Trusted Network

8 —

nekontrolované pripajanie zariadeni k
prepinanej sieti
= Nové notebooky, PC, pristupové
body, routery, PDA, ...

= Ulohou prepinacéov v pristupovej
vrstve je aj ochrana pristupu do siete
= Prepinace Cisco ponukaju niekolko
mechanizmov na riadenie pristupu
K prepinanému portu
= (Okrem, toho, ze nepouzivané porty
by mali byt shutdown, next slajd)
= Port Security e N

= Autentifikacia 802.1X

= Network Admission Control (posledné 1
dva nie su predmetom tohto kurzu) E/_,_ﬁ [:]|

——

T

—— e ——



Zabezpecenie portov na prepinaci

Zabezpecenie nepouzivanych portov

= Nepouzivané porty vypnut — jednoduché a efektivne

CNA&ITC UNIZA Zilina

= Pozn. Neskor bude v kurze spominana black hole or suspend/parking

vian

Disable unused ports using the shutdown command.

31# show run
Building configuration...

version 15.0
hostname S1

interface FastEthernet(/4
shutdown

!

interface FastEthernet(/5
shutdown

1

interface FastEthernet(/6

description web server

!

interface FastEthernet0/7

shutdown
|

/

172.17.99.11

172.17.99.21
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Port security

Funkcie port security

= Funkcia Port Security umoznuje na porte
= Obmedzit poCet zariadeni, ktoré mézu byt pripojené k
jednému rozhraniu prepinaca
= Definovanim maxima MAC adries vyskytujucich sa na porte
= Definovat' zoznam bezpecnych MAC adries stanic, ktoré smu
byt pripojené k danému rozhraniu prepinaca
= Uviest kto je bezpecny
= Alebo nechat rozhodnut prepinac
= Definovat, €o sa stane, ak d6jde k poruseniu niektorého z
tychto bezpecCnostnych pravidiel
= Tzv. violation
= Stanica, ktorej MAC nie je v zozname bude ,nejako” obmedzena
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Port Security

Ktoré a kol'ko adries je bezpecnych?

= Bezpecné adresy mbzu byt troch druhov:
= Static secure MAC: manualne nakonfigurovana adresa
= Nachadza sa v konfiguracii aj v CAM tabulke
= Po restarte prepinaCa sa opatovne nacita z ulozenej konfiguracie

= Dynamic secure MAC (dynamic learning): dynamicky ziskana adresa z
CAM

= Nachadza sa len v CAM tabulke
= Po odpojeni portu alebo restarte prepinaca sa straca

= Sticky secure MAC (sticky learning): hybrid medzi statickou a dynamickou
adresou

= Ziskava sa dynamicky, no prepinaC automaticky vygeneruje zaznam
do beZiacej konfiguracie

= Nachadza sa v konfiguracii aj v CAM tabulke
= Po restarte prepinaCa sa opatovne nacita z ulozenej konfiguracie
= Zaroven je na porte mozné definovat maximalny pocet bezpecnych adries
= Statické adresy sa zapocitavaju do pocCtu bezpec€nych adries

= PrepinaC automaticky prida kazdu novu neznamu MAC adresu do zoznamu
bezpecnych adries ako dynamicku resp. sticky

= Ak by sa vSak pridanim novej adresy prekroCil maximalny pocCet bezpeénych
adries, nastava tzv. porusSenie bezpecnosti (security violation)
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Port Security

Reakcia na porusenie - Violation Modes

= Na bezpecCnostné porusenie mozno zareagovat trojakym
sp6sobom

= Protect: ramec s nepovolenou MAC adresou sa zahodi

= Restrict: ramec s nepovolenou MAC adresou sa zahodi a zaroven sa
incident zaznamena (hlaska na konzolu, syslog, SNMP trap...)

= Shutdown: port sa pri prijati ramca s nepovolenou MAC adresou
automaticky uvedie do stavu err-disabled

Violation Forwards Sends Displays Increases
Mode Traffic Syslog Error Violation

Shuts

Down Port

Message Message Counter

Protect No No

Restrict No

Shutdown No
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Port Security
Konfiguracia

= Port Security sa konfiguruje individualne na prepinanych portoch

= Odporucany postup:
= Port nastavit do rezimu ,access"” alebo ,trunk”
= Nevyhnutné — Port Security nie je podporovana na dynamickych portoch
= Nastavit maximalny povoleny poc¢et MAC adries
= Nepovinné, predvoleny pocCet je 1
= Definovat statické bezpecCné adresy, pripadne sticky learning
= Nepovinné, default je dynamic learning
= Urcit reakciu pri poruseni bezpecnosti
= Nepovinné, predvolena reakcia je shutdown
= UrCit spbsob expiracie bezpecnych adries

= Nepovinné. Bez dodatoCného nastavenia statické a sticky adresy
neexpiruju vébec, dynamické expiruju az pri odpojeni portu

= Aktivovat port security
= Nevyhnutné a Casto prehliadnuté!
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Konfiguracia a kontrola Port Security

Sw(config)# interface fa0/2

Sw(config-if)# switchport mode access

Sw(config-if)# switchport port-security maximum 5

Sw(config-if)# switchport port-security mac-address 001c.2320.3a28
Sw(config-if)# switchport port-security violation restrict
Sw(config-if)# switchport port-security aging time 10
Sw(config-if)# switchport port-security

Sw# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Total Addresses in System (excluding one mac per port) : 2
Max Addresses limit in System (excluding one mac per port) : 8192
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Konfiguracia a kontrola Port Security

Sw# show port-security address
Secure Mac Address Table
Vlan Mac Address Type Ports Remaining Age
(mins)

1 01c.2320.3a28 SecureConfigured Fa0/2 -

1 00e0.4c3b.b787 SecureDynamic Fa0/2 8

1 0200.0000.0001 SecureDynamic Fa0/2 8
Total Addresses in System (excluding one mac per port) : 2
Max Addresses limit in System (excluding one mac per port) : 8192
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Konfiguracia a kontrola Port Security

Swi show port-security interface fa0/2
Port Security : Enabled
Port Status : Secure-up
Violation Mode : Restrict
Aging Time : 10 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 5

Total MAC Addresses : 3
Configured MAC Addresses ;1

Sticky MAC Addresses : 0

Last Source Address:Vlan : 00e0.4c3b.b787:1
Security Violation Count : 0
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Zabezpecenie portov na prepinaci _
Porty v stave ,,Error Disabled®

= Vtedy ked je na porte nastavena akcia pri naruseni na shutdown a
narusenie nastane

= Port je vtedy v skutoCnosti shutdown-uty

= PrepinacC tuto zmenu oznami cez konzolové spravy:

Sep 20 06:44:54.966: FPM-4_ERE DISAELE:) psecure-vioclation
error detected on Fal/18, puttimg Fal/18 in err-disable state
Sep 20 (06:44:54.966; %PDRT_SECURITY—E—PSECURE_VIDLRTIDH:

Security wviolation occcurred, caused by MAC address

000c.292b.4c75 on pert FastEthernet(/18.
Sep 20 06:44:55.973: FLINEPROTO-5-PPDOWN: Line protocol an

Interface

FastEthernethlBﬁ:éiéEEE;EEEEEEEEE_éEEE>
Sep 20 06:44:56.971: SLINK-3- OWN: Interface

FastEthernet(0/18, changed state to down
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Zabezpecenie portov na prepinaci

Porty v stave ,,Error Disabled*

= Mozno overit prikazom show interface

51# show interface fa0/18 status

Port Name Statu Vlian Duplex Speed Type
FaO/18 err-disabled )1 auto auto 10/100BaseTX

S1# show port-security interface fastethernet 0/18

Port Security : Enabled

Port 5Status : Secure-shutdown
Viclation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absclute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses = 1

Total MAC Addresses : 0

Configured MAC Addresses : 0

Sticky MAC Addresses : 0

Last Source Address:Vlan : 000c.292b.4c75:1

Security Violation Count = 1
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Zabezpecenie portov na prepinaci

Porty v stave ,,Error Disabled*

Ako znova sfunkcnit’ port?

shutdown + no shutdown

31 (config) # interface FastEthernet 0/18

31 (config-1if) # shutdown

Sep 20 06:57:28.53Z: %LINE-5-CHANGED: Interface
FastEthernet0/18, changed state to administratiwvely down
31 (config-1£f)# no shutdown

Sep 20 06:57:48.186: FLINE-3-UPDOWN: Interface
FastEthernet0/18, changed state to up
Sep 20 06:57:49.193: %LINEPROTC-S5-UPDOWN: Line protocol on

Interface
FastEthernet0/18, changed state to up
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Port security s VolP

= VoIP telefony mézu
pouzivat 2 az 3 MAC
adresy
= Podfa HW
= Ak pouzivaju CDP tak tri
= Ak nepouzivaju CDP tak dve

= Zvaz akciu pri poruseni na
= Vhodné Restrict

= Akceptovatelné shutdown
(podla politik)

= Cielom nie je riadit pristup
ale ochranit sluzbu a
prepinac
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Dakujem za pozornost’!

Ohodnot nasu CNA na google:

https://goo.qgl/maps/BAnNFVOKYCB
pffcEX7
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