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nasadeni e

0ACLs are among the most commonly used featofr€3sco |I0S softwade.



L o | Accdas®Control List

Cisco ACL
(Triediace a kontroln® zoznamy)

ANaj z n § masadgnieako
pr avihaddnigl P prevsgdzky
APaketovIi filter
APougit® aj vgade tam kde
ne|] kK &si faleko§ dieant 1 f 1 K8 ci1 a
toku, napr. NAT, QoS k| asi fi1 k§ci a,
filtrovanievl pi sov a pod.

A Logovanie




Pl ohy ACL

AObmedzenie nechcenej pre\%‘l‘é;’?a‘z]ky
AFilternanej akl obsah, napr. vid ACL L(ntemet)

A Riadenie sieS o vperje v §d z k y

APovolenie urlit®ho typu Z[J@a}éegs]
slugby a zak8zanie i n®ho ACLL(;;%UDDS%G)

52 for S1

A Povo é SMTP ‘Hg;igceeostsﬂmm

a z atkliey

A Riadenie procesov

ANapr. pr2jem
a zasielanie updates,
riadenie smerovania

APoskytnutie z8kladne] bezpelnost
ARi adenie kto mtge kam pristupovas

Mo FTP
Mo web

ACL

No updates ]

B!



ACL paketovI] filter

AZoznam testovac2ch podmienok = z8znan
(ACEs Access Control Entries = ACL statements) ktor® sa apli
prevs8dzku prech8§dzaj Yacu rozhrani ami S
AK8gdBznam o bestavhaiujpedmienku a akciu, ktorg8 sa |
vykonaS, ak podmienka plat 2:

APov ®Omi{) dan¥% prev§gdzku
AZak ©gny dan¥% prevsgdzku
A Defaultnes mer oval e nemaj %% i mpl ementovan®




Kontrola pr2stupu v | P sieSach

Ri egeni e podmienok do ACL

AAK® m8&me mo gn o s (e ettt
riradeni a pr2st upime: SlaC N
ARozI ? gneerut @k u d§ t
49152 to 65535 Private and/or Dynamic Ports

AOdki aO Soufc&Sender) /
AKam ( [@xbtinalan/Receiver)

A Kto
A Skupina alebo jednotlivo (0 d 0 s i e | aepeedO
[-telia,pr 2 | /eowa) a Registered TCP Ports: Well Known TCP Ports:
AAko rozl2gi S=? 1863 MSN Messenger 21 FTP
(Maska) 2000 Cisco SCCP (VolP) 23 Telnet
A Parametre 8008 Alternate HTTP 25 SMTP
. 8080 Alternate HTTP 80 HTTP
A IP adresa (S, R) o
A Typ pr0t0k0|u (IP: ICMP, TCP, UDP) Internet Relay Chat (IRC)
ASlugba (L2slo portu (S, R)) Secure HTTP (HTTPS)

A TCP, UDP

KIS FRI UNIZA



Lo braS do wWvahy pri ACL

VI astnost | TCP/ I P tooemaas Tt €kt Y
ATCP/ I P modell je vrstvo Application
A Filtrovanie paketov pracuje na L3 a L4 '
[ Transport ]
[ Internet ]
Network

Access




Lo braS do ¥v ahy pri ACL

Form8t TCP segmentu a UDP da

TCP segment

IP header TCP header Data
IP Header Il LI Data
(8B)
0 bit 16 bit 31 bit
Source port (16 bits) Destination port (16 bits) 0 16 bit 311
Sequence number (32 bits) Source port (2B) Destination port (2B)
Acknowledgment number (32 bits) Data Length (2B) UDP checksum (2B)
UJATP[PJSTF
Header Reserved |R|cC|[s|s|Y]|1 Window size (16 bits)
length Glk|H]TIN|N
TCP checksum (16 bits) Urgent pointer (16 bits)

| Options |




Lo braS do Yv

Vlastnosti TCP - 3way handshake,

TCP SYN

TCP ACK

TCP Data

TCP ACK

TCP FIN/ACK

ahy pri ACL

/|"Let's talk.”

"Sure, let's talk."

~|" Great, we have a connection."

"1 need you to send me some data."

"Thanks, | received your request.”

ACK

: TCP SYN/ACK

"Here is the data you want."

~|" Thanks. | received my data."

"| am finished and have no more data to send."

"l am finished as well. Thanks."

-€
>~“_ < /
-

"Thanks."

| TCP ACK

| TCP Data

| TCPFIN

~_<| TCP ACK

Uk on

KIS FRI UNIZA



Rozl? geapéi kal n®ho toku

L2 sl a portoyv
H F T S D T S R
T | T E | M| N F N I
T|P|L|T|S|T|M]|P
P N|P P| P
E
Application T
Layer
------------ (02O OO0 OXOLS
Transport numbers
Layer TCP UDP
A FTP: 20 (data),21 A BOOTP, DHCP: A NNTP: 119
A Telnet: 23 of tserven, SEIIENY A NTP: 123
A SMTP- 25 A TFTP: 69 A RPC.L tor: 135
: ) ocalor.
) L A HTTP: 80 (TCP aj UDP)
A WINS replication: 42 ) )
) A Kerberos: 88 A IMAPV?2: 143
A DBe A Tep (UDP ) TCP) A SNMP: 161
(UDP &j TCP) A POP3: 110 , '
A IMAPv3: 220

A HTTPS: 443

A MS SQL: 1433
(UDP aj TCP)

A AOL, IRC: 531
(UDP aj TCP)



Nasadenie ACL

One list per interface, per direction, and per protocol

A Jeden ACL per interface

A Jeden ACL per protokol
ACL je definovanl pre kagdl podporovanl prc

AJeden ACL per smer
A ACL riadi tok iba v jednom smere, nie v oboch
AKompl i kovanejgie riegenia ACL vygaduj
rozhraniach (filter IN a OUT smer)




A k O A C L p FacC UJ - Packets to interfaces in

the access group

ACL je zoznam podmienok
AprehOadcd&karin| ne
A ak je zhoda na podmienku

A paketjep o v o I(pemnlt)

A aleboz a h o d(edemy)
A pri zhode podmienkyu Na | e j

nepokral ujem

A akn e n § j ahigeadnu podmienku

A p o u g id¢faultrakciu na konci ACL:
deny any

Permit

(to destination interface)
—

Permit

Packet
Discard
Bucket




Nasadenie ACL

\ ,
Inbound ACL i Outbound ACL

A Inbound ACLs A Outbound ACLs

A Smer paketov jedo (in)s mer ov al| a A Smer paketovijevon (out)zo s mer oV .
AVstupuj ¥a cez rozhranie AVystupuj ¥% cez rozhranie

AVstupuj ace pakety s¥iASkKftacakadn@Pesliplaket pos:
ako s¥%W smerovan® vykonan® smerovanie

AGetrvlilkon smerovala, nerob2zm
routing pre discard pakety

AVhodnl ako filter préVhalaet y,aklot dr ®&ttemymrgrhe:
m! gu facesdSan® rozhranismerov, i d¥%cu von 1 rozh




L

nnosS

Inbound
Interface
Packets

out bound ACL

Choose
Outbound
Interface Test
-

ACL

Statements Outbound
* Interface
ﬁ
MNo
ACL?
Yes
Yes
MNo

* + Discard Packet

S

Packet
Discard
Bucket






1. typ ACL

Gt an d a stdndad) ACL

AVgeobecne povoOujem a zaskekzujem cel l
ANapr . IPdta po@.

A Na podmienku sa kontroluiel en zdr oj ov§ adresa

EO Access List Processes

— )

Incomin Outgoing
Packetg Source | Frotocel @ Packet
SO




1. typ ACL

Gt an d a stdndad) ACL

Frame
Header

(For Example,
HDLC)

Packet
(IP Header)

Segment

(for Example, Data
TCP Header)

Source
Address

Deny

Use
Access
List Statements
1-99
1300-1999

Permit




2.typ ACL

Ro z g2 (eeten@ed) ACL

EO Access List Processes
_P— .
Incoming Protocol Outgoing
Packet RO Packet
Destination SO
AVoli podmienke sa kontroluje:

Azdr oj ov§ adijesaci e Oov §

AzdrojovlI part ci eOovl

APovoOujem a zakazujem konkr®tny prot ¢
portom




2.typ ACL

Ro z g2 (eeten@ed) ACL

Hoadar Packet Segment
(For Example, | (IP Header) (for Example, Data
HDLC) ’ TCP Header)
Port
Number
St:iuIl:',‘(:':'}tm;OI > Use
Address _ Access
List Statements
Egﬁtr'g:;m“ 100-199 or 2000-2699
to Test the

Deny

Packet

Permit




Typy ACL

L2 sl ovan® a pomenovan® ACL

AL2sl ovan® ACL APomenovan® ACL
A Standard IP ACL A ACL (standard alebo extended) je
Ali 99 i denti fi kovan® menom,
A 1300 - 1999 (zvykom je poug?vaSsS Kk
A Extended IP ACL A Od verzie Cisco I0S 11.2
A 1007 199 AMeno nesmie obsahova S
A 20007 2699 interpunkciu

ANevlIi hoda (i balOSoah):st argvicho:da

Neviemmaza$S podmi enky, g\erl %%ﬁﬁnf‘zsa & a mpodmiedl§ v a S
viem len na koniec zoznamu podmienok

LU G | Y ' K
(vnov g 210@8ocht o ug )nepl at 2 ,(UQ__tO _ma)j ! .Vg.et _y
ALepgie 1 dentifi kujem
meno




Umiestnenie ACLaodpor | ani a




Umiestnenie ACL T standard ACL

ATak aby mal najl epg?
dopad na funklnossS

ATreba braS do %vahy | o
ACL ri egi

Lo najbliggie
kci e Ou !



