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= Dokoncenie z predoslej prednasky:
= Komplexné ACL
= Dynamické (Dynamic) ACL
= Reflexivne (Reflexive) ACL
= Casové (Time-Based) ACL
= |Pv6 ACLs

= DHCPV4

= Komponenty, Cinnost, spravy

= Konfiguracia
= Multicastové IPv6 adresy (pripomienka)
= DHCPV6

= Dynamické pridelovanie IPv6 adries
= SLAAC
= Stateless DHCPV6
= Statefull DHCPv6

= Konfiguracia

(RSE_08 DHCP)



Reakcia na otazku v ankete

k predoslej prednaske - ACL

,»AKY je rozdiel medzi ACL a firewall-om ?“



Aky je rozdiel medzi ACL a firewall-om

Definovanie objektov na Cisco ASA (KIS siet)

object network KIS-VLAN-110-IPv4

subnet 192.168.110.0 255.255.255.0

description KIS WIFI VLAN 192.168.110.0/24
object network NAT-POOL-NEW

range 158.193.152.81 158.193.152.94

description KIS OUTSIDE NAT POOL 158.193.152.80/28
object network KIS-VLAN-30-IPv4

subnet 192.168.30.0 255.255.255.0

description KIS ECDL VLAN 192.168.30.0/24




Aky je rozdiel medzi ACL a firewall-om

Definovanie ACL na Cisco ASA (KIS siet)

access-1list vlanl0 multicast standard permit host 233.10.47.10
access-list VLAN1O-IN extended permit ip object-group WIFI-APS object
KIS-WLC-Int

access-list VLAN1O-IN extended deny ip object KIS-VLAN-10-IPv4 object
KIS-VLAN-255-IPv4

access-list VLAN1O-IN extended permit ip object KIS-VLAN-10-IPv4 any
access-list VLAN255-IN extended permit ip any any

access-list VPN-DISABLED-NAT extended permit ip object KIS-VLAN-10-IPv4
object KIS-VPN-NET

access-list VPN-DISABLED-NAT extended permit ip object KIS-VLAN-255-IPv4
object KIS-VPN-NET

access-list VPN-ALLOWED-NETWORKS standard permit 192.168.10.0
255.255.255.0

access-list VPN-ALLOWED-NETWORKS standard permit 192.168.255.0
255.255.255.0




Aky je rozdiel medzi ACL a firewall-om

Web GUI na Cisco ASA (KIS siet)

= Cisco ASDM 7.6(1) for &
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Komplexné ACL




Komplexné ACL

, . , .
= Mame tri typy komplexnych ACL D
= Dynamické (Dynamic) ACL ' |
= Pouzivatelia, ktori chcu komunikovat cez router sa musia najskor
nan prihlasit cez telnet

= Reflexivne (Reflexive) ACL

= Umoznuje prevadzke prechadzat smerom z dnu von,
v opacnom smere obmedzuje komunikaciu

= Casové (Time-Based) ACL
= Riadenie prevadzky podla Casu

Hnsk Tima Eased ACL



Dynamické ACL

= Princip zamka & kluc (lock-and-key)
= Dostupné len pre IP prevadzku
= Vyuziva extended ACL

= Pouzivatel, ktory chce ,prechadzat® cez smerovac, sa musi nan najprv prihlasit’ a
autentifikovat (telnet)

= Do extended ACL je pridana doc¢asna polozka, ktora mu umozni docasne
(na urcity Cas, napr. 120 min) komunikovat cez smerovac

= Ucel

= Poskytnutie doCasnej konektivity do siete pre vzdialenych pouzivatelov
= Vyhody

= Mechanizmus autentifikacie pouzivatelov

= Zjednoduseny manazment pristupu vo velkych sietach

= Obmedzenie prielomov do siete hackermi

= Vytvorenie dynamickych prechodov cez firewall (FW), bez obmedzenia inych
bezpecCnostnych restrikcii



Dynamické ACL

Priklad

2. Within a given time allowance, PC1 can use FTP,
HTTP to connect to R3.

ACL, ktory blokuje vSetko,
okrem moznosti telnetnut’
sanadanu IP na

smerovac
7 3 ACL zaznam, ktory sa aplikuje vtedy,
192.68.010 192.1683.10 ked sa niekto (I’Ub. Uiivatel,) l'JSpeéne
autentifikuje (telnet na smerovac).
Definuje sa Casovy interval, poCas
ktorého je vytvoreny doCasny ACL a
username peter password PS$STST 2018 uzivatel moze komunikovat' cez
— i smerovac akokolvek (ip any any),
/ default 120 min.
access-list 111 permit tcp any host 10.2.2.2 eq telnet /
access-list 111 dynamic MY DYNAMIC timeout 120 permit ip any any
1nF s 0/0/0 _ / Prikaz autocommand vytvori do¢asny ACL
ip access-group 1lll in A | zaznam (bude na dalsom slajde) v smere IN
. L pre rozhranie serial 0/0/0, na zaklade druhého
line vty 0 4 _ / zéznamu (MY_DYNAMIC). Tento docasny
autocommand access-enable timeout 5 zaznam expiruje po 5 minatach neéinnosti
login 1local usera, ¢o Specifikuje prikaz timeout.




Dynamické ACL
Priklad - pokracovanie

Router#fshow access-lists
Extended IP access list 111
10 Dynamic MY DYNAMIC permit ip any any
20 permit tcp any host 10.2.2.2 eq telnet (68 matches)

PC1 (192.168.10.10) cmd:
telnet 10.2.2.2
Trying 10.2.2.2

Connected to 10.2.2.2. Definuje dynamicky ACL
Escape character is '~]'. zaznam (template), ktory sa
User Access Verification docCasne nainstaloval potom,
ako sa uzivatel uspesne
Username: peter nalogoval a vytvoril sa pre
Password: PSTST_ 2018 neho pristup pomocou
Connection closed by foreign host. autocommand

Routerf#show access-lists

Extended IP access list 111

10 Dynamic MY DYNAMIC permit ip any any

permit ip host 192.168.10.10 any (time left 119)

20 permit tcp any host 171.68.117.189 eq telnet (68 matches)




Pouzitie dynamickych ACL
Odporucania

Max. 1 dynamicky ACL vo vnutri 1 rozSireného ACL
= Softvér akceptuje iba prvy definovany dynamicky ACL.
Nepridelovat rovnaké dynamické meno do iného ACL na 1 smerovaci

= Ak to urobime, znamena to, ze davame pokyn softvéru, aby znovu pouzil
existujuci ACL.

= VSetky pomenované polozky musia byt globalne jedineCné v ramci konfiguracie.
Priradovat atributy (polozky, statements) do dynamickeho ACL rovnhnakym
spb6sobom ako v beznom ACL.

= Docasné ACL polozky dedia atributy priradené tomuto ACL zoznamu.
Nakonfigurovat Telnet pre autentifikaciu uzivatelov na smerovac

= pre ziskanie pristupu cez dany smerovac, bude musiet user otvorit' Telnet relaciu
do smerovaca, aby bol autentifikovany



Pouzitie dynamickych ACL
Odporucania — pokrac.

|dle timeout definovat bud cez autocommand... (timeout 5), alebo definovat
absolutnu hodnotu neskor pri definovani ACL (timeout 120)

= Je mozné nakonfigurovat oba, potom ale idle timeout musi byt mensi ako absolute
timeout

Ak treba natiahnut Cas, mozno pouzit prikaz access-list dynamic-extend
= Na prediZenie absolute timera dynamického ACL o 6 minut.

= Prikaz umozmi otvorit novu Telnet relaciu do smerovaca na re-autentifikaciu pomocou
lock-and-key funkcie.

Jediné hodnoty, ktoré sa v doCasnych zaznamoch menia su zdrojova a ciefova IP
adresa, podla toho, Ci je dany ACL vyuzivany ako input alebo output ACL

= VSetky dalSie atributy ako port, sa dedia z hlavného dynamického ACL.

Kazdeé vlozenie doaCasnej polozky do dynamického ACL sa vzdy vlozi na zacCiatok
zo0znamu

= Nemozno definovat poradie doCasnych ACL poloziek.
DocCasné ACL polozky sa nikdy nezapisuju do NVRAM.



Reflexivne ACL (IP Session Filtering)

= Umoznuje otvarat (povolovat) IP toky (relacie)
z vnutra siete dynamicky

= Zakazuje, resp. nepovoluje toky z vonku dnu
= Reflexivhe ACL obsahuje len dynamické polozky
= Po resStarte nie su dostupné
= DokonalejSie ako established parameter v extended ACL
= Kontroluju sa aj iné parametre ako TCP Flag bity
= Pouzitie len s pomenovanymi extended ACL
= |nstalované pri starte relacie z vnutra siete
= Vyhody nasadenia
= Nasadenia na routre na rozhrani Internal/External net
= Lepsia ochrana siete vocCi utokom.
= Lepsia ochrana vocCi DoS a spoofing utokom.
= Jednoduchsia obsluha, vacsia kontrola nad prevadzkou.

Serial 0/0/0

PC A

192.168.1.324




Reflexivhe ACL <\ )

— —

g 3\99“ = il

el e -
/ — s011/0 %

209.165.200.225 /127

S0/0/1
10.2.2.1 /30

‘ Definujeme reflexivny
@ ) ACL, ktory prida

C = zdznamy dynamickej

relacie do rozsireného

ACL pre prevadzku,

ktora vznika vo vnutornej

sieti a smeruje do

externej siete

S0/0/0

10.1.1.1/30 T

10.2.2.2 130

192.168.10.0 /24 192.168.11.0 /24 Tento ACL porovna
! Applied on external interface for outbound dir%. VStUan prevadeU
R2 (config) #ip access-list extended EXTERNAL OUT voli zZAznamom
R2 (config-ext-nacl) #permit tcp any any reflect TRAFFIC , ) ’
R2 (config-ext-nacl) #permit udp any any eq domain reflect TRAFFIC ktoré sa tvoria
! Applied on external interface for inbound direction prltom akO
R2 (config) #ip access-list extended EXM — | prevadzka
R2 (config-ext-nacl) #evaluate TRAFFIC OdChédza Z
R2 (config) #int se 0/1/0 vnt]tornej siete von

R2 (config-if) #ip access-group EXTERNAL IN in
R2 (config-if) #ip access-group EXTERNAL OUT out




Casové (Time-Based) ACL

= V Cinnosti podobné extended ACL
= Len riadenie pristupu moze byt
definované Casom

= Cast dna, den, viacero dni a pod.
+ nadefinovana funkcia

R1 (config) #time-range EVERYOTHERDAY
Step 1 Rl (config-time-range) ¥periodic Monday Wednesday Friday 8:00 to
17:00

Rl (config) #access-1list 101 permit tcp 192.168.10.0 0.0.0.255
Step 2 any eq telnet time-range EVERYOTHERDAY

Rl (config) #interface s0/0/0
Step 3 Rl (config-if) #ip access-group 101 out




IPve ACL




Tvorba IPv6 ACL

Porovnanie IPv4 a IPv6 ACLs

= Su podobné, ale tieto 3 veci su v IPv6 inak:

= Aplikovanie IPv6 ACL prikazom:
= ijpve traffic-filter

= Nepouziva wildcard masky

- v IPv4 ACLs IPvé ACLs
= Pouziva sa prefix-length - Standard . Named only
= Mé niektoré podmienky navyée +  Numbered +  Similar in functionality to
+  Named IPv4 Extended ACL
= permiticmp any any nd-na + Extended
Numbered

= permit icmp any any nd-ns . Named




Konfiguracia IPv6 ACLs

Rl (config) # ipv6 access-list access-list-name

Rl (config-ipvé6-acl) # deny | permit protocol {source-ipvé-
prefix/prefix-length | any | host source-ipvé-address} [operator
[port-number]] {destination-ipvé-prefix/prefix-length | any |
host destination-ipvé-address} [operator [port-number]]

IPv6 Topology

S0/0M
) 2001:DB8:FEED:2::/64

S0/0/0
2001:DB8:FEED:1::/64 2

S0/0M1

S0/0/0
: 1

GO/
A

2001:DBE8:CAFE:10::/64 2001:DB8:CAFE:11::/64 | 2001:DB8:CAFE:30::/64

2001:DB8:CAFE:10::10 2001:DB8:CAFE:11::11  2001:DB8:CAFE:30::12/64

Rl (config) # interface s0/0/0
Rl (config-if) # ipvé traffic-filter NO-R3-LAN-ACCESS in




IPv6 ACL priklady

Rl (config) # ipv6é access-list NO-R3-LAN-ACCESS
Rl (config-ipv6-acl) # deny ipvé 2001:db8:cafe:30::/64 any
Rl (config-ipv6-acl)# permit ipv6é any any

Rl (config) # interface s0/0/0
Rl (config-if) # ipvé traffic-filter NO-R3-LAN-ACCESS 1in

Rl (config)# ipv6 access-list NO-FTP-TO-11

Rl (config-ipvo-acl) # deny tcp any 2001:db8:cafe:11l::/64 eq ftp

Rl (config-ipv6-acl) # deny tcp any 2001:db8:cafe:11l::/64 eq ftp-data
Rl (config-ipvé6-acl) # permit ipv6é any any

Rl (config-ipvo-acl) # exit

Rl (config)# interface g0/0

Rl (config-if) # ipvé traffic-filter NO-FTP-TO-1l1 in




IPv6 ACL priklady

| ipv6 access-list RESTRICTED-ACCESS

pvb-acl) # remark Permit access only HTTP and HTTPS to Network 10
pvbe-acl) # permit tcp any host 2001:db8:cafe:10::10 eq 80
pve-acl) # permit tcp any host 2001:db8:cafe:10::10 eq 443:]<:>
pvb-acl) # remark Deny all other traffic to Network 10

pve-acl) # deny ipvé any 2001:db8:cafe:10::/64(::)

pvb-acl) # remark Permit PC3 telnet access to PC2

pve-acl) # permit tcp host 2001:DB8:CAFE:30::12 host 2001:DB8:CAFE:11::11 «
pvb-acl) # remark Deny telnet access to PC2 for all other devices
pve-acl) # deny tcp any host 2001:db8:cafe:11::11 eq 23(:)
pvbe-acl) # remark Permit access to everything else

pvbo-acl) # permit ipv6é any anyo

pvb-acl) # exit

interface g0/0

f)# ipvé traffic-filter RESTRICTED-ACCESS ino

-




Overenie IPv6 ACLs

R3#show ipvé interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Global unicast address(es):
2001 :DBB:CAFE:30::1, subnet is 2001:DB8:CAFE:30::/64

Input features: Access List
Inbound access list RESTRICTED-ACCESS

<some output omitted for brevity=

Ri¥show access-lists

IPvé access list RESTRICTED-ACCESS
permit tcp any host Z2001:DB8:CAFE:10::10 eg www sequence 20
permit tcp any host Z2001:DB8:CAFE:10::10 eg 443 sequence 30

deny ipv6e any 2001:DB8:CAFE:10::/64 sequence 50
permit tcp host 2001:DB8:CAFE:30::12 host 2001:DBE:CAFE:11::11 eq
telnet sequence 70

deny tcp any host Z001:DB8:CAFE:11::11 eg telnet sequence 90

permit ipvé any any segquence 110
R3#




Dynamic Host Configuration Protocol

DHCPv4

RFC 2131



Dynamicka konfiguracia hostov

= Pomocou doplnkovej sietovej sluzby
= Musi byt v sieti nainStalovana, nakonfigurovana a spustena
= Historicky vyvoj:
= A) Reverse Address Resolution Protocol (RARP):
= Klient/Server dotazovanie, ziska len vlastnu adresu; treba nakonfigurovat RARP table

= B) BOOTstrap Protocol (BOOTP):
= K/S, stanica ziska okrem svojej IP adresy aj adresu routra, servera
= Obmedzeny pocet konfig. Parametrov (vendor extensions)
= Pouziva 2-fazovy konfig. Proces
= klient nerobi rebind/renew konfiguraciu so serverom, okrem restartu

= C) Dynamic Host Configuration protocol (DHCP):
= K/S, stanici pridelena adresa len kym komunikuje, pri novom prihlaseni nova adresa
= Pouziva 1-fazovy konfig. Proces (negociacia IP aj vSetkého ostatneho info)
= Sirokd mnozina konfig. Parametrov (options)
= neptorebuje restart, rebind/renew sa deje automaticky, po istom casovom intervale




Dynamic Host Configuration Protocol

= Klient / Server protokol

v v . ’ . . I, I;rlu:utnanTCF'_a'lF'wi (Internet Protocol Version 4) — vlastnosti | >
= Umoznuje klientom (koncovym staniciam) { -
vyziadat od DHCP servera konfiguracné e
parametre | méete ota nastaven 35&? E tomaticy. Ak, malby S0
- . , . , spravne nastavenie pofiadat’ spraveou siete,
= Servery a smerovadée by mali mat statické IP ¢ ~
ad res ] (@) Ziskat' adresu IP automaticky
. y . ‘ () Pousit’ tito adresu IP:
= Vieme preco? ]
= Najpouzivanejsie parametre ]
= IP adresa, sietova maska, IP adresa default | BN
gateway, IP ad resa DNS servera f (@) Ziskat' adresu servera DNS automaticky
o D H C P ko m p O n en ty () Pousit' tieto adresy serverov DNS:| |
= DHCP klient T
= Ma ho vacsSina modernych OS
[ | DHCP Server 1 Pri skondeni overit’ nastavenie Spresnit’...
* Relay Agent - Zruse

= Prechod DHCP ziadosti cez smerovac




DHCP komponenty

= DHCP klient

= Ziada o konfiguraéné parametre DHCP server
= L2 Broadcast
= OS Windows:
= M&zeme riadit prikazom ipconfig
= DHCP Server

= Serverovska entita

= Proces moze byt spusteny na smerovaci alebo na
dedikovanom serveri

= Spravuje IP adresnu mnozinu
= a iné konfiguracné parametre

= Prideluje ich na poziadanie DHCP klientom
= Relay agent

= Umoznuje prechod DHCP ziadosti cez L3
zariadenie




Alokacia IP adresy

= Dynamicka Alokacia
= Prideli IP adresu ziadujucej stanici na
Specifikované ¢asové obdobie

= Potom nastava uvolnenie adresy
alebo obnovenie prenajmu

= Automaticka Alokacia

= DHCP server priradi automaticky
stanici permanentnu staticku adresu z
rozsahu

= Manualna Alokacia
= Vyzaduje konfiguraciu DHCP servera
= Prideli ziadujucej stanici vzdy rovnaku
IP adresu




Client A Server

L 27
P ?7* The DHCP Client sends a directed IP broadcast, with a DHCP request 192.168.1.254/24 U
\ packet. In the simplest case, there is a DHCP server on the same segment, /\ I
which will pick up this request. The server notes the GIADDR field is blank, 0
so the client is on the same segment. The server also notes the hardware \
address of the client in the request packet. \\: -U
0 O«
N -
0 0 (/)]
Ethernet Il Frame P UDP DHCP Discover
SRC MAC: MAC A SRC IP: ? UDP | CIADR: ? GIADDR: ?
DST MAC: FF.FF:FF.FF:FF:FF | DST IP: 255.255.255.255 | 67 Mask: ? CHADDR: MAC A
DHCP Offer
SRC MAC: MAC DHCP Serv SRC IP: 192.168.1.254 UDP | CIADR: 192.168.1.10 GIADDR: 192.168.1.1
DST MAC: MAC A DST IP: 192.168.1.10 68 Mask: 255.255.255.0 CHADDR: MAC A
MAC: Media Access Control Address -
CIADDR: Client IP Address The DHCP server picks an IP address from the available pool for that
GIADDR: Gateway IP Address segment, as well as the other segment and global parameters. It puts them
CHADDR: Client Harware Address into the appropriate fields of the DHCP packet. It then uses the hardware
address of A (in CHADDR) to construct an appropriate frame to send back
to the client.




DHCP cinnost’' - DORA = Mdze klient dostat

Vi nuk?
DHCP Client DHCP server ac pO u
Server 1 Client Server 2
S
Q
NS
DHCP Discover
(L2 broadcast)
DHCP Offer l
(L2 unicast)
l DHCP Request
(L2 broadcast)
DHCP ACK l
(L2 unicast)
>

= Discover — niekedy uz méze byt s navrhom IP adresy — uvazujme kedy asi?
* Request — uvazujme preco broadcastom?
= ACK —iba vynimocCne server posle NACK - uvazujme kedy asi?




Konfiguracia DHCP servera na smerovaci Cisco

= Konfiguracia DHCP servera sa vykonava v GKR
= Pozostava z viacerych krokov:

= Spustenie sluzby a pomenovanie konfiguracie

= Na jednom smerovaci méze byt spravovanych viac DHCP rozsahov
= Nastavenie parametrov DHCP sluzby

= |P rozsah, z ktorého sa budu pridefovat adresy a sietové masky

= Adresa defaultného gateway-a

= Adresa DNS servera

= Inych parametrov
= DHCP parametrov je az okolo 50




DHCPv4

Priklad: Nakonfiguruj DHCP server pre LAN1

Tretia podsiet’
(prepoj):
172.16.255.192

k ISP: doda ISP

Romulus

Prva podsiet’ Druha podsiet’

Tristan Isolda

(LANT): (LAN2):
172.16.255.0 172.16.255.128
255.255.255,192

255.255.255.128




DHCPV4
Konfiguracia DHCP servera na smerovaci Cisco

Romulus (config) #ip dhcp pool Moj DHCP

= Spustenie DHCP sluzby a pomenovanie adresného rozsahu (,pool”)
= Zmenil sa prompt
= Som v submaode konfiguracie DHCP sluzby

Romulus (dhcp-config) #network 172.16.255.0 255.255.255.128
Romulus (dhcp-config) #default-router 172.16.255.1

Romulus (dhcp-config) #dns-server 195.146.132.59

Romulus (dhcp-config) #fexit

= Nastavenie adresného rozsahu, ktory bude DHCP sluzba riadit' pri pridelovani IP adries
= Nastavenie defaultného gateway-a pre klientov




Konfiguracia DHCPv4 servera

Zoznam inych parametrov

Romulus (dhcp-confiqg) #?
DHCP pool configuration commands:

accounting
bootfile

class
client-identifier
client-name
default-router
dns-server
domain-name

exit
hardware-address
host

import

lease
netbios-name-server
netbios-node-type
network
next-server

no

option

origin

relay

--More--

Send Accounting Start/Stop messages
Boot file name

Specify a DHCP class

Client identifier

Client name

Default routers

DNS servers

Domain name

Exit from DHCP pool configuration mode
Client hardware address

Client IP address and mask
Programatically importing DHCP option parameters
Address lease time

NetBIOS (WINS) name servers

NetBIOS node type

Network number and mask

Next server in boot process

Negate a command or set its defaults
Raw DHCP options

Configure the origin of the pool
Function as a DHCP relay




DHCPvV4
Nastavenie DHCP klienta v os windows 10

= Start — Control Panel — Network connections — right click on an interface
— Choose properties

[,'3;] Ethernet — vlastnosti pod Protokol TCP/1Pwvd (Internet Protocol Version 4) — vlastnosti >
Siet'  Zdielanie VEeobené  Alternativna konfiguréda
Pripajit' pomocou: Ak siet’ podporuje automaticke priradenie nastavenia protokolu IR,
_ mazete toto nastavenie ziskat automaticky. Ak nie, mali by ste o
P Reattek PCle GBE Family Controller sprévne nastavenie pofiadat spréveu siete,
Konfigurovat'.. (®) Ziskat' adresu IP automaticky
Toto pripojenie pouiiva tisto poloZky: () Pouit’ tito adresu IP:
&3 Client for Microsoft Networks A Ldress TP | . . . |
’:]? File and Printer Sharing for Microsoft Networks
9 VitualBox NDISE Bridged Networking Driver Maska podsiste: . . .
"] 5 . -
]?QDS Packet Scheduler Fradvolens brana: | . . . |

'8 Protokol TCP/1Pwvd (Intemet Protocol Version 4)

L] s Microsoft Network Ad Muttiplexor Protocol
A PSS e apter Mulliplexor Frotoco (®) Ziskat adresu servera DNS automaticky

. Microsoft LLDP Protocol Driver W
£ » () Poufit tieto adresy serveray DNS:
. . . Pref ' DS . . .
Ingtalovat’... Odintalovat Wastnosti PR s | |
Popis Albernativrey server DhS: | . . . |

Protokol Transmission Control Protocol/Intemet Protocol.
Predvoleny protokol sieti WAN, ktory zabezpecuje
komuniliaciu medzi rézrymi navzajom prepojenymi sietami. Pri skonceni overit’ nastavenie Spresnit...

OK FruEit’




, . . C:\Users\janauripconfig /?
Ovladanie DHCP klienta ’ ’ :
USAGE:
i Confl ipconfig [/allcompartments] [/? | fall |
F) g} /renew [adapter] | /release [adapter] |
/renew6 [adapter] | /release6 [adapter] |
/flushdns | /displaydns | /registerdns |
/showclassid adapter |
/setclassid adapter [classid] |
/showclassidé adapter |
/setclassidb adapter [classid] |
where
adapter Connection name
{(wildcard characters * and ? allowed, see examples)
Options:
/3 Display this help message
fall Display full configuration information.
/release Release the IPv4 address for the specified adapter.
/releaseb Release the IPv6 address for the specified adapter.
/reneu Renew the IPv4 address for the specified adapter.
/reneuwb Renew the IPv6 address for the specified adapter.
/flushdns Purges the DNS Resolver cache.
/registerdns Refreshes all DHCP leases and re-registers DNS names
fdisplaydns Display the contents of the DNS Resolver Cache.
/showclassid Displays all the dhcp class IDs allowed for adapter.
fsetclassid Modifies the dhcp class id.
/showclassidb Displays all the IPv6 DHCP class IDs allowed for adapter.
/setclassid6e Modifies the IPv6 DHCP class id.

The default is to display only the IP address, subnet mask and
default gateway for each adapter bound to TCP/IP.

For Release and Renew, if no adapter name is specified, then the IP address
leases for all adapters bound to TCP/IP will be released or renewed.




Overenie ziskanej IP adresy

ipconfig

C:\Users\janau>ipconfig /all

Windows IP Configuration

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. . .
Autoconfiguration Enabled .
IPv6 Address. . .
Link-local IPv6 Address
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires

Default Gateway .

DHCP Server .
DHCPve6 IAID .
DHCPv6 Client DUID.
DNS Servers .
NetBIOS over Tcpip.

Intel(R) Dual Band Wireless-AC 3160

: DO-7E-35-E/-OE-37
: Yes

: Yes

: 2001:acad:
: fe80::6ce4:4b68:db81:65ec%8(Preferred)
: 192.168.100.6(Preferred)

: 255.255.255.0

racad:1(Preferred)

Friday, November 10, 2017 8:47:38 AM
Friday, November 17, 2017 3:16:53 AM

: fe80: :1%8

192.168.100.1

: 192.168.100.1
: 147881525

: 00-01-00-01-1C-8D-36-AF-FO0-76-1C-6C-8A-66
: 192.168.100.1

Enabled



DHCPvV4
Overenie nastavenia DHCP na smerovaci

Romulus#sh run
Building configuration...

Current configuration : 859 bytes
]

Qersion 12.4
[

6utput omitted

!

!

ip dhcp pool Moj DHCP
network 172.16.255.0 255.255.255.128
default-router 172.16.255.1
dns-server 195.146.132.59

!

!

Output omitted

!




DHCPvV4
Overenie cinnosti DHCP na smerovaci

= Vypis zoznamu pridelenych IP adries

Romulus#show ip dhcp binding

Bindings from all pools not associated with VRF':

IP address Client-ID/ Lease expiration
Hardware address/
User name

172.16.255.2 0100.1c23.203a.28 Nov 15 2018 09:23 AM

Type

Automatic




DHCPV4

Vymazanie DHCP statistik

Romulus# show ip dhcp binding

Bindings from all pools not associated with VRF':

IP address Client-ID/ Lease expiration Type
Hardware address/

User name

172.16.255.2 0100.1c23.203a.28 Jan 10 2008 09:23 AM Automatic

Romulus# clear ip dhcp binding
% Incomplete command.

Romulus# clear ip dhcp binding *

Romulus# show ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/

User name




DHCPv4
Vynatie urcitého rozsahu IP adries z DHCP rozsahu

= Konfiguruje sa v GKR mode

= Vyuzitie ak chcem vyclenit z adresneho priestoru DHCP servera Cast adries
ktoré sa nebudu dynamicky pridelovat

= Napr. prvych 50 adries

Romulus#configure terminal
Romulus (config) #ip dhcp excluded-address 172.16.255.1 172.16.255.50

Romulus (confiqg) # /
// /

Od: Dolna Do: Horna
IP addresa IP addresa




Uvol'nenie (release) a vyziadanie novej IP adresy

C:\Users\janau>ipconfig /release
Windows IP Configuration
Wireless LAN adapter Wi-Fi:
Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::dc70:91f4:262f:5e94%4
Default Gateway . . . . . . . . . : fe80::1%4
C:\Users\Janka>ipconfig /renew
Windows IP Configuration

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::dc70:91£f4:262f:5e94%4
IPv4 Address. . . . . . . . . . . :192.168.100.15

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::1%4

192.168.100.1




DHCPV4

Diagnostika DHCP

Romulus# debug ip dhcp server events

Romulus#

*Jan 9 10:02:16.063: DHCPD: Sending notification of DISCOVER:
*Jan 9 10:02:16.063: DHCPD: htype 1 chaddr 001lc.2320.3a28

*Jan 9 10:02:16.063: DHCPD: remote id 020a0000acl0££0101000000
*Jan 9 10:02:16.063: DHCPD: circuit id 00000000

*Jan 9 10:02:16.063: DHCPD: Seeing if there is an internally

specified pool class:
*Jan 9 10:02:16.063: DHCPD: htype 1 chaddr 001lc.2320.3a28

*Jan 9 10:02:16.063: DHCPD: remote id 020a0000acl0££0101000000
*Jan 9 10:02:16.063: DHCPD: circuit id 00000000

*Jan 9 10:02:18.063: DHCPD: client requests 172.16.255.51.

*Jan 9 10:02:18.063: DHCPD: Adding binding to radix tree
(172.16.255.51)

*Jan 9 10:02:18.063: DHCPD: Adding binding to hash tree

*Jan 9 10:02:18.063: DHCPD: assigned IP address 172.16.255.51 to

client 0100.1c23.203a.28.

6ﬁ£put omitted




Diagnostika DHCP

Statistiky

Remulus# sh ip dhcp server statistics

Memory usage
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

Message
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

23340

eceived

o
ﬂ




Diagnostika DHCP

Stav adresného rozsahu

Remulus# sh ip dhcp pool
Pool Moj DHCP

UtilizaTion mark (high/low)

Subnet size (first/next)

Total addresses

Leased addresses

Pending event

1 subnet is currently in the pool
Current index IP address range

172.16.255.3 172.16.255.1

Leased addresses
- 172.16.255.126 1




DHCPV4

Konfiguracia dynamickej adresy na smerovaci

ISP#sh run
E%%% E%%; ip dhcp pool DHCP client
Remulus network 192.168.10.0 /24
(DHCP client) (DHCP server) default-router 192.168.10.1

Remulus (config) #int fa 0/0

Remulus (config-if) #ip address dhcp

Remulus (config-if) #+2

Remulus#

*Mar 1 00:06:46.927: %SYS-5-CONFIG I: Configured from console by console

*Mar 1 00:06:57.379: %DHCP-6-ADDRESS ASSIGN: Interface FastEthernet0/0 assigned
DHCP address 192.168.10.2, mask 255.255.255.0, hostname Remulus

Remulus#sh ip int fa 0/0

FastEthernet0/0 is up, line protocol is up
Internet address is 192.168.10.2/24
Broadcast address is 255.255.255.255
Address determined by DHCP




Relay Agent

DHCP discover
(L2 Bcast)
kon¢i na L3
zariadeni.

Ako rieSit
dosazitelnost’
DHCP servera?

DHCP server

Spustit na LAN
rozhraniach
DHCP relay
agenta

Relay agent
transformuje
DHCP bcast na IP
unicast a preposle
ho na cielovu IP
adresu DHCP
Servera




DHCPV4

Spustenie DHCP relay

Remulus (config-if)# ip helper-address IP ADRESA

= Preposiela nasledujuce UDP sluzby:

= Port 37: Time

= Port 49: TACACS

= Port 53: DNS

= Port 67: DHCP/BOOTP server

= Port 68: DHCP/BOOTP client

= Port69: TFTP

= Port 137: NetBIOS name service

= Port 138: NetBIOS datagram service
= Specifikacia dalSich cez:

= |p forward-protocol




DHCPvV4 ISP#sh run

KonfiguréCia IP DHCP relay ip dhcp pool LAN Remus
network 172.16.255.0 255.255.255.0
default-router 172.16.255.1

Remulus (config) #int fa 0/0
Remulus (config-if)# ip helper-address 192.168.1.1
Remulus#sh run int fa 0/0

' Fa0/0
interface FastEthernet0/0

ip address 172.16.255.1 255.255.255.0 Remulus ISP
ip helper-address 192.168.1.1

duplex auto

speed auto

Remulus#show ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

172.16.255.2 0102.004c.4£4f.50 Mar 02 2002 12:07 AM Automatic




DORA - pOh I,ad na proces int vian 13 : 10.10.13.1/24

int vlan 14 : 10.10.14.1/24
int ¥lan 111 : 10.10.111.1/24

z Wiresharku (Relay agent) sy nimisssi,,,

--=
G1/0/2

I

|

|

I

|

|

DHCP Server {

Fa 1/0/19 [VLAN 13] 192.168.200.1 Il

CAT2(C3750-24P) I

10.10.10.3 |

|

I

|

|

|

|

— |

|

|

Wired PC |

|

Tirne Source Destination Protocol Length RS5SI  Info
DI LW, LJd. LW, JLoJdi§ Jdi W g LT e iAW T EL™T W, W, LJL3 L LI"IIN ™ L [ I W LW W | LI|I.-I=I j 0N T DLAWE .L’A.{_.I. -
90 10:13:16.530908 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 0x9f2f9e60
91 10:13:16.535700 10.10.13.3 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID Ox9f2f9e60
92 10:13:16.536504 0.0.0.0 255.255.255.255 DHCP 363 DHCP Request - Transaction ID 0x9f2f9e60
93 l@:l§:16.5401_09 10.10.13.3 255.255.255.255 DHCP 342 DHCP ACK —_Trgnsact'inn_ID_UxE_}'FZ'FQEED
94 10:13:16.612576 Dell_65:8Ff:3/ Broadcast ARP 42 who has 10.10.13.17 Tell 10.10.13.11

95 10:13:16.617046 Al1-HSRP-router:Dell_65:8f:37 ARP 60 10.10.13.1 is at 00:00:0c:07:ac:01




Wireshark: DHCP Discover

Frame 19: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet II, Src: Dell_65:8f:37 iSc:Zﬁ:Da:ES:Bf:H?), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
+ Destination: Broadcast
# Source: Dell_65:8F:37 [{(5c:26:0a:65:87:37)]

Type: IF (Ox0800)
Internet Protocol Version 4,|5rc: 0.0.0.0 (D.D.D.D),lggt: 355.355.355.255|(255.255.255.255)

User Datagram Protocol, Src Fort: bootpc (68), Dst Port: bootps (67)
Source port: bootpc (68
[oestination port: bootps LorJ)

Length: 308
& Checksum: 0x0145 [validation disabled]
Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox08c0659a
Seconds elapsed: O
# Bootp flags: OxB000 (Broadcast)
Client IP address: 0.0.0.0 (0.0.0.0)
your {client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Dell_65:8fF:37 (5c:26:0a:65:8F:37)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP

# option: (t=533,T1=1) DHCP Message Type =|DHCP Discover|

# option: (t=61,1=F) Client identifier

# option: (t=12,1=7) Host Name = "BDWP2Ql"

# option: (t=60,1=B) vendor class identifier = "MSFT 5.0"

option: (t=55,1=12) Parameter Request List




Wireshark: DHCP Offer

# Frame 20: 342 bytes on wire (2736 bits 342 bytes captured (2736 bits)

= Ethernet II, [Src: Cisco_a7:ff:48 (00:1a:e3:a7:ff:48)} |Dst: Broadcast (ff:ff:ff:ff:ff:ff)|
# Destination: Broadcast (TT:TT:TT:TT:TT:TT)
# Source: Cisco_ar:ff:48 (00:1la:e3:a7:ff:48)

Type: IP (0x0800)
Internet Protocol version 4,[src: 10.10.13.3](10.10.13.3),[Dst: 255.255.255. 255 |(255. 255. 255. 255)
= User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

Source port: bootps (67)

Destination port: bootpc (68)

Length: 308

# Checksum: 0x2a36 [validation disabled]
= Bootstrap Protocol

Message type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: Ox08c0659%a

seconds elapsed: 0

& Bootp flags: OxBOOO (Broadcast)
Client IP address: 0.0.0.0 (0.0.0.0)
yvour {(client) IP address: 10.10.13.10 (10.10.13.10)
Next serwver IP address: 192.168.200.1 (192.168.200.1)
Relay agent IP address: 10.10.13.3 (10.10.13.3)
Client maC address: Dell_65:8F:37 (5c:26:0a:65:8F:37)
Client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
Magic cookie: DHCP
option: (t=53,1=1) DHCP Message Type =
option: (t=1,1=4) Subnet Mask = 255.255.255.0
option: (t=58,1=4) Renewal Time value = 12 hours
option: (t=59,1=4) Rebinding Time value = 21 hours
option: (t=51,1=4) IP Address Lease Time = 1 day
option: (t=54,1=4) DHCP Server Identifier = 192.168.200.1
option: (t=15,1=8) Domain Name = "mrn.com"
option: (t=3,1=4) Router = 10.10.13.1
option: (t=6,1=4) Domain Name Server = 192.168.200.1

HEFFERHEERBEE




Wireshark: DHCP Request

[+ Frame 21: 363 bytes on wire (2904 bits), 363 bytes captured (2904 bits)
= Ethernet II, src: Dell_65:8f:37 (5c:26:0a:65:8F:37), Dst: Broadcast (ff:ff:ff:ff:.fF:Ff)
HfDestination: Broadcast (fr:fT:Tr:fT:Tr:fT)
HlSDurcE: Dell_65:8F:37 (5c:26:0a:65:8F:37)
Type: IF (Ox0800)
Internet Protocol version 4,[Src: 0.0.0.0](0.0.0.0), [Dst: 255.255.255.255] (255.255.255.255)
User Datagram Frotocol, Src Port: bootpc (68), DSt Port: bootps (6?)
Source port: bootpc (68)
Destination port: bootps (67)
Length: 329
# Checksum: 0x015a [validation disabled]
= Bootstrap Frotocol
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: Ox08c0659a
seconds elapsed: O
# Bootp flags: OxB8000 (Broadcast)
Client IP address: 0.0.0.0 (0.0.0.0)
yYour {client) IP address: 0.0.0.0 {0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IF address: 0.0.0.0 (0.0.0.0)
Client MAC address: Dell_65:8F:37 (5c:26:0a:65:8F:37)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not giwven
Magic cookie: DHCF
option: (t=53,7=1) DHCP Message Type =[DHCF Request |
option: (t=61,1=7) Client identifier
option: (t=50,1=4) Requested IF Address = 10.10.13.10
option: (t=54,1=4) DHCF Server Identifier = 192.168.200.1
option: (t=12,1=7) Host Name = "BDwP2Ql"
option: (t=81,1=21) Client Fully qualified Domain Name
option: (t=60,1=8) vendor class identifier = "M5FT 5.0"
option: (t=55,1=12) Parameter RequestT List

o®

3 I 3




Wireshark: DHCP Ack

F Frame 22: 342 bytes on wire (2?36 b1t5) 342 bytes captured (2736 bits)
= Ethernet II, Src: Cisco_3 7:ff:48), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
® Destination: Broadcast Wff:ff:ff:ff:ff:ff)
F Source: Cisco_af:ff:48 ila:ed:arff:
Type: IP (0x0800)
Internet Protocol version 4, |src: 10.10.132.3|(10.10.12.3), |Dst: 255.255.255. 255 |(255.255. 255. 255)
User Datagram Protocol, 5Src Port: bootps (67), Dst Port: bootpc (68)
Source port: Dootps (67)
Destination port: bootpc (68)
Length: 308
® Checksum: Oxafel [validation disabled]
= Bootstrap Protocol
Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox08c065%a
Seconds elapsed: 0
# Bootp flags: OxBOOO (Broadcast)
Client IP address: 0.0.0.0 (0.0.0.0)
your (client) IP address: 10.10.13.10 (10.10.13.10)
Next serwver IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 10.10.12.3 (10.10.13.3
Client MAC address: DE'I'I_ES:BF:3?
Client hardware address padding: 00000000000000000000
Server host name not giwven
Boot file name not given
Magic cookie: DHCP
option: (t=53,1=1) DHCP Message Type =
option: (t=58,1=4) Renewal Time value = 12 hours
option: (t=59,1=4) Rebinding Time value = 21 hours
option: (t=51,1=4) IP Address Lease Time = 1 day
option: (t=54,1=4) DHCP Serwver Identifier = 192.168.200.1
option: (t=1,1=4) Subnet Mask = 255.255.255.0
option: (t=15,1=8) Domain Name = "mrn.com"
option: (t=3,1=4) Router = 10.10.13.1
option: (t=6,1=4) Domain Name Server = 192.168.200.1

o®E

3 Y Y




Overenie cinnosti DHCP

Zisti Ci nie je vypnuta DHCP sluzba
= Hladaj v running no service dhcp
Zisti Ci nie je IP adresny konflikt
" sh 1p dhcp conflict
Overenie fyzickej topologie
= Ci mam priamo dostupny DHCP server
= Ak je vinej LAN or VLAN: ip helper-address

Testnutie konektivity
= pridelenim statickej adresy a ping

.

Zistit Ci DHCP prideluje IP adresu zo spravneho rozsahu



Overenie Ci server prijima DHCP

Remulus#debug ip packet detail
Remulus#undebug all




Overenie Ci server prijima DHCP

Remulus#debug ip packet detail
Remulus#undebug all

Remulus#conf t

Remulus (config) #faccess-1ist 100 permit ip host 0.0.0.0 host 255.255.255.255
Remulus (config) #fexit

Remulus#debug ip packet detail 100

*Mar 1 00:01:54.623: %SYS-5-CONFIG I: Configured from console by consoleIP packet
debugging is on (detailed) for access list 100

*Mar 1 00:02:47.795: IP: s=0.0.0.0 (FastEthernet0/0), d=255.255.255.255, len 32 8, rcvd 2
*Mar 1 00:02:47.799: UDP src=68, dst=67
*Mar 1 00:02:49.863: IP: s=0.0.0.0 (FastEthernet0/0), d=255.255.255.255, len 35 3, rcvd 2
*Mar 1 00:02:49.867: UDP src=68, dst=67




Overenie Ci server prijima DHCP

Remulus#debug ip dhcp server events

*Mar 1 00:04:22.823: DHCPD: Sending notification of DISCOVER:

*Mar 1 00:04:22.827: DHCPD: htype 1 chaddr 0200.4c4f.4£50

*Mar 1 00:04:22.827: DHCPD: remote id 020a0000acl0££0100000000

*Mar 1 00:04:22.827: DHCPD: circuit id 00000000

*Mar 1 00:04:22.831: DHCPD: Seeing if there is an internally specified pool class:
*Mar 1 00:04:22.831: DHCPD: htype 1 chaddr 0200.4c4f.4£50

*Mar 1 00:04:22.835: DHCPD: remote id 020a0000acl0££0100000000

*Mar 1 00:04:22.835: DHCPD: circuit id 00000000

*Mar 1 00:04:24.839: DHCPD: client requests 172.16.255.2.

*Mar 1 00:04:24.839: DHCPD: Adding binding to radix tree (172.16.255.2)

*Mar 1 00:04:24.843: DHCPD: Adding binding to hash tree

*Mar 1 00:04:24.843: DHCPD: assigned IP address 172.16.255.2 to client 0102.004c.4£f4f.50.
*Mar 1 00:04:24.863: DHCPD: Sending notification of ASSIGNMENT:

*Mar 1 00:04:24.867: DHCPD: address 172.16.255.2 mask 255.255.255.0

*Mar 1 00:04:24.867: DHCPD: htype 1 chaddr 0200.4c4f.4£50

*Mar 1 00:04:24.871: DHCPD: lease time remaining (secs) = 86400

*Mar 1 00:04:26.907: DHCPD: checking for expired leases.




Dynamic Host Configuration Protocol

DHCPVG6




Global Unicast — pripomienka

Unicastoveé IPv6 adresy

= Musi byt jedninecCna v celom Internete (podobne ako verejna adresa v IPv4)
= Je smerovatelna v internete

i
: Global Routing Prefix Subnet ID Interface ID
|

Range of first hextet:

0010 0000 0000 0000 (2000)

to
0011 1111 1111 1111 (3FFF)

= Aktualne sa predeluju iba rozsahy 2000::/3
= t.j. iba 1/8 celého IPv6 priestoru adries

= na 3 bitoch = 23 mozZnosti, ale prideluje sa iba 1 moznost z nich (001), preto:
= prvy hextet je v rozsahu od 2000 po 3FFF

= 2001:0DB8::/32 je vyhradena adresa pre dokumentacné ucely




Global Unicast — pripomienka

Ako ju citat’ a intrepretovat’

= To Co v IPv4 boli vyhradené adresy vramci

" Interface ID - podobne ako ,host nejakeho subnetu (adresa siete a broadcast),

portion® v |IPv4, ?Ive vola, sa inak, lebo uz v IPV6 nie st vyhradené:
v IPv6 1 host mGze mat viac IPv6 ) . ,
: ka>dé : h : * Samé 1tky — mozno pouzit, lebo v IPv6 nemame
adries pre kazde svoje rozhranie broadcast, ale.. vrchnych 128 adries je
Interface ID = Y .
Prefix = 4 hextets 4 hextets rezervovanYCh bre ad resy. «
,Subnet anycast")
r / v o 2001:DB8:ACAD:1::
2001:DB8:ACAD:1::10 /64 od FFFF:FFFF:FFFF:FFO0
do FFFF:FFFF:FFFF:FFFF
o Aktualne sa vyuziva iba jedna ....FE,
Prefix = 4 hextets Interface ID = 4 hextets pre Mobile IPv6 Home-Agents anycast
( Y A . . ‘o : .
* Samé 0 — mozno pouzit, ale... je to rezervované

2001:0DB8:ACAD:0001:0000:0000:0000:0010 /64 ) , ©
pre anycastovu adresu ,Subnet-Router®, takze sa

pridefuje iba smerovacom

Global Routing Prefix= 2001:0DB8:ACAD

SubnetIiD= 0001 o 2001:DB8:ACAD:1::

Interface ID= 0000:0000:0000:0010



Global Unicast — pripomienka

Staticka konfiguracia na smerovaci

2001:0DB8:ACAD:1::/64
10
» 2001:0DB8:ACAD:3::/64

1
Il

2001:0DB8:ACAD:2::/64

S0/0/0
Rl (config) #interface gigabitethernet 0/0
Rl (config-if) #ipv6é address 2001:db8:acad:1::1/64
Rl (config-if) #no shutdown
Rl (config-if) #exit
Rl (config) #interface gigabitethernet 0/1
Rl (config-if) #ipv6é address 2001:db8:acad:2::1/64
Rl (config-if) #no shutdown
Rl (config-if) #exit
Rl (config) #interface serial 0/0/0
Rl (config-if) #ipv6é address 2001:db8:acad:3::1/64
R1 (config-if) #clock rate 56000
Rl (config-if) #no shutdown




Global Unicast — pripomienka

Staticka konfiguracia na pocitaci

L"- Wi-Fi
L =L} -
ol § wicFi - viastnosti X
Protokol TCP/IPvE (Internet Protocol Version B) — vlastnosti >
Siet'  Zdielanie
VEeobecne
Pripojit’ pomocou:
I? Intel(R) Centrino(R) Advanced-N 6205 Ak siet’ podporuje automaticke priradenie nastavenia protokolu IPvé, méfete toto nastavenie

ziskat' automaticky. Ak nie, mali by ste o spravne nastavenie poZiadat’ spravcu siete.

Toto pripojenie pouZiva tisto poloZky: (7) Ziskat' adresu IPvE automaticky
#3005 Packet Scheduler M (@) Poudit’ tito adresu IPvE:
)
v & Protokal TCP/1Pv4 (Intemet Protocol Version 4) Adresa IPVE: | 200 1:db3:acad: 1:: 100 |
O 4 Microsoft Network Adapter Multiplexor Protocol
. Microsoft LLOP Protocol Driver Dlzka predpony podsiete:
Protakol TCP/IPvE (Intemet Protocol Version &) N
e —— - . = . m GG 'tﬁ“ ' Predvolena brana: | 2001:db&sacad: 1::1 |
4 Odpovedajlice zaradenie zistovania topoldgie drovne -
& Vstupno-vystupny ovladad mapovaca zistovania topold v )
< > Ziskat adresu servera DMNS automaticky
(@) Pouit’ tieto adresy serverov DNS:
Ingtalovat'... Ddinstalovat Wastnosti
Pooi Preferovany server DMS: | 2001:4360:4360:: 3533 |
opis
Protokol TCP/AIP verzie 6. Najnovéia verzia intemetového Alternativny server DNS: | 2001:4360:4360::3844) |

protokolu, ktory zabezpeduje komunikaciu medzi rézrymi
Navzajom prepojenymi siet'ami.
[ ] Pri skondeni overit' nastavenie Spresnit, ..

oK Zst Zruiit

= Rovnako by to fungovalo, keby sme pouzili link-local adresu pre GW




Global unicast — pripomienka

Global Unicast - Dynamicka konfiguracia IPv6 adresy

Smerovac posiela rozhranim informacie vSetkym

Host posle ziadost o svoje
adresné informacie vSetkym IPv6
smerovacom — ICMPV6 tzv.

router solicitation spravu (RS)
o ciel.lP:; IPv6 all-routers multicast

IPv6 uzlom na sieti ICMPV6 - tzv. router

« Aj ako odpoved na RS spravu

« Akeé presne info zalezi na danej volbe v RA
(Option 1,2,3)

« ciel.IP: IPv6 all-nodes multicast

advertisement spravy (RA) ﬁ
* Pravidelne kazdych 200 s l

Sprava router advertisement ma tieto moznosti (options):

1. SLAAC = Stateless address autoconfiguration

= RA: Poskytnem ti vSetko Co potrebujes
(Prefix, Prefix-length, DNS)

2. SLAAC + DHCPvG6 (stateless)

= RA: Poskytnem ti nieCo (Prefix, Prefix-length),
ale pre zvysne info poziadaj DHCPv6 (DNS)

3. DHCPv6 (stateful)
= RA: Neviem ti poméct, poziadaj DHCPv6 server o info

DHCPv6 Server

Host si pozrie zdrojovu
adresu IPv6 paketu, v
ktorom prisla zabalena
RA sprava od routra, a
nastavi si na tuto
(zvacsa link-local
adresa) ako default
gateway vo svojich
nastaveniach

Toto sa deje vzdy bez
ohladu na option v
RA({1, 2, 3}




Global unicast — pripomienka

1. OptiOﬂ: SLAAC = stateless address autoconfiguration

Dynamicka konfiguracia

Smerovac posle rozhranim informacie v sprave

RA s option 1:

* Network prefix a prefix length — do ktorej
subsiete patri host

* DNS adresy, doménové meno

« Default gateway (IPv6 link-local adresa
smerovaca) — nie je ako polozka v RA, je
iba ako zdrojova adresa v hlaviCke paketu
nesucom spravu RA

« Lifetime, ...

e zdroj.IP: R1 link-local adresa

« ciel.IP: IPv6 all-nodes multicast (FF02::1)

Host poSle zZiadost o svoje adresné informacie
vSetkym IPv6 smerovacom - tzv. router solicitation
spravu (ICMP type: 133, RS)

« zdrojova IP: ::

« cielova IP: IPv6 all-routers multicast (FF02::2)

2 8

I DHCPv6 Server
/64

Prefix

Interface ID

2001:DB8:ACAD:1: fc99:47ff:fe75:ceel

Host si dokaze sam pridelit adresu tak, Ze k prefixu siete, ktory prijal od routra v RA sprave, pripoji svoj ¥

64-bitovy Interface ID, ktoré mdze ziskat 2 spbsobmi:

= Modified EUI-64 = modified extended universal identifier (napr. Cisco zariadenia)
= Nahodné 64bitové €islo (napr. Windows preferuje tento spésob) RFC 3041

Vysledok je 128-bitova adresa, ktora je pouzitefna a garantovane globalne unikatna

DAD = duplicate address detection: ,Nema nahodou uz niekto tuto IPv6 adresu?” J
» ciel.lP: IPv6 solicited-node multicast




2. Option: SLAAC + DHCPvVG6 - Dynamicka konfiguracia

Smerovac poSsle rozhranim informacie v

sprave RA s option 2:

* Network prefix a prefix length —do
ktorej subsiete patri host

« Default gateway (IPv6 link-local) — nie je ﬁ

ako polozka v RA, je iba ako zdrojova
adresa v hlavicke paketu nesucom
spravu RA

* Neposiela DNS (treba poziadat DHCPv6

server)

Host posle Ziadost o svoje adresné
informacie vSetkym IPv6 smerovacom - tzv.
router solicitation spravu (RS)

/64

Prefix

Interface ID

2001:DB8:ACAD:1: fc99:47ff:fe75:ceel

FI

e P DHCPv6 Server

Host poziada DHCPv6 server o
zvysSné info (DNS, doménove
mena) — tzv. DHCPvV6 solicitation
sprava s option 2

A 4

Host si sam prideli adresu (prefix z RA od smerovaca + interface ID), interfaced ID méze ziskat’:

= Modified EUI-64 = modified extended universal identifier (napr. Cisco zariadenia)
= Nahodné 64bitové €islo (napr. Windows preferuje tento spdsob) RFC 3041

Vysledok je 128-bitova adresa, ktora je pouzitefna a garantovane globalne unikatna




3. Option: DHCPVO - Dynamicka konfiguracia

Host posle ziadost o svoje

adresné informacie vSetkym IPv6 smerovacom
Smerovac neposle rozhranim Ziadne G - tzv. router solicitation spravu (RS)

uzitoCné info v sprave RA s option 3, iba

» DHCPv6 Server

odkaze hosta na DHCPV6. >< '

Host poziada DHCPv6
server o adresné info —
tzv. DHCPvV6 solicitation
sprava s option 3

A 4

Host si nastavi default GW podla zdrojovej adresy z IPv6 paketu, ktory mu priSiel od
smerovaca, a ktory niesol ICMPv6 RA spravu s option 3.

Toto sa deje vzdy bez ohladu
na option v RA {1, 2, 3}




Kratka vsuvka o IPv6 multicast

adresach

Vyuzivaneé aj v DHCPv6



IPv6 multicastove adresy

— 128 bits >
= Definovaneé prefixom FF00::/8
Flags | Scope = + 112 bitovy identifikator mcast skupiny
OI I I M = Multicasty sa v IPv6 vyuzivaju velfmi Casto
— pits — = Broadcast sa v IPv6 nepouziva
Flags: = Prvy oktet: FF

* P = Prefix for unicast-based assignments

e T =0 if permanent, 1 if temporary " Druhy oktet obsahuje:
Scope: = Prefix, platnost’ a rozsSirenie

1 (0001) = Node (interface local) = Adresy FF00:: to FFOF:: suUrezervované, napr:
2 (0010) = Link local
5(0101) = Site local _ _
8 (1000) = Organization = FF02::1 (IPv6 all-nodes multicast, ciel.IP v RA)

E (1110) = Global = FF02::2 (IPv6 all-routers multicast, ciel.IP v RS)

= FF02::/16 — vSeobecne zname, link local



Multicastové adresy Solicited-Node

IPvE Address
Prefix Interface ID _

Solicited-node multicast Address

[ "
FFO2 0 0001 FF _

. 128 bits .|

= Solicited-node multicast adresa pozostava z prefixu FF02::1:FF: /104
= Adresa ma rozsah link-local
= Ma ju kazdy IPv6 host (ukazka na dalSom slajde)

= Nasadenie

= Neighbor discovery (ND)
= Zistenie link-local adresy suseda, zistenie defaut route, zistenie smerovaca na linke
= Bezstavova autokonfiguracia, DAD

= Typické pouzitie je v ICMPV6, ktoré nahradza ARP (viem susedovu IPv6 adr. a zistujem jeho MAC)

= Spodnych 24 bitov IPv6 adresy je 24 bitov z IPv6 adresy hfadaného suseda

= |CMPVG6 je vo vnutri IPv6 paketu, takze paket musi mat adresu prijemcu, v tomto pripade prave Solicited-
Node multicast




Solicited-Node IPv6 multicast adresa

Ukazka na rozhrani smerovaca

Rl#sh ipv6é int eO
Ethernet0 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::21B:D5FF:FE5B:2408
Global unicast address(es): !

2001:8:85A3:4289:21B:D5FF:FE5B:A408, subnet is !
2001:8:85A3:4289::/64 [EUI] |

Joined group address(es): i
FF02::1

e Adresa Solicited-Node Multicast
FF02::2 /
FF02::1:FF5B:2408

MTU is 1514 bytes
ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ND DAD is not supported

ND reachable time is 30000 milliseconds
Hosts use stateless autoconfig for addresses.




Moznosti konfiguracie unicast IPv6 adries

IPv6 Unicast
Address Assignment

Link-local (FE80::/10) Global Routable
Address Assignment Address Assignment

Static Dynamic

Automatically created

(EUI-64 format) if a
IPv6 Address global unicast IPv6 IPv6 Address

address is configured

Stateless
Autoconfiguration

DHCPV6
(statefull)

IPv6 Unnumbered




Konfiguracia DHCPv6




Fungovanie DHCPvG6

ﬁ G I:I IIII::I g
=

SLAAC Operations DHCPvE Server

Router Solicitation g
= @,

oy ¥ Router Advertisement

!
Y

DHCPvE& Operations —

5 SOLICIT Toall DHCPvE Servers -

ADVERTISE Unicast grm

- _/

REQUEST or INFORMATION
e REQUEST Unicast
-/

.-

REPLY Unicast am,
. J

= Smerovac (default GW) ma v sprave
RA (Router Advertisement) dve
konfigurovatelné bity (ktoré
rozhoduju o Option: 1,2,3) :
= ‘M’ bit - "Managed address
configuration” flag.
= 1 = klientovi povie, aby poziadal
DHCPVG6 pre ziskanie IPv6
adresy a ostatnych info.

= ‘O’ bit - "Other configuration"
flag
= 1 = klientovi povie, aby o
ostatné informacie (okrem

prefixu a default GW) poziadal
DHCPvV6 server (DNS, ..)

= Mozné kombinacie:
= MO=00 (SLAAC)
= MO=01 (stateless DHCPv6)
= MO=10 (statefull DHCPVG6)



Konfiguracia smerovaca ako

Stateless DHCPvVG6 servera

= M=0
= Klient ziska stateless
adresu z RA spravy
od smerovaca
= 0=1
= DHCPvV6 server doda

klientovi iba ostatné
iInfo (DNS, ..)

DHCPvE Stateless Server DHCPvE Client

Rl (config)# ipvé unicast-routing

Rl (config)# ipve dhep pool IPVE-STATELESS

Rl (config-dhcpve) # dns-sarver 2001:db8:cafe:aaaa::5
Rl (config-dhcpve) 4 domain-name example.com

Rl (config-dhcpve) # axit

El (config)# interface g0/1

El (config-if)4 ipvé address 2001:db8:cafe:1::1/64
Rl {config-if)4 ipvé dhcp server IPFVGE-STATELESS

Rl (config-if)4 ipvé nd other-config-flag




Konfiguracia smerovaca ako

Stateless DHCPvV®6 klienta

e e
— ——
Stateless DHCPvE Server DHCPvE Client

Configuring a Router as Stateless DHCPvE Client

Rl (config)# interface g0/1
E3d{config-if)4 ipvé enable

Ed (config-if)#4 ipvé address autoconfig
R3 (config-if)#




Stateless DHCPvV6

Diagnostika Stateless DHCPvG6

“'l-...,"

—
— —
Stateless DHCPvE Server DHCPvE Client

Verifying the Stateless DHCPvE Server

Rl¥

Elf show ipve dhcp pool
CHCEvE pool:
DMs server: 2001l:DB&E:CAFE:AAARDL: :5

Domain name: example.com
Active plients: 0

IEVE-STATELESS

" show IPv6 interface

= debug ipv6 dhcp detail




Konfiguracia smerovaca ako

Statefull DHCPv6 servera

= M=1
= DHCPvV6 doda

klientovi IPv6
adresu

= O=0
= Hodnotu tohto
flagu je v tomto

variante
nepodstatna

Configuring a Router as a Stateful DHCPv6 Server

DHCPvE Stateful Server DHCPvE Client

Rl (config) 4 ipvé uniecast-routing

El (config)+# ipvé dhep pool IFVE-STATEFUL

Rl (config-dhcpvé) # address prefix 2001:DB8:CAFE:1::/64
lifetime infinite infinite

Rl {contig-dhcpve) # dns-server 2001:db8:cafe:aaaa::5

Rl (config-dhcpve) # domain-name example.com

Rl (config-dhcpva) $ axit

Rl (config) # interface g0/1

El (config-if)# ipvé address 2001:dbB:cafe:1::1/64

Rl (config-if)4 ipvé dhep =server IPVE-STATEFUL

Rl (config-if)4 ipvé nd managed-config-flag




Stateful DHCPv6

Diagnostika Stateful DHCPvG6

= Diagnostika pre stateful DHCPV6 server:
= show ipv6 dhcp pool
= show ipv6 dhcp binding

= Diagnostika pre stateful DHCPv6 klienta:
= show Ipv6 interface

E3f show ipvée interface g0/1
GigabitEthernetds 1l iz up, line protocal iz up
Ieve iz enabled, link-local addressz is
FEA0::32FT:DFF:FE25: 2D&E1
Fo virtual link-local addreszaies):
Global unicaszt addresaies):
2001 :0BR:CAFE:1:5844:0TB2:2603:0171, zubnet is
Z2001:CBE:CRFE:1:5B44:47B2:2603: 0171 /128
Joined group address{az):
FFO2::1
FFO2::1:FFO3:C171
FFO2::1:FF25:20E1
MTU i3 1500 bytes
ICHMF error messages limited to cone every 100 millizeconds
ICMP redirectz are enabled
ICHME unrezachables are sent
¥DO DD iz enabled, number of DRD attempts: 1
WD reachable time iz 30000 milliszeconds {using 30000)
KD H5 retransmit interval iz 1000 milliseconds
pefault router iz FEED::DERC:BEFF:FECE:RICL on




Konfiguracia smerovaca ako

Stateful DHCPv6 Relay Agent

2001:DBB.CAFE:9:/64  S0/VO
SO/V0

DHCPvE Relay Agent
GO0
11

2001:DBB.CAFE:A/G4

DHCPvE
Server

2001:DB8:CAFE:1:6

Rl (config)# interface g0/0

Rl (config-if) 4 ipvé dhcp relay destination 2001l:dbB:cafe:1::6

Rl (config-if)4 and

k14 show ipvé dhcp interface g0/0
GigabitEthernetd/0 is in relay mode
Relay destinaticns:
2001 :DEE:CAFE:1::6




Troubleshooting DHCPv6

Kroky v diagnostike

Troubleshooting Task 1.
Troubleshooting Task 2:
Troubleshooting Task 3:
Troubleshooting Task 4:
Troubleshooting Task &:

Resolve conflicts.

Verify allocation method.

Test with a static IPvE address.
Verify switch port configuration.

Test from the same subnet or VLAN.




Porovnanie DHCPv6
DHCPv6 konfiguracia na smerovaci — stateless / statefull

Statefull DHCPv6 Services

Rl jconfig) ¥ ipvé unicast-routing

Rl iconfig) 4 ipvée dhep pool IFVG6-STATEFUL

rl (config-dhopve) 4 address prefix 2001:DBE8:CAFE:1::/64 lifetima
infinite infinite

Rl (config-dhcpvé) 4 dns-server 2001:db8:cafe:aaaa::5
Rl (config-dhcpvé) 4 domain-name axample.com

Rl (config-dhcpwé) 4 exit

Rl iconfig) 4 interface g0/1

Rl (config-if)# ipvé address 2001:dbB:cafe:1::1/64
Rl iconfig-if) 4 ipveé dhep sarver IPV6-STATEFUL

Rl (ccnfig-if) 4 ipvé nd managed-config-flag

Stateless DHCPv6 Services

Rl jconfig) ¥ ipvé unicast-routing

Rl iconfig) 4 ipvée dhep pool IPVG-STATELESS

Rl (config-dhcpvé) 4 dns-server 2001:dbB:cafe:aaaa::5
Rl (config-dhcpvé) # domain-name example.com

Rl (config-dhcpwé) 4 exit

Rl iconfig) 4 interface g0/1

Rl (config-if) 4 ipvé address 2001:dbB:cafe:1::1/64
Rl jconfig-if) 4 ipveé dhep searver IFVG6-STATELESS

Rl (ccnfig-if) 4 ipvé nd other-config-flag




Troubleshooting DHCPv6

Debugging DHCPvG6

Rl4¥ debug ipvé dhcp detail

IFvé DHCF debugging is cn (detailed)
Rl1#
*Feb 3 21:27:41.123: IPv6E DHCF: Recelved SCLICIT from
FEBO: :32F7:DFF:FE25:2CE1 cn GigabitEthernst0/1
*Feb 3 21:27:41.123: IPvé DHCF: detailed packet contents
*Feb 3 21:27:41.123; src FEBQ::32F7:DFF:FE25:2DE1
(GigabitEthernet(/1)
*Feb 3 21:27:41.127: dst FFO2::1:2

*Febh 3 21:27:41.127: type SOLICIT(1l), xid 13150645

*rebh 3 21:27:41.127: opticn ELAPSED-TIME (3), len 2

*Feb 3 21:27:41.127: elapsed-time 4

*rebh 3 21:27:41.127: opticn CLIENTIC (1), len 10

*Febh 3 21:27:41.127: aon

*Feb 3 21:27:41.127: IPvE DHCP: Using interface pool IPVE-
STATEFTUL

*Feb 3 21:27:41.127: IPvE DHCP: Creating binding for
FEBO::32F7:DFF:FE25:20E1 in PEIEI]_ IPVE—STATEFUL

<Qutput omitted=
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