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HTTP protokol



HTTP — Zakladné informacie

e HTTP — HyperText Transfer Protocol

» Standardizovany v roku 1997 dokumentom RFC 2068

* 1999 RFC 2616, 2014 RFC 7230

* OSI L7 protokol (aplikacna vrstva)

» Standardne vyuZivajuci TCP/80
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HTTP — Zakladné informacie

* Dopytovo orientovany (request-response protocol)

* HTTP Request

* HTTP Response

* Plaintext protokol

* Implicitne nesifrovany

* SAm o sebe Sifrovat nevie (treba sa spolahnut ina iné protokoly)
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HTTP — Verzie protokolu

 HTTP/1.0 (p6vodna verzia)
« HTTP/1.1 (Standard)
* HTTP/2 (2015)

* HTTP/3 (QUIC) (2018)



HTTP — Request

Method
e GET, POST, PUT, DELETE, XXXXXXX

URL/URI
« IP/FQDN : [PORT] : [PATH]

Header

* Authorization, Application-Type, Timeout, etc ...

* Body
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HTTP — Request metody oo

* GET — ziskanie dat zo servera, spravidla neobsahuje ni¢ v body
* POST — uloZenie dat na server, musi obsahovat body

* PUT — update scenar, aktualizacia dat na serveri

* DELETE — odstranenie dat zo servera

e PATCH — Ciastkova uprava entity

 CONNECT - konvertuje request na vytvorenie TCP/IP tunela
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HTTP — Request metody oo

* OPTION - Zistenie povolenych metod pre dopytovanu URL

 TRACE — Echo HTTP Requestu (kontrola komunikacie, debug)
* Kontrola Ci po ceste nenastali nejaké zmeny
» Z bezpecénostnych dévodov by malo byt pouzitie na serveri zakdzané

e Prezradza viac, nez by musel (ulozené cookies, cache, ...)
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HTTP — Request metody

HTTP method ¢ RFC ¢ | Request has Body ¢ Response has Body ¢
GET RFC 7231 Yes
HEAD RFC 7231
POST RFC 7231’
PUT RFC 7231 Yes Yes
DELETE RFC 7231’ Yes
CONNECT RFC 7231 Yes
OPTIONS RFC 7231’ Optional Yes
trace  Aro72ste [N ves
PATCH RFC 5789k’ Yes Yes
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HTTP — Request metody oo

* Mnoho sluzieb ktoré poskytuju HTTP APl vyuzivaju na vSetky typy
sprav metodu POST
* Application-Type: text/json

e V samotnom JSONe v body poziadavky sa nachadza definicia metody

* {method: insert}, {method: get}, ...
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HTTP — Request polia o0

* Accept-Encoding: gzip, deflate

e Content-Length: 348

* Content-MD5: Q2hlY2sgSW50ZWdyaXR51Q

* Content-Type: application/x-www-form-urlencoded

* Referer: http://en.wikipedia.org/wiki/Main Page

» User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:12.0) Gecko/20100101
Firefox/12.0
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http://en.wikipedia.org/wiki/Main_Page

HTTP — Response

 Code

* 1xx, 2xX, 3xX, 4xx, 5xx

e Header

e Authorization, Application-Type, Timeout, etc ...

* Body



N cees T
HTTP — Ukazka request & response  +:<- 27

* Request

GET /index.html HTTP/1.1
Host: www.example.com



HTTP — Ukazka request & response

* Response

HTTP/1.1 200 OK

Date: Mon, 23 May 2005 22:38:34 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 138

Last-Modified: Wed, 08 Jan 2003 23:11:55 GMT
Server: Apache/1.3.3.7 (Unix) (Red-Hat/Linux)
ETag: "3f80f-1b6-3elcb03b"

Accept-Ranges: bytes

Connection: close

<html>
<head>
<title>An Example Page</title>
</head>
<body>

Hello World, this is a very simple HTML document.

</body>
</html>



HTTP — Response codes

* 1xx — informacné / docasné spravy

e 2xx — potvrdzovacie spravy

e 3XX - presmerovania

e 4xx — chybové stavy (klientské, spravidla)

* 5xx — chybové stavy (serverové)
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HTTP — Response codes — 1xx oo

* DocCasné spravy sluziace na informaciu o tom, ze sa nieco deje, ale
este sa to neudialo do konca

* 100 Continue

» Kontrola hlavicCiek ,Expect: 100-continue”

e 101 Switching Protocols

* 102 Processing

* Prevencia proti timeoutu
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HTTP — Response codes — 2xx oo

* Potvrdzovacie spravy spravidla znamenajuce ze poziadavka bola
vybavena korektne
* 200 OK
e 201 Created
e 202 Accepted

204 No-content
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No Content




HTTP — Response codes — 3xx

e Spravy informujuce klienta o presmerovani alebo zmene

e 300 Multiple Choices

301 Moved Permanently

302 Found

304 Not Modified

307 Temporary Redirect

308 Permanent Redirect
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301

Moved Permanently




HTTP — Response codes — 4xx oo

* Chybové spravy informujuce, ze server poziadavku prijal, ale z
nejakého dovodu ju nemoze obsluzit
e 400 Bad Request
* 401 Unauthorized
* 402 Payment required
* 403 Forbidden

404 Not Found
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HTTP — Response codes — 4xx

* 405 Method Not Allowed

* 408 Request Timeout

* 409 Conflict

e 415 Unsupported Media Type

* 426 Upgrade Required
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415

Unsupported Media Type




HTTP — Response codes — 5xx coos 21

* Chybové spravy informujulce, Ze server poziadavku nemoze spracovat,
pretoze nieCo na serveri nefunguje spravne
* 500 Internal Server Error
* 501 Not implemented
* 502 Bad Gateway

* 503 Service Unavailable
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HTTP — Bizzare codes XK

* 429 Too Many Requests

 V pripade sluzieb, kde pouzivatel ma definované urcité limity

* 451 Unavailable for Legal Reasons

* Poskytovatel odmietne spracovat poziadavku, pretoze na to ma zdkonny

dovod

e Ray Bradbury - Fahrenheit 451 (cenzura, palenie knih)
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HTTP — Bizzare codes coos 21

* 418 I'm a teapot

* “The RFC specifies this code should be returned by teapots requested to brew

coffee”

 RFC 2324 (vydané 1 aprila 1998)
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418

I'm a teapot




HTTP — Unofficial codes

e 526 Invalid Certificate (Cloudflare)
* 494 Request Header Too Long (nginx)
e 495 SSL Certificate Error (nginx)

* 450 Blocked by Windows Parental Controls (Microsoft)



HTTP — RozSirenia

 HTTPS — HTTP protokol Sifrovany pomocou SSL/TLS

* Definovany v RFC 2818
» Standardne vyuZivajuci TCP/443

* Bezpecnost vyhodnocovana certifikatmi
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HTTP — Autentifikacia

* HTTP sam o sebe podporuje dva sposoby autentifikacie

* Basic access authentication

* Digest access authentication



HTTP — Basic access authentication

* Najjednoduchsi
spOsob autentifikacie

* Nevyzaduje cookies,

login stranky, session,

& X | ® https:

I Imported From Fire

admin.

. Authentication Required

https://adminzusswn requires a username and

password.

User Name: ||

Password:

Cancel Log In




HTTP — Basic access authentication -+ 2/ 7

* Nie je Sifrovany (Base64)
e Bez HTTPS bezpecnost nulova

* Neexistuje logout metdda

* SuU r6zne workaroundy
e Opakovany request so zlym heslom

* Clear cache



HTTP — Digest access authentication

* \V\yuziva MD5 hash

* Bezpecnost otazna
* Hash pocitany z vyzvy, ktoru poslal server a mena a hesla
* RozSirend bezpecnost

* Prevencia proti Rainbow Tables

* Timestamp — prevencia proti opakovanym utokom
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HTTP — Digest access authentication

* Nie je odolny voci Man-in-the-middle utokom

* Nepodporuje silnejsie kryptografické mechanizmy

* bcrypt, SHA-1, ...



HTTP — Digest access authentication - -

e Ukazka

GET /dir/index.html HTTP/1.0
Host: localhost

HTTP/1.0 401 Unauthorized

Server: HTTPd/0.9

Date: Sun, 10 Apr 2014 20:26:47 GMT

WWWw-Authenticate: Digest realm="testrealm@host.com",
gop="auth,auth-int",
nonce="dcd98b7102dd2f0e8b11d0£f600bfb0c093",
opaque="5ccc069c403ebaf9f0171e9517£40e41"

Content-Type: text/html

Content-Length: 153

<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8" />
<title>Error</title>
</head>
<body>

1S ANT1T TTrnatr+-hAavemrad /1SN
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HTTP — Digest access authentication EITIlTJ

, v GET /dir/index.html HTTP/1.0
¢ U kaZka Host: localhost
Authorization: Digest username="Mufasa",
realm="testrealm@host.com",
nonce="dcd98b7102dd2f0e8b11d0£f600b£fb0c093",
uri="/dir/index.html",
gop=auth,
nc=00000001,
cnonce="0a4£f113b",
response="6629fae49393a05397450978507c4efl",
opaque="5ccc069c403ebaf9f0171e9517£f40e41"

HTTP/1.0 200 OK

Server: HTTPd/0.9

Date: Sun, 10 Apr 2005 20:27:03 GMT
Content-Type: text/html
Content-Length: 7984



HTTP — Kompresia ¢ 000

* HTTP podporuje kompresiu sprav, ak sa na tom dohodnu obe strany
* Optimalizacia rychlosti
e Optimalizacia mnozstva prenasanych dat

* Podporované vsetkymi hlavnymi webovymi servermi



HTTP — Kompresia

e Ukazka

GET /encrypted-area HTTP/1.1
Host: www.example.com
Accept-Encoding: gzip, deflate

HTTP/1.1 200 OK

Date: mon, 26 June 2016 22:38:34 GMT

Server: Apache/1.3.3.7 (Unix) (Red-Hat/Linux)
Last-Modified: Wed, 08 Jan 2003 23:11:55 GMT
Accept-Ranges: bytes

Content-Length: 438

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Encoding: gzip



e
HTTP/2 coos 210

* Rozdiely oproti HTTP/1.1
* Minifikacia prenasaného kodu
e Push —server vie vratit klientovi viac informacii, nez si vyziadal (bez requestu)
* Kompresia HTTP hlavicCiek

 HTTPS de facto povinné

« Standaridizované pre HTTP aj HTTPS, va&ina implementacii véak existuje iba pre HTTPS
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HTTP/3 (QUIC)

* POvodne boli HTTP/3 a QUIC dva nezavislé projekty
* QUIC — interny projekt Google (2012)
* November 2018 — , HTTP/3 bude QUIC“

* Postaveny nad UDP

e Paralelné spojenia na jednotlivé datové entity



HTTP/3 (QUIC) coos 21

* Redukuje pocet nastavovacich a kontrolnych sprav

* Nadviazanie Sifrovaného spojenia so vSetkymi parametrami jednou uvodnou
spravou
e Kontrola chyb riesena priamo QUIC protokolom, nie spoliehajuca sa na nizsi

protokol
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HTTP/3 (QUIC) e 2T

* Redukuje pocet nastavovacich a kontrolnych sprav

e Pokrocila detekcia chyb (FEC — Forward error correction)

* Samoopravné kody — redundatny spdsob, kazda strana vie opravit uréité mnozstvo chyb

bez retransmisie



HTTP vs QUIC
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HTTP/3 (QUIC)

* Podpora

e Chromium 29 - default

Google Chrome — da sa zapnut

Opera 16 — dé sa zapnut
* Firefox — nie

* Apache, Nginx - nie
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REST - uvod

* REST — Representation State Transfer
* Architektonicky Styl urCeny na poskytovanie webovych sluzieb
 Alternativa ku SOAP

e Predstaveny v roku 2000

e Pociatky v roku 1994, dizertacna praca
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. e CTU
REST-CIE‘E ""F”T

e Objektovy model nad HTTP
* RozSirovanie alebo zmena sady funkcionality aj za behu aplikacie
e Uniformné rozhranie

* Portabilita, spolahlivost pri zlyhani ¢asti systému



REST - principy

* Klient — Server model
* Vymena udajov na principe poziadavka, odpoved
* Oddelenie klientskej logiky od serverovej logiky

e Multiplatformovost
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REST - principy X2 E

* Statelessness (Bezstavovost)

 Jednotlivé komunikacie nemaju stavy a nie su od seba zavislé

» Kazdy request obsahuje dostatok dat na to aby mohol byt obsluzeny (dostat

response)
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REST - principy cose 212

* Cache (kratkodobda pamat)

* D4 sa zadefinovat, ktory obsah chceme cacheovat a nasledne obsluhovat
efektivnejsie

* Obrazky, ktoré sa nemenia kazdu chvilu

* Trvaly obsah



REST - principy cose 212

* Vrstvovitost (Layered system)

* Klient nevie, s kym komunikuje

* Proxy? Konecny server? Medziclanok?
« Skalovatelnost
* Bezpecénost

* Nepristupuje sa priamo k databaze

* Security policy (read-only, autorizacia, etc ...)



REST - principy

 Code-on-demand

* Pomocou RESTu sa dé posielat kéd vykonavatelny na klientovi

* napr. JavaScript
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REST - principy cose 212

* Uniformné rozhranie
» Kazda cast vacsieho systému sa moze vyvijat samostatne

* Jednotlivé Casti nie su na seba viazané technologiou



REST - koncept

SQL
Database

NoSQL
Documents

File
Storage

External
Services



WebSocket



WebSocket - Gvod coos 21

* WebSocket — komunikacny protokol podporujuci full-duplex nad TCP

e Standardizovany v RFC 6455 v roku 2011

 WebSocket nie je HTTP

 WebSocket nie je nad HTTP
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WebSocket - Uvod

* \/lyuziva rovnaké porty ako HTTP a HTTPS

* 80 HTTP, 443 HTTPS

* WebSocket Handshake vyuziva HTTP Upgrade spravu
e Zarucenie kompatibilty
* Podporovany vsetkymi hlavnymi prehliadacmi

* Dokonca aj MS Edge a MS Internet Explorer
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WebSocket - Gvod coos 2T

* Na rozdiel od HTTP a HTTPS komunikacia je obojstranna bez dvojic

request-response

e ws:// awss://



WebSocket — nadviazanie spojenia

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: x3JJHMbDL1EzLkh9GBhXDw==
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13

Origin: http://example.com

HTTP/1.1 101 Switching Protocols
Upgrade: websocket
Connection: Upgrade

Sec-WebSocket-Accept: HSmrcOsM1lYUKAGmm50PpG2HaGWk=
Sec-WebSocket-Protocol: chat



WebSocket — ukdzka kddu - posielanie <+« - 219

// Send a message when the form is submitted.
form.onsubmit = function(e) {
e.preventDefault();

// Retrieve the message from the textarea.
var message = messageField.value;

// Send the message through the WebSocket.

Socket. send (message) ; socket.send(message);

// Add the message to the messages list.
messagesList.innerHTML += '<li class="sent'"><span>Sent:</span>' + message +
|</'Li>|;

// Clear out the message field.

messageField.value = '';

return false;
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WebSocket — ukazka kodu - prijimanie <<« 2/ 7

socket.onmessage = function(event) {

// Handle messages sent by the server.
socket.onmessage = function(event) {
var message = event.data;
messagesList.innerHTML += '<li class="received"><span>Received:</span>"' +
message + '</li>';

lor



WebSocket - kniznice "t BT

* C++ - libwebsockets

* Java —jetty

* NodelS — ws

* Ruby — em-websocket
* Python — pywebsocket

* PHP - phpws



