MINISTERSTVO
SKOLSTVA, VEDY,
VYSKUMU A SPORTU

SLOVENSKE] REPUBLIKY

Advanced Single Area
a
Multiarea OSPF

SN (ccna3) — Chapter 9, 10 CCNA, v6
Katedra informacnych sieti

Fakulta riadenia a informatiky, ZU "cll's'c':lc;'

Networking
Academy




V dnesnej prezentacii

= Link state smerovacie protokoly

= OSPFV3

= PokrocCilé Single-Area OPSF

= PrecCo sa pouziva multiarea OSPF
= Typy LSA Struktur

= Konfiguracia multiarea OSPFv2

= Sumarizacia ciest

= Overenie a diagnostika




OSPFv3




OSPFv3 - Podobnosti s OSPFv2

= OSPFv3 je verzia OSPF pre IPv6 (RFC 2740):
= Vlychadza z OSPFv2 + rozSirenia
= Distribuuje IPv6 prefixy
= Bezi priamo nad IPv6
= OSPFv3 & v2 je mozne v sieti prevadzkovat suCasne
= Su vSak uplne nezavislé a kazda si spravuje vlastnu databazu
= OSPFv3 pouziva rovnaké zakladné typy paketov:
= Hello
Database description (DBD)
Link state request (LSR)
Link state update (LSU)
Link state acknowledgement (LSAcKk)




OSPFv3 - Podobnosti s OSPFv2

- Mechanizmus zistovania susedov a tvorby neighborhood/adjacency su
identické

- OSPFv3 ma rovnake typy paketov, niektoré vSak zmenili format
Packet Type Description
1 Hello

Database Description
Link State Request

2

3

4 Link State Update

5 Link State Acknowledgement

- VSetky OSPFv3 pakety maju 16B hlavicku namiesto 24B hlavicky v OSPFv2

Router ID Router ID
r
Area ID oute
Checksum Autype Area ID

Authentication
Authentication Checksum Instance ID| 0




Rozdiely medzi OSPFv2 a OSPFv3

= Na identifikaciu suseda sa pouziva unicast link-local adresa
= Pouzité multicastové adresy
= FFO2::5 — Vsetky OSPFv3 routery na segmente (link-local scope)
= FF02::6 — VSetky DR/BDR routery na segmente (link-local scope)
= Zmena v sp0sobe pouzivania adries
= |Pv6 adresy sa nenachadzaju v hlavickach OSPF paketov (sucast payload)
= Router LSA (LSA1) a network LSA (LSA2) neobsahuju IPv6 adresy
= Tie su v novych LSAS8 (link) a LSA9 (intra-area prefixes)
= Router ID, area ID a link-state ID zostavaju 32-bitové
= DR a BDR su identifikované podla ich Router ID, nie podla ich IPv6 adresy
= Bezpecnost
= OSPFv3 vyuziva IPSec hlavicky AH a ESP pre autentifikaciu
= Samotné OSPFv3 neobsahuje nijaky mechanizmus pre autentifikaciu




Zakladna konfiguracia OSPFv3




Konfiguracia OSPFv3

= OSPFv3 prikazy su v mnohom podobné tym v OSPFv2
= Zamena kluCoveého slova ip za ipv6
= OSPFv3 sa zasadne konfiguruje na rozhraniach
= Prikaz network uz neplati a vyuziva sa spo6sob konfiguracie priamo na rozhrani
= Podobne ako v novsich IOS pre OSPFv2, resp. IS-IS
= Namiesto slova ,ip“ sa pouziva ,ipv6”
= ipv6é ospf PID AREA
= Konfigura¢na sekcia pre OSPFv3 (arey, autentifikacia, Router ID...)
= Samostatny kontext: ipvé router ospf process-id

= Vacsina znamych prikazov z OSPFv2 sa pouziva rovnako, resp. primerane vzhladom na
zmenu formatu adresy

" napr. sumarizacia prikazmi area range, summary-prefix, nastavenie typov arey,
redistribucia, atd...

= Summary route ma Cost najvyssi zo sumarizovanych
= oproti Cisco OSPFv2 — tam je najmensi




Povolenie a spustenie OSPFv3 procesu

= Volitelny prikaz
Router(config)#

ipv6 router ospf process-id

" process—-id jednoznacne identifikuje OSPFv3 proces lokalny smerovacu

Rl (confiqg) # ipv6 router ospf 10

Rl (config-rtr) #°?
area
auto-cost
default
default-information
default-metric
discard-route
distance
distribute-list
ignore
log-adjacency-changes
maximum-paths
passive-interface
process-min-time
redistribute
router-id
summary-prefix
timers

OSPF area parameters

Calculate OSPF interface cost according to bandwidth
Set a command to its defaults

Distribution of default information

Set metric of redistributed routes

Enable or disable discard-route installation
Administrative distance

Filter networks in routing updates

Do not complain about specific event

Log changes in adjacency state

Forward packets over multiple paths

Suppress routing updates on an interface

Percentage of quantum to be used before releasing CPU
Redistribute IPv6 prefixes from another routing protocol
router-id for this OSPF process

Configure IPv6 summary prefix

Adjust routing timers




OSPFv3 - konfiguracny priklad

LoO
Lo Area 0 LoO Areal Lo0
Area 0 Area 1l
2001'ACAD'°'1"1 2001: c"\D=°=2==2/ 2001'ACAD'1'3"3/64

Fa0/1
_ 2001 ACAD 1:23::/ -

Rid:1.1.1.1 Rid:2.2.2.2 Rid:3.3.3.3
ipv6 unicast-routing unicast-routing ipv6 unicast-routing
ipv6 router ospf 1 ipv6é router ospf 1 ipv6é router ospf 1
router-id 1.1.1.1 router-id 2.2.2.2 router-id 3.3.3.3
int fa 0/0 int fa 0/0 int fa 0/1
no sh no sh no sh
ipv6é add 200l:acad:12::1/64 ipv6é add 200l1l:acad:12::2/64 ipv6é add 2001l:acad:23::3/64
ipv6é add fe80::1 link-local ipv6é add fe80::2 link-local ipvé add fe80::3 link-local
ipvé6 ospf 1 area 0 ipvé6 ospf 1 area 0 ipvé6 ospf 1 area 1
int 10 0 int 10 0 int 10 O
ipvé add 200l:acad:1::1/64 ipvé add 200l:acad:2::2/64 ipv6é add 2001l:acad:3::3/64
ipv6é add fe80::1 link-local ipv6é add fe80::2 link-local ipvé add fe80::3 link-local
ipv6 ospf 1 area O ipv6é ospf 1 area 0 ipvé ospf 1 area 1
Int fa 0/1
no sh
ipv6é add 200l:acad:23::2/64
ipvé add fe80::2 link-local
ipv6 ospf 1 area 1




Ladenie OSPF




OSPFv2/v3

Identifikator smerovaca — Router ID

= Na mnohych miestach OSPF protokolu je smerovac identifikovany unikatnym
Cislom — tzv. Router ID (RID)

= V LSDB sa RID vyuziva v tele mnohych LSA (autor alebo obsah)
= Volba RID pre smerovac:

= RID Specifikovaneé v konfiguracii OSPF procesu
= prikazom router-id

= Najvyssia IP adresa spomedzi vSetkych aktivnych Loopback rozhrani s IP adresou
= Najvyssia IP adresa spomedzi vSetkych aktivnych rozhrani
= RID sa vybera v momente spustenia OSPF procesu
= Ak nie je mozne vybrat RID, router sa bude stazovat
= Pre stabilitu sa odporuca pouzivat
= bud prikaz router-id alebo

= Loopback ako RID (alebo oboje)
= Vhodné aj smerovat (manazment, testing apod.)




OSPFv2/v3

Prikaz OSPF router-id

Router (config-router) #

router-id A.B.C.D

- Tento prikaz sa pouziva v kontexte prikazu router ospf
- Pre OSPFV2: router ospf process-id
- Pre OSPFV3: ipv6é router ospf process-id

- Ako RID je pouzitefna lubovolna 32-bitova hodnota v tvare IP adresy

- Ak sa prikaz pouzije v Case, ked' uz beziaci OSPF proces ma zvolené RID, zmena sa
prejavi

= az po restarte routera alebo
- po ru¢nom reStarte OSPF procesu cez

clear ip ospf process / clear ipv6 ospf process

Router (config) # router ospf 1

Router (config-router)# router-id 172.16.1.1
Router# clear ip ospf process

Router (config) # ipv6é router ospf 1

Router (config-router)# router-id 172.16.1.1
Router# clear ipvé ospf process




OSPFv2/v3

Ovplyvnenie volby DR a BDR — nastavenie priority

= Nastavenie Specifickej priority rozhraniu smerovaca.

Router(config-if)#

ip ospf priority number

ipvé ospf priority number

Rozhranie smerovaCa m6ze mat nastavenu prioritu v rozsahu 0 - 255:

- 0 =DROTHER - Router cannot be a DR
- 1 = Favorable - Default for all routers
- 255 = Very favorable - Ensures at least of a tie.

- Priorita by mala byt nastavena pred samotnou volbou
- Zobrazenie nastavenej priority a inych kfuCovych udajov
- show ip ospf interface

- show ipv6é ospf interface




OSPFv2/v3

OSPF Passive-Interface

= Zabranuje zasielaniu OSPF updatov cez dane rozhranie

Router(config-router)#

passive-interface type number [default]

- Volba default nastavi vSetky rozhrania ako pasivne

- Dané rozhranie musime potom explicitne povolit

= no passive-interface type number

- Z pohladu OSPF:
- Specifikované rozhranie sa javi ako stub network
- Cez rozhranie nie su prijaté ani posielané updates
- Zabrani formovaniu susedského vztahu

- Ale info o sieti sa posiela



OSPFv2

IPv4 default route v OSPFv2

Area 0
172.16.2.0024

209.165.200.224/27

= Posielanie default route v OSPF je mozné
zabezpecdit iba prikazom default-information
originate

Internet ?

2,750/000 S0I0MNG

= Typ siete v smerovacej tabulke bude: O E2

= Router, na ktorom je tento prikaz zadany, bude
rozposielat’ default route len vtedy, ak ju uz sam ma

E2# show ip route | baegin Gateway

Gateway of last rescrt is 209.165.200.226 to netwerk 0.0.0.0

v smerovacej tabulke (rozdiel oproti RIP) e —
, . . 122.16.0.(”1.6 is variablll,f su]:nnetted,. 5 subnets, 3 masks
- Napr. vytvorenu statlcky - 1p route 0.0.0.0 © é;ﬁiiﬁa%‘d SRS T BB gso IR,
©.0.0.0 OUT_INT NEXT_HOP L 177.16.2.1/32 is directly connected, GieabitEthernet0/0
- - C 172.16.3.0/30 is directly connected, 3eriall/0/0
. ’ v s L 172.16.3.2/32 is directly connected, 3eriall/0/0
[ NepOV|nny parameter always Sa pOUZ|Va, ak sl 392?1§§,}§;f”" [110/65] via 192.168.10.10, 00:01:12,
chceme, aby router posielal default route vzdy T2108-100/20 de wasiebly subnetted, 3 ebnecs, 2

0 192.168.10.4/30 [110/128] wia 192.165.10.10, 00:01:12,
Seriald/0/1

u DO OSPF nie je mOiné defaUIt route [110/128] wia 172.16.3.1, 00:01:12, 3eriall/0/0

C 192.168.10.8/30 is directly connected, Seriald/0/1
d' b " L 192.168.10.9/32 is directly connected, Serial0/0/1
re IStrI uovat M 209.165.200.0/24 is wariably subnetted, 2 subnets, 2
masks

C 209.185.200.224/30 is directly connected, Loopbackl
L 209.165.200.225/32 is directly connected, Loopback(




IPv6 default route v OSPFv3

= Posielanie default route v OSPFv3 pre IPv6 je temer idetické s OSPFv2
= Smerovac ktory redistribuuje default route ju musi mat v smerovacej tabulke
= Napr. vytvorenu staticky - ipvé route ::/0 {ipv6-address | exit-intf}
= |nak def. route nebude preposielana
= Preposielanie je mozné zabezpecit tiez iba prikazom default-information
originate

= Typ siete v smerovacej tabulke bude: O E2

FZ4 show ipv6 route static

IPve Bouting Table - defaunlt - 12 entries

Codes: T —-Connected, L — Local, 5 — Static, U - Per—user Static route
E -BGP, R — RIP, H - NHEP, Il - ISIS L1
12 -I51I5 L2, IA — ISIS interarea, I15-I5I5 summary,D-EIGRF
EX -EIGZRP externzl, HND-ND Default,NDp-MD Prefix,
DCE-Destination, HDr -Redirect, O - O3FF Intra,lI-03PF Inter
OE1-0OSFF ext 1, OEZ -0SFF ext 2, ON1 - OSPF MSESA ext 1
ONZ - OSPF MNSER ext 2

s r 40 [170]
via Z001:DEBEB:FEED:1::2, Loopbackl

RZ#




IPv4 default route v OSPFv2

Prikaz default-information originate

= Rozposielanie externe] default cesty do OSPF.
Router(config-router)#

default-information originate [always] [metric metric-value]
[metric-type type-value] [route-map map-name]

(Optional) Specifies that OSPF always advertises the default route
regardless of whether the router has a default route in the routing table.

(Optional) A metric used for generating the default route. If you omit a value
s and do not specify a value using the default-metric router configuration
command, the default metric value is 1. Cisco I0S Software documentation
indicates that the default metric value is 10; testing shows that it is actually
1.
_ (Optional) The external link type that is associated with the default route
metric-type that is advertised into the OSPF routing domain. It can be one of the

always

metric-value

type-value following values: 1—Type 1 external route 2—Type 2 external route. The
default is type 2 external route (indicated by O*EZ2 in the routing table).
route-map (Optional) Specifies that the routing process generates the default route if

map-name the route map is satisfied.




OSPFv2

Zmena casovacov pre OSPFv2

= Casovade musia byt na linke rovnaké
= inak sa nevytvori susedsky vztah

= Dead zvycCajne styri krat dlhsi ako hello (pri zmene hello sa nastavuje
automaticky)

Router (config-if)# ip ospf hello-interval seconds

Router (config-if) # ip ospf dead-interval seconds

Verifying the OSPF Intervals on R1 Verifying OSPF Timer Activity
rl¥ show ip ospf interface serial 0/0/0 | include Timer rl¥ show ip ospf neighbor
Timer intervals configured, Hello 10, Dead 40, wait 40, , , , _
. Maighbor ID Fri Etate Dead Time Address Interface
Eetranzmit § . ’
. , . . 3.3.3.3 a FULL,/— Q0:00:35 1%2 . 168.10. 8 Ser1alds0s1
Timer }ntervals configured, Hello 10, Dead 40, wWwait 40, 5 3 9 a FULL/- 00:00:23 172.16.3.2 =erial0/0/0
Retranzamit 5 R1§

Timer intervals configured, Hello 10, Dead 40, wait 40,
rRetranzsmit 5
=88 2




OSPFv3

Zmena casovacov pre OSPFv3

= Ako pri IPv4

= Casovade musia byt na linke rovnaké
= inak sa nevytvori susedsky vztah

= Dead zvycCajne Styri krat dInsi ako hello (pri zmene hello sa nastavuje automaticky)

Router (config-if) # ipv6 ospf hello-interval seconds

Router (config-if) # ipvé ospf dead-interval seconds

Rl (config) # interface serial 0/0/0

Rl {config-if)+ ipv6é ospf hello-interwval 5

Rl (config-if)# ipvé ospf dead-interval 20

Rl (config-if)# end

R1#

*Apr 10 15:03:51.175: %0QSPFv3-5-ADJCHG: Process 10, Nbr
2.2.2.2 on S5eriall/0/0 from FULL to DOWN, Neighbor Down:

Dead timer expired
R1#
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Zabezpecenie OSPF

Zabezpecenie smerovacich updates

= Pri zapnutej autentifikacii smerovac overuje zdroj od ktorého dostava update
= Autentifikacné heslo musi byt zhodné na oboch stranach
= OSPF podporuje tri typy autentifikacie:

= Null — ziadna autentifikacia.

= Simple password authentication — heslo je poslané ako plain text,
neodporucCa sa (outdated method).

= MD5 authentication — odporucana forma, heslo sa neposiela, posiela sa MD5
hash vypocitany z hesla




Zabezpecéenie OSPF Operation of the MD5 Algorithm

Pocitanie MD5 — -~
- e

Routing Message

DePF Update Packet
- N K R Secret Key
- = 0 N0 O N

N/

Signature | 4ehlDxE7NMopd

}

Y¥es

Discard Signatures Match? Accept




Konfiguracia tzv. Simple Password Authentication
(plaintext)

Router (config-if) #
ip ospf authentication-key password

- Na rozhrani nastavi heslo pre plaintext

Router (config-router) #

area area-id authentication

- Definuje druh autentifikacie pre oblast’ (v tomto pripade plaintext)

Router (config-if) #

ip ospf authentication [null]

- Prepise druh autentifikacie na konkrétnom rozhrani (bez argumentu aktivuje plaintext,
argument null deaktivuje autentifikaciu)




Priklad konfiguracie plaintext autentifikacie
Loopback 0 Area 0

10.1.1.1 S0/0/4
192.168.1.101 ~192.168.1.102

S0/0/1
<output omitted>

interface LoopbackO
ip address 10.1.1.1. 255.255.255.0

<output omitted>

interface Serial0/0/1
ip address 192.168.1.101 255.255.255.224
ip ospf authentication
ip ospf authetication-key plainpas

<output omitted>

router ospf 10
log-adjacency-changes
network 10.1.1.1 0.0.0.0 area O
network 192.168.1.0 0.0.0.255 area O

34P_076




Konfiguracia MD5 autentifikacie

Router (config-if) #

ip ospf message-digest-key key-id md5 key

- Vytvori ki€ so zadanym ID a heslom
- Klu¢e susedov sa musia zhodovat v ID i hesle

- AK je na rozhrani klfuCov viac, pre odosielanie sa pouziva naposledy pridany (alebo
vsetky, ak su na segmente routery

s roznymi klu€mi), pre prijatie sa akceptuje ktorykolvek
Router (config-router) #

area area-id authentication message-digest

- Definuje druh autentifikacie pre oblast’ (v tomto pripade MD5)

Router (config-if) #

ip ospf authentication {message-digest | null}

- Prepise druh autentifikacie na konkretnom rozhrani (argument message-digest aktivuje
MD5, argument null deaktivuje autentifikaciu)




Zabezpecenie OSPF

OSPF MD5 autentifikacia - per area — priklad 1

Fl {zconfig) # router ocspf 10

Rl {config-router)# area 0 authentication message-digest

Bl {config-router)# exit

Bl {config)#

*2pr 8 09:58:09.838:; %0SPF-5-ADJCHG: Process 14, Hbr 2.2.2.2
on Serialld/0/0 from FULL to DOWN, Heighbor Down: Dead timer
expired

Bl {config)

*2pr 8 09:58:208.627: %OSPF-5-ADJCHG: Process 14, Hbr 3.3.3.3
on Seriall/0/1 from FULL to DOWH, Heighbor Down: Dead timer
expired

Bl {config)

Fl{zonfig)# interface GigabitEthernet 0/0

Fl {zonfig-if)} ¥ ip ospf message-digest-key 1 md5 CIECO-123
Bl {config-if}# exit

Bl {config)#

Fl{config)$# interface Serial 0/0/0

Fl {config-if)}# ip ospf message-digest-key 1 md5 CIECD-123
Bl{config-if}#4 exit

Rl {config) #

Fl{zonfig)$# interface Berial 0/0/1

Fl{config-if)}# ip ospf message-digest-key 1 md5 CIBCD-123
Rl {config-if)} #

continued



Zabezpecenie OSPF

OSPF MD5 autentifikacie — per interface — priklad 2

Fl ({config)# interface GigabitEthernet 0/0

Fl{config-if} ¥ ip ospf message-digest-key 1 md5 CISCD-123
Fl {config-if)# ip ospf anthentication message-digest

FEl (config-if}#¥ exit

Rl {config)

Fl{config)$# interface Serial 0/0/0

Fl({config-if} ¥ ip ospf message-digest-key 1 md5 CISCO-123
Fl{config-if}¥ ip ospf authentication message-digest

FEl (config-if}#¥ exit

Fl (config) #

Fl {config)$# interface Berial 0/0/1

Rl {config-if} ¥ ip ospf message-digest-key 1 md5 CISCO-123
Fl{config-if} ¥ ip ospf authentication message-digest

Rl {config-if}#% exit

Rl {config)

*2pr & 10:20:10.647: %0SPF-5-ADJCHG: Process 14, Nbr 2.2.2.2
on Serizll/0/0 from FULL to DOWN, Heighbor Down: Dead timer
expired

Fl (config) #

*2pr B 10:20:50.007: %0SPF-5-ADJCHG: Procesas 14, Nbr 3.3.3.3
on Serizll/0 /1 from FULL to DOWN, Heighbor Down: Dead timer
explired

Fl (config) #




Autentifikacia v OSPFv3

= NA CCNA zatial brat ako fakt, ze vyuziva vstavané IPSec v IPv6




Overenie a diagnostika OSPF




Diagnostika Single-Area OSPF

Postup pri diagnhostike OSPF

Connectivity [ssues due to routing?

* Yes Troubleshoot

« Are the interfaces operational?

« Are the interfaces enabled for
OSPF?

»  Does the O5PF area match?

|5 there an interface that is
configured as passive?

s tha maighbor table

cormect? Troubleshoot

Show commands
Troubleshoot show ip ospf neighbors
show 1p interface brief
show ip ospf interface

I= the routing table

COormect

Dioes traffic take

desired path? Troubleshoot

Functional Mebeork?




Diagnostika Single-Area OSPF

Budovanie OSPF Adjacency vzt'ahu

e W . TR

— 7 —~

R2

R1

OSPF adjacencies will not form if:

The interfaces are not on the same network.

OSPF network types do not match.

OSPF Hello or Dead Timers do not match.

Interface to neighbor is incorrectly configured as passive.

There Is a missing or incorrect OSPF network command.
Authentication is misconfigured.

Each interface must be properly addressed and in the " up and up"
condition.




Diagnostika Single-Area OSPF

Prechody cez OSPF stavy

Down State

Establizh
Meighbaor
Adjacencies
Smerovac by mal ostat
bud v Two Way alebo az

vo Full

Exchange State

Loading State

Full State



Overenie OSPFv2

Displays OSPF process ID, router ID, networks router is
advertising & administrative distance

show ip protocols
show ip ospf neighbors Displays OSPF neighbor relationships.
show i1p ospf neighbors detail

show ip route Displays the routing table.

show ip ospf interface Displays hello interval and dead interval

Displays OSPF process ID, router ID, OSPF area information

s ¢ £ _ .
show 1p osp & the last time SPF algorithm calculated

debug ip ospf Adjacency, packet, events...




Vypis OSPF susedov a susedského stavu

show Ip ospf neighbors
Vypis OSPF susedov a susedského stavu | corktorsie

formovany
susedskych vztah s

. . danym susedom.
R2# show ip ospf neighbor 1
Neighbor ID Pri State Dead Time  Address Interface
10.64.0.1 1 FULL/DR 00:00:30 10.64.0.1 FastEtherneto/o
10.2.1.1 0 FULL/ - 00:00:34 10.2.1.1 Seriale/0/1
—— i i

Zoznam RID OSPF stav v ktorom sme so .
susedov v susedom. FULL znamena ze IP adresarozhrania suseda ku
poradi ako boli mame identické topo DB ktorému sme priamo
nauéeny pripojeny

Susedova Cas do uplynutia ktorého

priorita na povazujeme suseda za down.

danom OSPF Prijatie Hello obnovi ¢asovaé

rozhrani

Document ID: 13688 What Does the show ip ospf neighbor Command Reveal?
http://www.cisco.com/en/US/tech/tk365/technologies tech note09186a0080094a85.sht
ml



http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094a85.shtml

show Ip ospf interface brief

R1# sh ip ospf interface brief
Interface PID Area

Lol 1 %)
Fao/0 1 9
Se0/0 1 9

IP Address/Mask
10.1.1.1/24
10.1.200.1/24
10.1.100.1/24

Cost
1
1
1562

State Nbrs F/C

LOOP
BDR
P2P

0/0e
1/1
1/1




Overenie natavenia OSPF na rozhrani.

show Ip ospf interface

Rl# show ip ospf interface fastEthernet 0/0
FastEthernet0/0 is up, line protocol is up
Internet Address 10.64.0.1/24, Area O
Process ID 1, Router ID 10.64.0.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DROTHER, Priority O
Designated Router (ID) 10.64.0.2, Interface address 10.64.0.2
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:04
Supports Link-local Signaling (LLS)
Index 1/1, flood queue length 0
Next 0x0(0) /0x0 (0)
Last flood scan length is 1, maximum is 4
Last flood scan time is 0 msec, maximum is 4 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.64.0.2 (Designated Router)
Suppress hello for 0 neighbor(s)

Document ID: 13689 What Does the show ip ospf interface Command Reveal??
http://www.cisco.com/en/US/partner/tech/tk365/technologies tech note09186a0080094
056.shtml



http://www.cisco.com/en/US/partner/tech/tk365/technologies_tech_note09186a0080094056.shtml

Vypis smerovacich ciest nauc¢enych cez OSPF.

show Ip route ospf

R1# show ip route ospf
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

0 IA 10.2.1.0/24 [110/782] via 10.64.0.2, 00:03:05, FastEtherneto/o
R1#




Overenie OSPF informacii

show Ip ospf

R2# show ip ospf

Routing Process “ospf 50” with ID 10.64.0.2

<output omitted>

Area BACKBONE(Q)
Area has no authentication
SPF algorithm last executed 00:01:25.028 ago
SPF algorithm executed 7 times

<output omitted>

Area 1

Number of interfaces in this area is 1
Area has no authentication
SPF algorithm last executed 00:00:54.636 ago
SPF algorithm executed 3 times

<output omitted>

R2#




Overenie, €i je spusteny smerovaci proces a ¢i mame susedov

show Ip protocols

R1# show ip protocols
Routing Protocol is “ospf 1”
Outgoing update filter 1list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 10.64.0.1
Number of areas in this router is 1. 1 normal © stub © nssa
Maximum path: 4
Routing for Networks:
10.0.0.0 0.255.255.255 area ©
Reference bandwidth unit is 100 mbps
<output omitted>




Diagnostika susedskych vzt'ahov

RouterA# debug ip ospf adj

OSPF:
OSPF:
OSPF:
state
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
1500
OSPF:
OSPF:
OSPF:
OSPF:
state
OSPF:
OSPF:
OSPF:
$OSPF
Done
OSPF:

Interface Serial0/0/0.1 going Up

Build router LSA for area 0, router ID 192.168.1.1, seq 0x80000023

Rcv DBD from 192.168.1.2 on Serial0/0/0.1 seq O0xCF0 opt 0x52 flag 0x7 len 32 mtu 1500
INIT

2 Way Communication to 192.168.1.2 on Serial0/0/0.1, state 2WAY

Send DBD to 192.168.1.2 on Serial0/0/0.1 seq 0xF4D opt 0x52 flag 0x7 len 32

NBR Negotiation Done. We are the SLAVE

Send DBD to 192.168.1.2 on Serial0/0/0.1 seq O0xCF0 opt 0x52 flag 0x2 len 132

Rcv DBD from 192.168.1.2 on Serial0/0/0.1 seq O0xCFl opt 0x52 flag 0x3 len 132 mtu
state EXCHANGE

Send DBD to 192.168.1.2 on Serial0/0/0.1 seq 0xCFl opt 0x52 flag 0x0 len 32

Database request to 192.168.1.2

sent LS REQ packet to 192.168.1.2, length 12

Rcv DBD from 192.168.1.2 on Serial0/0/0.1 seq 0xCF2 opt 0x52 flag 0x1 len 32 mtu 1500
EXCHANGE

Exchange Done with 192.168.1.2 on Serial0/0/0.1

Send DBD to 192.168.1.2 on Serial0/0/0.1 seq 0xCF2 opt 0x52 flag 0x0 len 32
Synchronized with 192.168.1.2 on Serial0/0/0.1, state FULL
-5-ADJCHG: Process 100, Nbr 192.168.1.2 on Serial0/0/0.1 from LOADING to FULL, Loading

Build router LSA for area 0, router ID 192.168.1.1, seq 0x80000024




Diagnostika susedskych
vzt'ahov — volba DR/BDR

OSPF:
OSPF:

Interface FastEthernet0/0 going Up
Build router LSA for area 0, router ID 192.168.1.1,seq 0x80000008

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

2 Way Communication to 172.16.1.1 on FastEthernet0/0, state 2WAY
end of Wait on interface FastEthernet0/0

DR/BDR election on FastEthernet0/0

Elect BDR 192.168.1.1

Elect DR 192.168.1.1

Elect BDR 172.16.1.1

Elect DR 192.168.1.1

DR: 192.168.1.1 (Id) BDR: 172.16.1.1 (Id)

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

Send DBD to 172.16.1.1 on FastEthernet0/0 seq OxDCE opt 0x52 flag 0x7 len 32
No full nbrs to build Net Lsa for interface FastEthernet0/0

Neighbor change Event on interface FastEthernet0/0

DR/BDR election on FastEthernet0/0

Elect BDR 172.16.1.1

Elect DR 192.168.1.1

DR: 192.168.1.1 (Id) BDR: 172.16.1.1 (Id)

OSPF:
OSPF:
OSPF:
OSPF:

Neighbor change Event on interface FastEthernet0/0
DR/BDR election on FastEthernet0/0

Elect BDR 172.16.1.1

Elect DR 192.168.1.1

DR: 192.168.1.1 (Id) BDR: 172.16.1.1 (Id)

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

Rcv DBD from 172.16.1.1 on FastEthernet0/0 seq 0x14B 7 opt 0x52 flag 0x7 len 32 mtu 1500 state EXSTART
First DBD and we are not SLAVE-if)#

Send DBD to 172.16.1.1 on FastEthernet0/0 seq OxDCE opt 0x52 flag 0x7 len 32

Retransmitting DBD to 172.16.1.1 on FastEthernet0/0[1]

Rcv DBD from 172.16.1.1 on FastEthernet0/0 seq OxDCE opt 0x52 flag 0x2 len 152 mtu 1500 state EXSTART
NBR Negotiation Done. We are the MASTER

Send DBD to 172.16.1.1 on FastEthernet0/0 seq OxDCF opt 0x52 flag 0x3 len 132

Database request to 172.16.1.1

sent LS REQ packet to 172.16.1.1, length 24

Rcv DBD from 172.16.1.1 on FastEthernet0/0 seq OxDCF opt 0x52 flag 0x0 len 32 mtu 1500 state EXCHANGE
Send DBD to 172.16.1.1 on FastEthernet0/0 seq 0xDDO opt 0x52 flag 0xl len 32

No full nbrs to build Net Lsa for interface FastEthernet0/0

Build network LSA for FastEthernet0/0, router ID 192.168.1.1

Build network LSA for FastEthernet0/0, router ID 192.168.1.1

Rcv DBD from 172.16.1.1 on FastEthernet0/0 seq 0xDDO opt 0x52 flag 0x0 len 32 mtu 1500 state EXCHANGE
Exchange Done with 172.16.1.1 on FastEthernet0/0

Synchronized with 172.16.1.1 on FastEthernet0/0, state FULL

%$0SPF-5-ADJCHG: Process 100, Nbr 172.16.1.1 on FastEthernet0/0 from LOADING to FULL, Loading Done

OSPF:
OSPF:

FATTIT, o

Build router LSA for area 0, router ID 192.168.1.1, seqg 0x80000009
Build network LSA for FastEthernet0/0, router ID 192.168.1.1

Thaa 2 1 ] am e cmandle T OOUN o am T e T4 T o ommam o =y Y e e TTY T OOY YO -1




Overenie OSPFv3

= show ipv6 protocols

= show ipv6 ospf neighbor

= show ipv6 ospf interface

= show ipv6 ospf

= show ipv6 route ospf

= clear ipv6 ospf [process-id] process



Multiarea OSPF




Preco Multiarea OSPF?

Single-Area OSPF

= Oblast’ (area)
= Mnozina sieti a smerovacov, ktoré poznaju vlastnu topologiu, ale ktoré nepoznaju
topologiu zostavajucej Casti autonomneho systému
= Ak mame len jednu oblast  a ta sa stane velka => musime riesit
= Velké smerovacie tabulky (no summarization by default)
= Velke link-state database (LSDB)
= Casté prepoéty SPF algoritmu
= Zaver: Single-area OSPF vhodné do mensich sieti

I'm receiving too My SPF algorithm is
many LSAs, running too often
for me to route
My routing table is too properly.

big and | am running
lowe on memary.




Preco Multiarea OSPF?

Viaceré oblasti - multiarea

= Moznost pouzit viaceré oblasti
= Oblast’ (area)
= Vytvorena za uCelom pamatovej a procesnej optimalizacie
= Mnozina sieti a smerovacov, ktoré poznaju vlastnu topologiu, ale ktoré nepoznaju
topoldgiu zostavajucej Casti autonomneho systému
= QOblast je identifikovana 4B Cislom
= Kazda oblast’ musi byt fyzicky spojena s oblastou 0 (backbone)
= Dvojuroviova hierarchia
= Hranice oblasti s na smerovacoch (nie na linkach!)
= Oblast’
= QOptimalizuje poCet smerovacich poloziek
= Lokalizuje dopad zmien topologie
= Lokalizuje LSA flooding
= OSPF ma dve urovne oblasti
= Backbone
= Regularnu (Standardnu)

Backbone Area 0




Multiarea OSPF

Typy OSPF smerovacov

Area 1 Backbone Area 0
ABR and All ABR and Area 2
Backbone Backbone Backbone
Router Routers Router

-
Y

o,
—

e ™

-
Internal |
Routers

Internal

- Router

e

—
-_——
|

Internal
Router

ASBR and
Backbone
Router



Multiarea OSPF

Typy OPSF smerovacov

* |nternal router
= Smerovac, ktory ma vSetky svoje rozhrania v tej istej oblasti
= VSetky interné smerovace maju rovnaku LSDB
= Backbone router
= Smerovac pripojeny aspon jednym zo svojich rozhrani do backbone area 0
= Mo6ze byt Internal, ABR, ASBR
= Area Border Router (ABR)
= SmerovacC na rozhrani medzi viacerymi oblastami
= V OSPF musi kazdy ABR byt Clenom oblasti O (chrbtice)

= ABR plni funkcie pre Sirenie, filtrovanie a sumarizaciu informacii preposielanych medzi
oblastami

= Autonomous System Boundary Router (ASBR)
= Smerovac na rozhrani medzi autondmnym systémom a vonkajSim svetom

= ASBR pIni funkcie pre import, filtrovanie a sumarizaciu informacii do OSPF zvonku
autondmneho systemu




Multiarea OSPF

Typy OSPF smerovacov

= Smerovace A, B, C, D aE su
backbone smerovace

= Backbone routers make up Area
0.

= Smerovace C, D a E suU Area
Border Routers (ABRS).
= ABR pripajaju iné oblasti na
backbone
= Smerovace A, B, F, G, a H su
Internal routers

= Su vo vnutri danej oblasti
vsetkymi rozhraniami

= Neprepajaju iné oblasti




LSA aich typy — popis topologie




Typy LSA

Typy Link State Advertisement (LSA) struktur

= LSA su zakladneé stavebné bloky LSDB
= Individualne LSA tvoria zaznamy v LSDB

= Spolu tvoria topologicku DB LSA Type Description

Router LSAs

Network LSAs

Summary LSAs

Autonomous System
External LSAs

Multicast OSPF LSAs

Defined for Not-So-Stubby Areas

External Attributes LSA for
Border Gateway Protocol (BGP)

9,10, 11

Opaque LSAs

314P_064



Zakladne udaje v LSA

Kazde LSA obsahuje hlavicku s nasledujucimi udajmi

Link State Age: Vek LSA v sekundach
Options: Bitové priznaky pre rozSirené moznosti OSPF
Link State Type: Typ LSA

Link State ID (LSID): 4B Cislo, ktoré jednoznacne identifikuje toto LSA v
databaze

Advertising Router: RID routera, ktory vygeneroval dané LSA
LS Sequence Number: Sekvencnée Cislo LSA
LS Checksum, Length: Kontrolny sucCet a velkost LSA



LSA Type 1: Router LSA

= Kazdy router v oblasti sam za seba vygeneruje jedno LSA1

= LSA1 obsahuje zoznam rozhrani smerovaca s ich popisom (sh ip ospf database router self-originate)
= LSA1 sa rozposiela do celej oblasti, neprechadza vsak cez ABR do inych oblasti
= Link State ID: RID routera, ktory LSA1 vygeneroval

= LSA1 obsahuje jedno alebo viac poli Link ID (LID) , ktoré indikuju, k Comu je dany router
pripojeny a akym sp6sobom
= LID ukazuje na LSID dalSieho objektu, s ktorym je router spojeny
= + Link Data

= Smerovacia polozka = O




LSA Type 1 paket

= open sShortest Path First
= OSPF Header
0SPF version: 2
[Message Type: LS update (47]
packet Length: 88
Source OSPF Router: 10.1.1.2 (10.1.1.20
Area ID: 0.0.0.0 (Backhone)
Packet Checksum: Oxdekhz [correct]
Auth Type: Mull
Auth pata Cnonel
= LS Update Packet
[Mumber of Lsas: 1]
=[LS Type: Router-L54
LS age: 1 seconds
Do Mot Age: False
® options: 0x22 (DC, EJ
Link-state advertisement Tvpe: Router—-LsA (10
Link State ID: 10.1.1.2
Advertising Router: 10.1.1.2 (10.1.1.2)
LS Sequence Number: (0xB0000036
LS checksum: 0Ox31les
Length: &0
® Flags: 0x00 (O
Mumber of Links: 3
= Type: Stub ID: 1.1.1.1 Data: 255.255.255.255 Metric: 1
IP network/subnet number: 1.1.1.1
Link Data: 255.255.255.255
Link Type: 3 - Connection to a stub network
Mumber of ToS metrics: 0
TOS 0 metric: 1
= Type: PTP Ip: 10.1.1.1 pata: 10.1.1.2
Meighboring router's Router ID: 10.1.1.1
Link Data: 10.1.1.2
Link Type: 1 - Point-to-point connection to another router
Mumber of ToS metrics: 0
TOS 0 metric: &4
= Type: Stub ID: 10.1.1.0 Data: 255.255.255.0
IF network/subnet number: 10.1.1.0
Link Data: 255.255.255.0
Link Type: 3 - Connection to a stub network
Mumber of TOS metrics: 0
TOS 0 metric: &4

metric: &4

Metric: 64

Dve LSA za linku (prepoj na suseda) a siet

R1l# show ip ospf database router 10.1.1.2 adv-router 10.1.1.2

OSPF Router with ID (10.1.1.2) (Process ID 1)

Router Link States (Area 0)

LS age: 748

Options: (No TOS-capability, DC)
LS Type: Router Links

Link State ID: 10.1.1.2
Advertising Router: 10.1.1.2

LS Seq Number: 80000036
Checksum: O0x31E5

Length: 60

Number of Links: 3

Link connected to: a Stub Network
(Link ID) Network/subnet number: 1.1.1.1
(Link Data) Network Mask: 255.255.255.255
Number of TOS metrics: 0
TOS 0 Metrics: 1

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 10.1.1.1
(Link Data) Router Interface address: 10.1.1.2
Number of TOS metrics: 0
TOS 0 Metrics: 64

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.1.1.0
(Link Data) Network Mask: 255.255.255.0
Number of TOS metrics: 0




LSA Type 2. Network LSA

Generované DR routerom pre kazdu tranzitnu multiaccess siet

= Obsahuje zoznam RID vsetkych smerovacov pripojenych k danej sieti

LSAZ2 sa rozposiela do celej oblasti, neprechadza vSak cez ABR do inych oblasti

Link State ID: IP adresa DR v danej sieti

= Na toto pole sa odvolava pole Link ID v LSA1 typu tranzit vSetkych Clenskych routerov
Smerovacia polozka = O




LSA Type 2 paket

= Open Shortest Path First
= OSPF Header
O5PF Version: 2
Message Type: L5 Update (4)
Packet Length: &0
Source OS5PF Router: 5.5.5.5 (5.5.5.5)
Area ID: 0.0.0.20
Packet Checksum: 0x1462 [correct]
Auth Type: Null
Auth Dpata (none)
= LS Update Packet
Number of LsAs: 1
= LS Type: Network-LSA
L5 age: 3600 seconds
Do Not Age: False
= options: 0x22 (DC, E)
0... .... = DN: DN-bit i5 NOT set
0., .... =0: 0-bit is NOT set
1. .... = DC: Demand Circuits are supported
.0 .... =L: The packet does WOT contain LLS data block
NP: NS5A is NOT supported
. MC: NOT Multicast Capable
.1. = E: External Routing Capability
.0 = MT: NO Multi-Topology Routing
L1ﬂk StatE Advertisement Type: Network-L5A (2)
Link State ID: 10.0. ED 2

Advertising Router: 5.5.5.5 (5.5.5.5)

=]
o -
I

tE'EEﬂﬂ!ﬂt!'ﬂﬂﬁﬁ!?"ﬂ?ﬂﬂﬂﬂﬂﬂDE
Ls Checksum: 0xfdee
Length: 32

Metmask: 255%.255.255.252
Attached Router: 5.5.5.5%
Attached Router: 4.4.4.4




LSA Type 3: Summary LSA (IP network)

= LSAS3 generuje ABR za prislusnu oblast do inych oblasti

= LSAS3 obsahuju (potencialne sumarizovany) zoznam I[P sieti v danej oblasti, avSak bez dodatoCnej topologicke;j
informacie (efektivne distance-vector)

= Bez sumarizacie LSA3 obsahuju jednoducho zoznam IP sieti v danej oblasti
= By default sa nerobi sumarizacia, je ju potrebné nastavit konfiguracne

= Pre oznamenu kazdu siet sa generuje jedno LSA3
= LSA3 sa za normalnych okolnosti rozposielaju do celého autondmneho systému, teda do vSetkych oblasti
= Link State ID: IP adresa samotnej ohlasovanej podsiete, maska + cost je obsiahnuty v dalSom poli spravy
= Smerovacia polozka = O |A




LSA Type 3 paket

= Open shortest Path First
F OSPF Header
0O5PF Version: 2
Message Type: LS Update (4)
Packet Length: 400
Source OSPF Router: 4.4.4.4 (4.4.4.4)
Area ID: 0.0.0.20
Packet Checksum: 0xd794 [correct]
Auth Type: Null
Aauth Data (none)
E L5 update pPacket
Number of LSAs: 11
LS Type: Router-LSA
LS Type: Router-LSA
LS Type: Network-LSA
LS Type: summary-L5A (IP network)
Lo AgeE. L1 S2CUlids
Do Not Age: False
# options: 0x22 (DC, E)
Link-5tate Advertisement Type: Summary-L5A (IP network) (3)

ODHEE

Link state ID: 192.168.10.0
Advertising Router: 4.4.4.4 (4.4.4.4)
L5 Sequence Number: 0x80000001

L5 Checksum: Oxle7d

Length: 28
Netmask: 255.255.255.0
Metric: 30

#H L5 Type: Summary-L5A (IP network)
# L5 Type: summary-LSA (IP network)




LSA Type 4. Summary LSA (ASBR)

= LSA4 generuje ABR za prislusnu oblast
= V LSA4 sa prenasa informacia o existencii (ak existuje) ASBR v danej oblasti

= |LSA4 sa za normalnych okolnosti rozposielaju do celého autonomneho
systemu, teda do vsSetkych oblasti

= Link-state |ID: RID prislusneého ASBR




LSA Type 1 s E bitom (ASBR)

= Open Shortest Path First

# O5PF Header
= LS Update Packet
Number of LsAs:
= LS Type: Router

1

-L5A

LS Age: 1 seconds
Do NOT Age: False

= Ooptions: 0x22
o... .... =
R

I

=
L] D L]
D L] L]
monon

(oc, EJ

DN: DN-bit i5 NOT set

0: O-bit i5 NOT set

DC: Demand Circuits are supported

L: The packet does NOT contain LLS data block
NP: NS5A 15 NOT supported

MC: NOT Multicast Capable

= E: External Routing Capability

O o=

MT: NO Multi-Topology Routing

L1ﬂk State Advertisement Type: Router-LSA (1)

Link state ID:

5.5.5.5

Advertising Router: 5.5.5.5% (5.5.5.5)
LS Sequence Number: Ox80000005
Ls Checksum: 0x0a40

Length: 48
# Flags: 0x00

Number of Links: 2

F Type: Stub
F Type: Stub

ID: 192.168.20.0 Data: 255.255.255.0 Metric:
ID: 10.0.20.0 Data: 255.255.255.252 Metric:

10
10



LSA Type 4 paket

= open Shortest Path First
= OSPF Header
OS5PF version: 2
Message Type: LS Update (4)
Packet Length: 400
Source OSPF Router: 4.4.4.4 (4.4.4.4)
Area ID: 0.0.0.20
Packet Checksum: 0xd794 [correct]
Auth Type: Null
Auth Data (none)
= L5 Update Packet
Number of LSAs: 11
LS Type: ROUTEr-LSA
LS Type: Router-LSA
LS Type: Network-LSA
LS Type: Summary-LSA (IP network)
LS Type: summary-LSA (IP network)
LS Type: Summary-L5A (IP network)
LS Type: Summary-LSA (ASBR)
LS age: 11 seconds
DO MOTL Age: False
H options: 0x22 (DC, E)
Link-5tate Advertisement Type: Summary-LSA (ASBR) (4)

DEEEEEE

Link state ID:5.5.5.5

Advertising Router: 4.4.4.4 (4.4.4.4)
LS Sequence Number: Ox80000001

L5 Checksum: 0Ox&fal

Length: 28

Netmask: 0.0.0.0

Metric: 20




LSA Type 5: External LSA

= LSA5 generuje ASBR
= V LSAS5 sa prenasaju informacie o vonkajSich sietach, t.j. sietach mimo nasho
autondmneho systému
= Pre kazdu externu siet sa generuje jedno LSAS

= Link State ID: IP adresa vonkajsej siete
= By default sa nerobi sumarizacia
= Jej implementacia je na zvazenie, je ju potrebné nastavit konfiguracne
= Smerovacia polozka = O E1 or O E2 tzv. metric-type




LSA Type 5 paket

= Open Shortest Path First
= OSPF Header
O5PF version: 2
Message Type: LS Update (4)
Packet Length: 400
Source OSPF Router: 4.4.4.4 (4.4.4.4)
Area ID: 0.0.0.20
Packet Checksum: 0xd794 [correct]
auth Type: Null
Auth Data (none)
= LS uUpdate Packet
Mumber of L5As: 11
Ls Type: Router-LSA
LS Type: Router-LSA
LS Type: Network-LSA
LS Type: summary-LSA (IP network)
LS Type: Summary-LsA (IFP network)
LS Type: summary-LSA (IP network)
LS Type: Summary-LSA (ASEBR)
LS Type: As-External-L5A (ASBR)
Lo Algs. 137 S=ECUNLS
Do Not Age: False
H options: 0x20 (DC)
Link-5tate Advertisement Type: AS-External-L5A (ASEBR) (5)
Link state ID: 1/7Z2.16.3.0
Advertising Router: 2.2.2.2 (2.2.2.2)
LS Sequence Number: Ox80000001
L5 checksum: 0x2860
Length: 38
Metmask: 255.255.255.0
External Type: Type 2 (metric is larger than any other link state path)
Metric: 100
Forwarding Address: 0.0.0.0
External Route Tag: 0

ODEEEEEEE




Prehlad LSA v OSPFv3

LSA Name LS Type code | Flooding scope [LSA Function code

Router LSA 0x2001 Area scope 1

Network LSA 0x2002 Area scope 2
Inter-Area-Prefix-LSA  |0x2003 Area scope Bpeﬁnen_gvané
Inter-Area-Router-LSA  |0x2004 Area scope 4

AS-External-LSA 0x4005 AS scope 5
Group-membership-LSA [0x2006 Area scope 6

Type-7-LSA 0x2007 Area scope 7

Link-LSA 0x0008 Link-local scope 8 z
Intra-Area-Prefix-LSA  [0x2009 Area scope 9 N-e-vq




OSPF v3

Lo0 Area 0 Lo0 Areal Lo0

Area 0

Area 0

Area l

2°°1°ACAD'°'1"1 2001:ACAD:0:2::2/6 2001:ACAD:1:3::3/64
Fa0/1 e
_ 2001 ACAD123 /.

Rid:1.1.1.1 Rid:2.2.2.2 Rid:3.3.3.3
ipv6é unicast-routing unicast-routing ipv6é unicast-routing
ipv6é router ospf 1 ipv6 router ospf 1 ipv6 router ospf 1
router-id 1.1.1.1 router-id 2.2.2.2 router-id 3.3.3.3
int fa 0/0 int fa 0/0 int fa 0/1
no sh no sh no sh
ipv6é add 200l:acad:12::1/64 ipvé add 200l:acad:12::2/64 ipvé add 2001l:acad:23::3/64
ipvé add fe80::1 link-local ipvé add fe80::2 link-local ipvé add fe80::3 link-local
ipvé ospf 1 area O ipvé ospf 1 area O ipvé ospf 1 area 1
int 10 0 int 10 0 int 10 O
ipvé add 200l:acad:1::1/64 ipv6é add 200l:acad:2::2/64 ipvé add 200l:acad:3::3/64
ipvé add fe80::1 link-local ipvé add fe80::2 link-local ipvé add fe80::3 link-local
ipvé ospf 1 area O ipvé ospf 1 area 0 ipvé ospf 1 area 1
Int fa 0/1
no sh
ipv6é add 200l:acad:23::2/64
ipvé add fe80::2 link-local
ipvé ospf 1 area 1




OSPFv3 LSA typy — pouzitie show prikazov

LSA1 sh ipv6e ospf database router

LSA2 sh ipv6 ospf database network

LSA3 sh ipv6e ospf database inter-area prefix
LSA4 sh ipvé ospf database inter-area router
LSA5 sh ipv6e ospf database external

LSA8 sh ipv ospf database link

LSA9 sh ipv ospf database prefix




Inter-Area Prefix LSA — LSA 3

= Describes the destination outside the area but still in the AS

= Summary is created for one area, which is flooded out in all other areas
= Originated by an ABR

= Only intra-area routes are advertised into the backbone

= Link State ID simply serves to distinguish inter-area-prefix-LSAs originated
by the same router

= Link-local addresses must never be advertised in inter-area- prefix-LSAs




LSA v OSPFv3

Link LSA—-LSA 8

= Alink LSA
= validity per link
= Link local scope flooding on the link with which they are associated
= Provide router link local addresses of specified link
= List all IPv6 prefixes attached to the link
= Assert a collection of option bit for the Router-LSA




LSAS8 —link local scope

Ri##sh ipv ospf database link self-originate
OSPFv3 Router with ID (1.1.1.1) (Process ID 1)
Link (Type-8) Link States (Area 0)

LS age: 661

Options: (V6-Bit E-Bit R-bit DC-Bit)
LS Type: Link-LSA (Interface: FastEtherneto/0)
Link State ID: 4 (Interface ID)
Advertising Router: 1.1.1.1

LS Seq Number: 80000001

Checksum: 0x4171

Length: 56

Router Priority: 1

Link Local Address: FE80::1

Number of Prefixes: 1

Prefix Address: 2001:ACAD:12::
Prefix Length: 64, Options: None




LSA v OSPFv3

Intra Area Prefix (LSA9)

= Zoznam prefixov sieti per router
= Odvolavka na Link ID v LSA1/2




LSA v OSPFv3

Intra Area Prefix (LSA9)

Rl#sh ipv ospf database prefix self-originate
OSPFv3 Router with ID (1.1.1.1) (Process ID 1)
Intra Area Prefix Link States (Area 0)

Routing Bit Set on this LSA

LS age: 731

LS Type: Intra-Area-Prefix-LSA

Link State ID: ©

Advertising Router: 1.1.1.1

LS Seq Number: 80000003

Checksum: ©xAD47

Length: 52

Referenced LSA Type: 2001

Referenced Link State ID: ©

Referenced Advertising Router: 1.1.1.1
Number of Prefixes: 1

Prefix Address: 2001:ACAD:1::1

Prefix Length: 128, Options: LA , Metric: ©

Routing Bit Set on this LSA

LS age: 731

LS Type: Intra-Area-Prefix-LSA

Link State ID: 4096

Advertising Router: 1.1.1.1

LS Seq Number: 860000001

Checksum: ©xB269

Length: 44

Referenced LSA Type: 2002

Referenced Link State ID: 4

Referenced Advertising Router: 1.1.1.1
Number of Prefixes: 1

Prefix Address: 2001:ACAD:12::

Prefix Length: 64, Options: None, Metric: ©




Interpretacia OSPF LSDB a OSPF

smerovacieho procesu




Obsah OSPF databazy — vyznam stipcov

RouterA# show ip ospf database
OSPF Router with ID (10.0.0.11]) (Process ID 1)
Router Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum Link count
:E 10.0.0.11 10.0.0.11 548 0x80000002 0x00401A 1
7)) 10.0.0.12 10.0.0.12 549 0x80000004 0x003A1B 1
—l 100.100.100.100 100.100.100.100 548 0x800002D7 OxOOEEA9 2
N Net Link States (Area 0)
< Link ID ADV Router Age Seqg# Checksum
za 172.31.1.3 100.100.100.100 549 0x80000001 0x004EC9
Summary Net Link States (Area 0)
™ Link ID ADV Router Age Seqg# Checksum
(<ft) 10.1.0.0 10.0.0.11 654 0x80000001 OxOOFB1l1
1 10.1.0.0 10.0.0.12 601 0x80000001 0xO0O0F516
<output omitte

Pozor, stipec sa vola Link ID,
ale v skutocnosti zobrazuje Link State ID




Volby vypisu OSPF topo DB
- show Ip ospf database ?

R1# sh ip ospf database ?

adv-router
asbr-summary
database-summary
external
network
nssa-external
opaque-area
opaque-as
opaque-1link
router
self-originate
summary

<Cr>

Advertising Router link states
ASBR summary link states
Summary of database

External link states

Network link states

NSSA External link states
Opaque Area link states
Opaque AS link states

Opaque Link-Local link states
Router link states
Self-originated link states
Network summary link states
Output modifiers

-Dobré na prezeranie jednotlivych LSA zaznamov




OSPFv2 LSA typy — pouzitie show prikazov

LSA1 sh ip ospf database router

LSA2 sh ip ospf database network

LSA3 sh ip ospf database summary

LSA4 sh ip ospf database summary abr
LSA5 sh ip ospf database external

LSA7 sh ip ospf database nssa-external




Show Ip ospf database router (LSA1)

R1# show ip ospf database router 10.1.1.2 adv-router 10.1.1.2
OSPF Router with ID (10.1.1.2) (Process ID 1)
Router Link States (Area 0)

LS age: 748

Options: (No TOS-capability, DC)
LS Type: Router Links

Link State ID: 10.1.1.2
Advertising Router: 10.1.1.2

LS Seq Number: 80000036
Checksum: Ox31E5

Length: 60

Number of Links: 3

Link connected to: a Stub Network
(Link ID) Network/subnet number: 1.1.1.1
(Link Data) Network Mask: 255.255.255.255
Number of TOS metrics: ©
TOS O Metrics: 1

Link connected to: another Router (point-to-point)
(Link ID) Neighboring Router ID: 10.1.1.1
(Link Data) Router Interface address: 10.1.1.2
Number of TOS metrics: ©
TOS O Metrics: 64

Link connected to: a Stub Network
(Link ID) Network/subnet number: 10.1.1.0
(Link Data) Network Mask: 255.255.255.0
Number of TOS metrics: ©




Konfiguracia multiarea OSPF




Konfiguracia Multiarea OSPF

Implementacny plan multiarea OSPF

Implementation Plan Steps

1. Gather the network requirements and parameters.
2. Define the O5FPF parameters.

3. Configure OSPF.

4. Verity OSPF.




Konfiguracia Multiarea OSPF

Priklad

Fl{config)# router oampf 10
Area 0 Rl iconfig-router)$ router-id 1.1.1.1
10.2.1.0/24 Rll:cuan:.g—rﬂutEI]# network 10.1.1.1 0.0.0.0 area 1
Bl (config-router)$# network 10.1.2.1 0.0.0.0 area 1
Fliconfig-ronter)$ network 192.168.10.1 0.0.0.0 area 0
Fliconfig-router)$ end
El4

192.168.10.4/30

10.1.1.0/24 10.1.2.0/24 192.168.1.0024 192.168.2.0024
Area 1 Ares 2




Konfiguracia Multiarea OSPF

Konfiguracia Multiarea OSPFv3

Area 0
2001:DBB:CAFE:2::/64

LLA: FE&0::2
2

2001:DE8:CAFE: AQ001: /64 2001

2001:DB8:CAFE:1::/64
Area 1

Bl iconfig)# ipwé router cspf 10

Rl ({config-rtr)+# router-id 1.1.1.1
Flicontfig-rtr)# exit

Rl icontfig)#

Fliconfig)# interface GigabitEthernet 0/0
Fliconfig-if)l# ipwh ocepf 10 area 1
Rlicontig-it£)#

Rl (config-if)# interface Serial0/0/0
Rl (config-if)# ipwé ospf 10 area 0
Fl({config-if)}# end

Fli

LLA: FE80::3

2001:DBE8:CAFE:3::/64

Area 2




Smerovacia tabulka v OSPF -

external routes




Smerovacia tabul’ka v OSPF

Designator P

OSPF intra-area (router LSA) and * Networks from within the router’s area.

O network LSA Advertised by way of router LSAs and network
LSAs.
» Networks from outside the router’s area but

OIA OSPF interarea (summary LSA) within the OSPF AS. Advertised by way of
summary LSAs.

OE1l Type 1 external routes . Networks from outside the router’s AS,
advertised by way of external LSAs.

O E2 Type 2 external routes » Networks from outside the router’s AS,

advertised by way of external LSAs.

R1l# show ip route
<output omitted>
Gateway of last resort is not set
172.31.0.0/24 is subnetted, 2 subnets
O IA 172.31.2.0 [110/1563] wvia 10.1.1.1, 00:12:35, FastEthernet0/0
O IA 172.31.1.0 [110/782] wvia 10.1.1.1, 00:12:35, FastEthernet0/0
10.0.0.0/8 is variably subnetted, 6 subnets, 2 masks
10.200.200.13/32 is directly connected, LoopbackO
10.1.3.0/24 is directly connected, Serial0/0/0
.0/24 [110/782] via 10.1.3.4, 00:12:35, Serial0/0/0
.0/24 is directly connected, FastEthernet0/0
.0/24 [110/782] wvia 10.1.1.1, 00:12:37, FastEthernet0/0
0.254.0.0/24 [110/50] via 10.1.1.1, 00:12:37, FastEthernet0/0

oORrN

1
.1
.1

1




E2 Routes

RTEB#show ip route

<output omitted>

O E2 9.0.0.0/8 [110/20] wvia 192.168.1.2, 00:00:07, Serial0/O
C 192.168.1.0/24 is directly connected, Serial(/0

4 192.168.2.0/24 is directly connected, Serial(/1

|
w
&
=
e
L

S0/0 192.168.2.2 }.-{

Area 0

RTC#show ip route

<output omitted>

O E2 9.0.0.0/8 [110/20] wvia 192.168.2.1, 00:00:46, Serial0/0

0 192.168.1.0/24 [110/1171] wia 192.168.2.1, 00:03:09, Serial0/0O
c 192.168.2.0/24 is directly connected, Serial0/0

= By default, RTA uses a Type 2 metrics to send external routing information.
= RTB will receive the external RIP routes, including 9.0.0.0/8 from RTA.

= When RTB forwards this route, the metric for the external route remains the
same (in this case, 20).




E1 Routes

RTB#show ip route

<output omitted>

O ElL 9.0.0.0/8 [110/410] wvia 192.168.1.2, 00:00:05, Serial0/0
C 192.168.1.0/24 is directly connected, Serial0/0

c 192.168.2.0/24 is directly connected, Seriall/1

Al 3
Q.U.U.Of S0/0 192.168.1.2
RIP

S0/0 192.168.2.2 }{

S0/0 192.168.1.1

Area 0

RTCH#show ip route

<output omitted>

O El 9.0.0.0/8 [110/1191] wvia 192.168.2.1, 00:00:47, Serial0/0

9] 192.168.1.0/24 [110/1171] via 192.168.2.1, 00:04:50, Serial(/0
c 192.168.2.0/24 is directly connected, Serial0/0

= |f RTAIs configured to use a Type 1 metric with external routes, OSPF will
Increment the metric value of the external route according to its standard
cost algorithm.



Sumarizacia v OSPF




Sumarizacia v OSPF

Sumarizovanie sieti

= Sumarizovanie = vyjadrenie viacerych sieti
Vv jednom LSA

= Sumarizovanie priamo ovplyviuje BW, Summarization

g v ’ Routing Table for B
pamat’ a CPU smerovacov potrebnych na 2 — LSAs Sent to Router C

beh OSPF procesu a drzanie DB g 72.16.8.0 255.255.255.0

= Nepriamo ovplyviiuje: X
0

= Ak zlyha linka siete ktora je :

0

0

0

0

0

1

172.16.8.0 255.255.255.0
172.16.10.0 255.255.255.0
172,.16.11.0 255,255.255.0 IA 172.16.8.0 |
172.16.12.0 255,255.255.0 255.255.248.0

172.16.13.0 255.255.255.0
172,16.14.0 255,255,255.0
1
1
1
1
1

sumarizovana, alebo Casto meni stav
(flapping), topo zmena sa do inych
oblasti neprenasa

= Tym zabranujeme neustalemu
prepocitavaniu OSPF procesu

= Predpokladom dobrej sumarizacie je
samozrejme kontinualny blok adries

72.16.15.0 255.255.255.0
72.16.16.0 255.255.255.0
72.16.17.0 255,255.255.0
72.16.18.0 255.255.255.0 IA 172.16.16.0 |
72.16.19.0 255.255.255.0 255.255.252.0

« Interarea summary link carries mask.
« One or more entries can represent several subnets,




Sumarizacia v OSPF

Typy sumarizovania v OSPF

= V OSPF sa nezavisle od seba konfiguruju dva druhy sumarizacii
= Sumarizacia sieti v oblastiach (interarea)
= Zmysel len na ABR, ktory vytvara Type LSA 3 z LSA1 a 2 pre inter area LSU
= Sumarizacia externych sieti ziskanych redistribuciou (External route)
= Zmysel len na ASBR, ktory vytvara Type LSA 5

= Na internych smerovacoch mézem sumarizovat' len cesty vkladané do routing table, nie LSDB
polozky

Propagating a Summary Route Summarizing External Routes on an ASBR

Area 0
10.2.1.0/24

Area 0 Backbone

EIGRP
(172.16.0.0/24
172.16.31.0/24)
LS A Summarize many 192.168.10.0/30 Summarize many
. Summarize many
routes into one LSA routes into one LSA

‘Summpiarized
LSA type 3

6

Area 1 Area d

~AG00

10.1.1.0/24 10.1.2.0/24 192.168.1.0/24 192.168.2.0/24
Arga 2 Area 1 Area 2




Sumarizovanie sieti v oblastiach

= Sumarizacia sieti v oblastiach sa zasadne konfiguruje na prislusnych ABR, a

to prikazom

Router (config-router) #area area-id range SIET MASKA [not-advertise |
advertise] [cost COST]

= area-id: oblast, ktora obsahuje sumarizované siete

= not-advertise: dana pokryvajuca siet a jej komponenty sa nepreposiu do
ostatnych oblasti (budu skryté)

= advertise: rozsah sa bude preposielat ako Lsa 3

A4l

cien sumarizovanych ciest

* Prikaz je mozné opakovane pouzit' a sumarizovat na rézne siete podla
potreby




Sumarizacia v OSPF

Priklad pre Inter-Area sumarizaciu

R1(
R1(
R1(
R1(
R1(

ospf 1

network 192.168.10.0 0.0.0.3 area 0
network 10.1.1.0 0.0.255 area 1
network 10.1.2.0 0.0.255 area 1
area 1 range 10.1.0.0 255.255.224.0

config)# router
config-router) #
config-router) #
config-router)

config-router)

0.
0.

HH =+

Verify the R3 Routing Table Before Summarization

Summarizing Interarea Routes on ABRs

Area 0
10.2.1.0/24

EIGRF
(172.16.0.0/24
172.16.31.0/24)

Send summary
route 10.1.0.0/22

192.168.2.0/124

192.168.1.0/24
Area 2

10.1.1.0/24 10.1.2.0/24

Area 1

E3¥ show ip route ospf | begin Gateway

Gateway of last resort is not set

10.0.0.0/24 iz subnetted, 3 subnets

0 In 10.1.1.0 [110/128%5] wia 192.168.10.5, 00:27:14, Serialdso001
0 In 10.1.2.0 [110/128%5] wia 192.168.10.5, 00:27:14, Serialdso001
u} 10.2.1.0 [110/648] wia 182.168.10.5, 00:27:57, sSeriald/00
192.168.10.0/24 is wariably subnetted, 3 subnets, 2 masks
u] 182 168.10.0/30 [110/1294] wia 192 1€8.10.5, 00:27:57,
sarial 07071
R3§

Ri¥ show ip route ospf | begin Gateway
Gateway of last resort is not set

10.0.0.0/8 is wariably subnetted, 2 subnets, 2 masks

0O Ih 10.1.0.0/22 [110/1285] wvia 192.168.10.5, QD:00D:06,
Serialn/o/l
] 10.2.1.0/24 [110/648] via 1%2.168.10.5, 00:29:23,
Serialn/o/l

192.164.10.0/24 is wariably subnetted, 3 subnets, Z
maz ks
] 182,168.10.0/30 [110/12%4] via 122.168.10.5,
00:22:23, sSerialn/sofl
R3%




Overenie OSPF




Overenie Multiarea OSPF

Overenie Multiarea OSPF

I Pouzivaju sa tie isté prikazy ako pri single area!

show
show
show
show
show
show
show

ip
ip
ip
ip
ip
ip
ip

ospf neighbor

ospf

ospf interface
protocols

ospf interface brief
route ospf

ospf database

Note: Pre OSPFv3, ip nahrad ipvé.
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