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Co bude v prednaske

= Riesenia vzdialeného pristupu a sirokopasmove technoldgie
= PPPoE
= Cisco a PPPoE
= VPNs
= GRE tunely

= External BGP (eBGP)
= V single homed zapojeni



Riesenia vzdialeného pristupu

(Remote Access Connections)




Preco treba vzdialeny pristup?

= Firmy potrebuju typicky riesit
vzdialeny pristup z dovodov: P
= Integracia sieti pobociek s
centralou B
= Napr. pristup zo siete/sieti poboc¢ky k w
sluzbam centraly (interné sluzby a T |
servery)
* Pristup zakaznikov k internym
sluzbam firmy
= Napr. rézne systemy vyroby pri
dodavkach tovarov a sluzieb

= Teleworking/Homeworking

P

= Umoznenie pracovat zamestnancom
z domu

= Freelancing




. v . . , , Headquarters Branch Office(s)
RiesSenia vzdialeného pristupu (Campus, Data Center)

Poziadavky na riesenie M

= Kazdeé rieSenie z predchadzajucich moznosti = \
Vyiaduje: A’) roadband Networks, ISPs

= Sirokopasmovy/rychly pristup
= Rozne sluzby (VolP, TelePresence, zdielanie apod.) -

S~
-

><

JAGE] ¢

= Bezpeclny pristup Niaade = ;E:
Teleworkers ‘
» Riesenia Sirokopasmového a rychleho pristupu — S T —
= Rychlost vyssia 200kbps O s i
= Cable / DSL / WiMAX / Fiber (,Always-on“ technoldgie) Teleworker Connectivity Requirements
= Je potrebne pri vybere zvazovat Hame office Componants Corporate Componanis
= Cena, rychlost e hestearion

= Bezpelnost
= Jednoduchost a spolahlivost

= RieSenie bezpecného pristupu
= |Psec VPNs cez verejnu WAN

= Privatne VPN sluzby
= napr. VPLS cez MPLS na SK, Frame Relay a podobne

Encrypted VPN
Tunnel




Broadband cez kablové TV rozvody

Internet cez kablové TV rozvody (Cable System)

= TV rozvody = Community Antenna Television (CATV)
" Historia od roku 1948
= Standard pre rozSirenie CATV o distribuciu dat a rieSenie IP pristupu

= Data-over-Cable Service Interface Specification (DOCSIS) od CablelLabs
= Specifikuje OSI Layer 1 a Layer 2

= Layer 1: frekvencie kanalov, techniky modulacie
= Layer 2 (MAC Layer). Metody pre pristup k médiu — MAC (TDM, Synchronous Code DMA)

= Kablové systémy

Pouzivaju sa existujuce coax rozvody systémov kablovej TV

Rychlost’:

= Do 160 Mb/s downstream, a do 120 Mb/s upstream

= Novy standard v3.1: 10Gbps/1Gbps Down/UP

POZOR: kapacita sa zdiela medzi pouzivatefmi

= Predpoklad od 500 do 2000 pouzivatelov (subscibers) na jednom distribuénom systéme
Castokrat ponukané v rdmci TriplePlay sluZieb

= Telefon, vysoko rychlostny internet, digitalna TV



Servers
(Provisioning,

Broadband cez kablové TV rozvody Cache. Web, Evaail)

Hybrid fiber-coaxial

-———
-

Komponety DOCSIS 'll _——

Coaxial
Cable

= Cable Modem Termination System (CMTS) o
= Zariadenie na strane operatora (headend router) @ Cable Modem [G555"
= Riesi komunikaciu s CM u zakaznikov
= Autentifikuje a autorizuje CM od jednotlivych pouzivatelov

HEADEND CISTRIBUTION all, sl ol ol s o ol
= Cable modem (CM) > @ FTrTRTRT®T
- Za.rle?.denle u Pouzwaflov (router) Tansport Rng hmf:; £ s eSS d

= Pripaja LAN siet pouZivatela na coax rozvod SP & Q o woxm F N e Y

. . . DIETT_:SIH.ITIDN O & D— E}
= Hybrid fiber-coaxial (HFC) B> diAsidildl

. P . . , . . . o —<E ﬁ;EE:nL
* Mixovana metalicko-opticka distribucna siet oL O ${~:$ ‘?': $ f'?:‘;.‘ f%.‘
* RieSena ako strom s optickymi trunkami (high speed) S

o el < el sl

 Node (Uzol) e
- Konvertuje data z optiky do frekvencii prenasanych nad metalickou castou é&: :.D% :}gé

« Pripaja vo vetvach pouzivatelov prepojenych metalikou

Distribucna oblast
- Zdielané coax rozvody k pouzivatelom




Broadband cez kablové TV rozvody

i iNn ol i » Data Channel
P rincl p cinn OStI Signal-to-Noise Ratio SNR: | (~500 users
_ o (SNR) of cable TV Channel: | per channel)
= Rozdelenie frekvencného and Channel Positioning ‘
pésma ‘wnh Cable Spectrum
= TV najednych Notches in spectrum with high
frekvenciach, hlas na noise or high signal attenuation
druhych a data na inych

. chd 11 17
Frekvencne rozsahy upstream channel ¢h116  ch

5
= Donwstream (headend to
subscriber)
= Od 50 do 860 MHz. |
= Upstream (subscriber to
headend)

= Od5do42 MHz.

|

0 5 50 53 56 59 62 65 68 734 737 740 743 746

Zdroj: Venkata C. Majeti



Broadband cez telefonne rozvody A

Digital Subscriber Line (DSL)

| |
POTS | UPSTREAM |

DOWNSTREAM

ADSL2+

-l
-

¢ ADSL2 > I

= DSL poskytuje high-speed pripojenie cez existujucu siet

metalickych dvojlinkovych rozvodov (pévodne pre analog.

telefon)
= Max dizka poslednej mile (Local loop) je obmedzena
= Zaroven Cim dlhSie vedenie, tym je finalne nizSia rychlost

i

Existuje viacero DSL technoldgii sumarne oznaCovanych
ako xDSL (ADSL/2/2+, VDSL, SDSL, HDSL) e o e
Dva Zaklaqn? typy DSL |Max. Send Rn:’:“n .Max. Lines Phone
m Asymetncke DSL (ADSL) Type Speed Speed Distance | Required | Support
= Pouziva frekvencie 20 kHz to 1 MHz. ADSL [ 800 Kbps | 8 Mbps é%%%onff) 1 Yes
= Rozdiel vo vaéSom Downstream voci Upstream HDSL | 1.54 Mbps | 1.54 Mbps (13%‘35%0:) 2 No
= Max dizka poslednej mile (Local loop) nesmie prekrogit' 5.46 km IDSL | 144 kops | 144 Kops (1305333 ft) : e
; m
= Symetrické DSL (SDSL) wsost| 2mops | 2mops | 20000T : -
= Rovnaka kapacita Up aj Down obojsmerne (1é000"r?
) ) RADSL| 1 Mbps 7 Mbps (5 500 m) 1 Yes
= Do 40Mbps podla vzdialenosti OO
) i ., ., i SDSL | 2.3Mbps | 2.3Mops | (50n s 1 NO
Podobne aj tu je princip frekvencného oddelenia hlasu od s
VDSL | 16Mbps [ 52Mobps | \'500 ) 1 Yes

datovej prevadzky




Broadband cez telefénne rozvody

DSL komponenty

= DSL spojenie je medzi dvomi DSL
modemami

= (Qddelenie datovej a hlasovej prevadzky je
rieSené cez frekvencné filtre

= Dva kfucové komponenty DSL su: g. Ve 74

= Transceiver

= DSL modem, samostatny alebo sucast ’ Ml wicrofiters [N
domaceho smerovaca DSL

= Pripaja pouzivatefov do siete o
= DSL access multiplexer (DSLAM)

= Modemova banka“ umiestnena v Central office
(ustredna)

= Byva sucCast agregacného smerovaca

SOHO

Maximum distance of 3.39 miles (5.46 kilometers)

Provider
Network

xts
” ¥ A
PSTN Switch
— PSTN

DSLAM

-—< Internet ?
ISP

= Pripgja:
= na jednej strane point-to-point jednotlivych
zakaznikov

= Na druhej je vysokorychlostné rozhranie do IP siete
ISP



DSL

Oddelenie hlasu do dat

= Network Interface
Device (NDI)
= Bod vstupu, sucCastou
je frekvencny filter
= Na kablovom zvazku
je kvoli presluchom finalog

Voice

obmedzeny pocCet - *—*'
vyuzitelnych parov H I |

Customer Premises Central Office

Analog Phone Microfilier ‘ DE'T'P‘?;i'Iﬂ_IEt't":'"




Broadband cez bezdrét (wireless)

Bezdrotove sirokopasmoveé technologie

= Narastaju na popularite
= Patria sem napr.:

= Mestské/obecné WiFi siete (Municipal Wi-Fi/Muni Wi-Fi/Muni-Fi)
= Bezdrbtove siete vo forme Mesh, poskytujuce WiFi pristup
= Budované lokalnymi uradmi zvyCajne s bezplatnym pristupom (sluzba obCanom)
= Vyuzivaju desiatky/stovky WiFi AP v zastavanych uzemiach
= Satelitny Internet
= Sluzba pristupu v riedko zastavanych oblastiach
= Vdaka pouzitiu satelitov velmi dobré pokrytie, rychlost down od 5Mbps do 25Mbps
= Ro6zne sluzby (one-way multicast, one-way terrestrial return, two-way satellite Internet)
= Mobilny pristup na internet
- qu_Zit)ie mobilnych sieti 3G/4G sieti s LTE (Long-Term Evolution) (<450Mbps, realne daleko
nizsie
= Pomocou mobilov a tethering-u
= Pomocou smerovacov s gsm rozhranim a SIM
= Stavaju sa v sucasnosti silnou alternativou k fix pristupu




Porovnanie rieseni sirokopasmoveho pristupu

= Kazdé zo spominanych rieseni ma svoje vyhody aj
nevyhody
Cable
= Zdielana kapacita, s mnozstvom pripojenych a v silnych hodinach klesa
= Typicky asymetrické (symetrické ovela drahSie)
= DSL
= Obmedzena rychlost’ a kapacita na zvazku, vzdialenostou rychlost klesa,
typicky asymetricka sluzba
= Fiber-to-the-Home
= Popularne v husto obyvanych oblastiach, potreba doviest optiku az domov
= Cellular/Mobile

= Otazne pokrytie (dostupnost), ktoré sa liSi podla operatora, typicky
asymetricka sluzba, zahustovanim pocCtu pripojenych rychlost klesa

= Muni WIi-Fi Mesh

= Nie kazdé mesto investuje, nelicencované pasmo, zahustovanim poctu
pripojenych rychlost klesa

= Satellite
= Drahé, limitovana kapacita, dobra dostupnost’




PPP over Ethernet (PPPOE)




PPP over Ethernet (PPPOE) — motivacia

= PPP - L2 technoldgia nad analégovym dial-up, ISDN, sériové WAN linky
= Dost vyuzivana ISP
= Ma niektoré zaujimave vilastnosti:
= Schopnost pridelit' IP adresu cez PPP linku na dialku (nie DHCP)
= Podpora autentifikacie (CHAP + PAP)
= RozSireny Ethernet napr. nema podporu autentifikacie
= |dea, vyuzi na to PPP => vznik PPP over Ethernet (PPPoE)
= PPPoE = vytvorenie PPP tunela cez Ethernet (PPPoE + Ethernet = PPPOE)
= Vyuzitie pridelenie IP adresy +

= autentifikacia ISP
Customer
10.1.3.2

10.1.11

PPP IP Packet =




Na pripomenutie

Zakladna PPP konfiguracia

R1

username R2 password 0 R2pass

]

interface Serial0/0/0

ip address 10.0.0.1 255.0.0.0
encapsulation ppp

ppp authentication pap

PPP pap sent-username R1 password 0
Rlpass

R2

username Rl password 0 Rlpass

]

interface Serial0/0/0

ip address 10.0.0.2 255.0.0.0
encapsulation ppp

ppp authentication pap

PPP pap sent-username R2 password 0
R2pass

Pozn. Ide aj v PT.




Na pripomenutie + malé rozSirenie PPP

PPP konfiguracia s pridelenim adresy a D.R. cez PPP

Rl - prideli IP

username R2 password 0 R2pass
]

ip local pool 10.0.0.10 10.0.0.20

]
interface Serial0/0

ip address 10.0.0.1 255.0.0.0
encapsulation ppp

peer default ip address pool

ppp authentication pap

PPP pPap sent-username Rl password 0 Rlpass

R2 - dostane IP

username Rl password 0 Rlpass

]

interface Serial0/0

ip address negotiated

encapsulation ppp

ppp authentication pap

PPP pPap sent-username R2 password 0 R2pass
pPp ipcp route default




PPPoE konfiguracia

PPPoE pristupovy koncentrator - ISP PPPoOE klient (dialer) — zakaznik

= Vytvor lokalnu DB mien a hesiel = Vytvor virtualne dialer NUM
zakaznikov rozhranie
= Vytvor pool IP adries na pridelovanie
zakaznikom = Nastav v nom
= Vytvor virtualne rozhranie s = Enkapsulaciu na PPP
_ {‘/Oggriuracnym template - Vyziadanie IP adresy od ISP
= Nastav, ktory adresny pool sa bude : Z’nl'i MTU na ?492 aby S? do ethernet
pouzivat ramca zmestili PPP hlaviCky
= Zniz MTU na jf19’2. N = Vytvor dialer pool
) Bﬁlsst?\c’l:ff’tﬁ)ﬁtt'gkac'u’ aine param, napr. = Nastav autentifikaciu, napr. CHAP, a

= Asociuj virtualny template s PPPoE nastav meno/heslo .ziskané od ISP
grupou (PPPoE koncentratorom) = Aktivuj PPPOE a dialer pool na

= Spusti PPPoE na rozhrani k rozhrani veducom k ISP
zakaznikovi




PPPoE konfiguracia

Router ako dialer — PPPoE klient

= PPPOoE pristupovy koncentrator (server)

= PPPoE Dialer (klient)

ISP (PPPOE server) :
-
Int 10 O
ip address 10.0.0.254 255.255.255.0

! Local DB hesiel pre autentifikaciu
username someuserl password ciscopppoe
username someuserl autocommand logout

! Pool adries pre klientov
ip local pool PPPoE-POOL 10.0.0.1 10.0.0.10

! Virtual template
interface virtual-template 1
ip unnumbered loop O
mtu 1492
ppp mtu adaptive
ip tcp adjust-mss 1452
peer default ip address pool PPPoE-POOL
ppp authentication chap
PPP ipcp dns 158.193.152.2

! Asociuj template s PPPoE grupou

! Bba - Broadband aggregator

bba-group pppoe global
virtual-template 1

! Nastav template na INPUT rozhranie smerom k zakaznik.
interface g0/1
pppoe enable group global

'Klient (customer 1):

[

interface dialer 1
encapsulation ppp
ip address negotiated
mtu 1492
dialer pool 1

PPP chap hostname someuserl
PPp chap password ciscopppoe

! Instaluj def. route po uspesnej ini
pPpPp ipcp route default

! Or pouzi staticku def. route
! ip route 0.0.0.0 0.0.0.0 dialer 1

! Aktivuj PPPoE na OUTPUT rozhrani k ISP
interface g0/1
no ip address
pprpoe enable group global
pppoe-client dial-pool-number 1
no shut




Preco ponizit MTU

= MSS: maximum segment size

IPMTU >
. . . . Ethernet MTU >
= MTU: maximum transmission unit
Ethernet IPv4 CF Payload FCS
20 bytes 20 bytes 1460 bytes
= Neznizenie MTU pod 1500 < oo >
spbsobi ¢o ...? - s
Fragmentaciu! - ———— -

e Ethernet MTU =

Ethernel PPPoE IPv4 L6 ’ Payload FCS
20 bytes 20 bytes 1452 bytes

1500 bytes >

= |p tcp adjust-mss max-segment-
size
= Prisp6sobi TCP MSS hodnotu pocas
TCP 3-way handshake




PPPoE access koncentrator s PC Win 7/10 ako klient

interface LoopbackO0 ]
—1. ziadost 0 auth——»

ip address 10.255.255.1 255.255.255.255

<+«—[RY/Hv

!
! Spusti pppoe server
! Tzv. Broadband aggregator
bba-group pppoe global
virtual-template 1
! Umravni aktivne Windows
! pps (sec) cas merania) kolko sekund ingorujes
sessions per-mac throttle 100 1 2

! Pool adries pre klientov
ip local pool Adresy-PPPoE-Klientov 192.168.1.1 192.168.1.254

! Vytvor virtual template s parametrami
interface Virtual-Templatel
ip unnumbered LoopbackO
peer default ip address pool Adresy-PPPoE-Klientov
mtu 1492
ppp mtu adaptive
ip tcp adjust-mss 1452
ppp authentication ms-chap-v2 ms-chap chap
PPP ipcp dns 158.193.152.2




PPPoOE access koncentrator s PC Win 7/10 ako klient (2.)

! Aktivacia PPPoE servera na ethernetovom rozhrani
interface FastEthernet0/0

pppoe enable group global

no shutdown

! Username-y pre PPPoE autentifikaciu

! logout command je aby sa dany clovek s danym kontom
! nemohol prihlasit napr. na

! konzolu, ak je na nej login local

username someuserl privilege 0 password 0 h3sl0
username someuserl autocommand logout

username someuser?2 privilege 0 password 0 in3h3sl0
username someuser2 autocommand logout

WIN 7 / 10
! Wo windows 7 treba ist do network center a v nom vybrat ,setup new
connection", wvybrat ,connect to internet", vybrat ,setup new
connection" a ten hned ponukne Broadband PPPoOE




PPPOE - overenie a diagnhostika




PPPoE

Overenie PPPoE

= PPPoOE overenie
= show ip interface brief
= Ci sme dostali spravnu IP adresu
= show interface dialer
= zobrazi, Ci je MTU a PPP enkapsulacia konfigurovana na dialer rozhrani
= show pppoe session
= Zobrazi info o aktivnych PPPOE relaciach

Router# sh pppoe session
1l session in LOCALLY TERMINATED (PTA) State
1 session total

Uniq ID PPPoE RemMAC Port Source VA State
SID LocMAC VA-st
1 1 c002.1c7c.0001 FalO/1 vtl Vil.1 PTA

c001.22ec.0001 UP




PPPoE diagnostika

= Chyba pri PPPoE m&ze byt v:
= Chyba v PPP negociacii (spominate na LCP/NCP??)
= Mozné chyby
= Nie je odpoved od ISP
= LCP neprebehol

= Chyba autentifikacie
= Chyba IPCP

= debug ppp negotiation
= Chyba v PPP autentifikacii
= Mozné chyby
= Nenakonfigurovanie, preklep, navzajom nezhodna metdda
= debug ppp authentication
= debug ppp negotiation

= Chyba v prispésobeni TCP segmentov




PPPoE diagnostika

Chyba v PPP negociacii Ci autentifikacii

Customer 10.1.3.0/24

i
GO/1

R1# debug ppp negotiation

*Sep 20 19:05:05.239: Vi2 PPP: Phase is AUTHENTICATING, by the peer
*Sep 20 19:05:05.239: viZ

<putput omitted>

*Sep 20 19:05:05.247: Vi2 CHAP: Using hostname from interface CHAP
*Sep 20 19:05:05.247: Vi2 CHAP: Using password from interface CHAP
*Sep 20 19:05:05.247: Vi2 CHAP: O RESPONSE id 1 len 26 from "Fred”
*Sep 20 19:05:05.255: viz2 id 1 len 4

]
i
'

*Sep 20 ViZ IPCP: 2ddress 10.1.3.2 (0x03060A010302)

Vi2 IPCP: Event[Receive ConfAck] State[ACKsent to Open]

ViZ2

DiZ2

Di2 Added to neighbor route AVL tree: topoid 0, address 10.1.3.2
DiZ2 IPCP:

=
DD

oL

* Sep : 0

-1t th

oo
(9]
1 ]
[ T o T e T o T e R o
=]
= = = = WD

*Sep 20
*Sep 20
*Sep 20
*Sep 20
R1#

=
LN
n

=]

]
[ )]
1 ]

=]




PPPoE diagnostika

Chyba v PPP autentifikacii

Customer 10.1.3.0/24

1
}_Eﬁg.iii'kmn I!!II"

R2# debug ppp authentication

*Mar 1 00:23:04.059: ppp3 PPP: Using vpn set call direction

*Mar 1 00:23:04.059: ppp3 PPP: Treating connection as a callin

*Mar 1 00:23:04.059: ppp3 PPP: Session handle[59000005] Session id[3]
*Mar 1 00:23:04.071: ppp3 PPP: Authorization required

*Mar 1 00:23:04.091: ppp3 MS-CHAP-V2: O CHALLENGE id 1 len 23 from "R2"
*Mar 1 00:23:04.111: ppp3 MS-CHAP-V2: I RESPONSE id 1 len 63 from ,R1l"
*Mar 1 00:23:04.115: ppp3 PPP: Sent MSCHAP V2 LOGIN Request

*Mar 1 00:23:04.119: ppp3 PPP: Received LOGIN Response PASS

*Mar 1 00:23:04.163: Vil.1l PPP: Sent LCP AUTHOR Request

*Mar 1 00:23:04.167: Vil.1l PPP: Sent IPCP AUTHOR Request

*Mar 1 00:23:04.171: Vil.1l LCP: Received AAA AUTHOR Response PASS

*Mar 1 00:23:04.175: Vil.1l IPCP: Received AAA AUTHOR Response PASS
*Mar 1 00:23:04.175: Vil.1l MS-CHAP-V2: O SUCCESS id 1 len 46 msg is
"S=8FD9BE1E26DE2F8575ABFE9FE60A9396A8F3FBC"




VPNSs - Virtual Private Networks




VPN-ky
VPN zaklady

= Virtual Private Networks

= Privatna end-to-end siet, ktorou si organizacie

prepajaju svoje Casti VPNs

= Typicky cez siete inych poskytovateflov (third-party networks),
ako je napr. Internet.

- Main Site
= V sucasnosti hlavne chapana ako zabezpecena i L 4
(Sifrovana) siet vytvorena cez IPSec REkD T
= Na ich implementaciu typicky treba Biiots Pacter i
= VPN brana/brany i a
= router, firewall, or Cisco Adaptive Security Appliance (ASA) ; Router
= |PSec klienta (IPsec softvér) m
111
. VyhOdy VPN Regional Orfﬁce with /?iSS?Fire\-;all

a Cisco ASA Firewall
Setrenie nakladov

= Teleworking, mobilita, vyuzitie Internetu na bezpecny prastup
do korporatnej siete

= é ké|Ovate I’n OSt’ = Corporate
SOHO with Mobile Worker with

= Jednoduché riadenie pridavania pouzivatelov, sieti a Cisco Router Cisco AnyConnect

= Kompatibilita so Sirokopasmovymi technoldégiami
= Bezpecnost
= Vysoka uroven zabezpecCenia komunikacie




VPN-ky

Typy VPN-niek

= Site-to-Site VPN
= prepaja navzajom celé siete, napr. pobocCky - ===
S CentralOU VPN Terminating Device VPN Terminating Device

= VsSetky Cinnosti implementované na VPN
branach

= Na koncovych PC nie je pozadovany ziaden
softvér, nemaju zdanie o nejakej VPNke

= Remote Access VPN

= Pouzita na pripajanie individualnych PC k
VPN brane, napr. pre pristup do centraly

Client has no Internet

knowledge of VPN

Internet

= Pre pripojenie k VPN brane je poZzadovany = ““toncion VPN Terminating Device
Ipsec softver
= DMVPN

= Dynamic Multipoint VPN (DMVPN) je Cisco
riesenie pre zjednodusene a dynamicke
budovanie VPN-niek v prostredi, kde je
potreba prepojit' vela sieti navzajom

Spoke C

Spoke B



GRE -

Generic Routing Encapsulation

Site-to-site GRE tunnely



Co je to tunelovanie?

= Mnohokrat je potrebné nad existujucou sietou vytvorit iluziu novej
siete

= EXxistujuca siet nepozna protokol, ktory cez nu potrebujeme preniest,
alebo sluzbu, ktoru chceme vyuzit

= Existujucu siet chceme vyuzivat iba ako transport, avsak
z pohladu nasej internej siete ma byt takmer neviditelna

= Potrebujeme prepojit' viacere lokality, potencialne s privathym adresovym
rozsahom

= Existujucej sieti nedéverujeme a chceme cez nu preniest data
zabezpecenym sposobom

= Tunelovanie je technika, pri ktorej sa hotove pakety opatovne obalia
do novych paketov

= Z poévodnych paketov sa stava payload, do ktorého sa existujuca siet
nepozera




Protokoly pri tunelovani

= Prenasany protokol (passenger protocol)
= Protokol, ktoreho datagramy potrebujeme tunelovanim preniest cez
existujucu siet
= Pomocny tunelovaci protokol (encapsulating protocol)

= Protokol, ktorého hlaviCka sa priklada k datagramom prenasaného
protokolu

= Umoznuje identifikovat prenasany protokol, realizovat zabezpecCenie,
autentifikaciu a dalSie funkcie

= Nosny protokol (carrier/transport protocol)

= Protokol, na ktorom pracuje existujuca siet a vo vnutri ktoreho
transportujeme datagramy prenasaneho protokolu obalené pomocnym
tunelovacim protokolom




Tunelovacie protokoly

= Tunelovanie je mozné realizovat s pomocnym tunelovacim protokolom
alebo bez neho

= Tunelovanie s pomocnym tunelovacim protokolom

= Tunelované (passenger) pakety sa obalia hlavickou pomocného tunelovacieho
protokolu, az potom sa opatovne vkladaju do novych paketov

= Moznosti pre autentifikaciu, viacnasobné tunely medzi rovnakymi zariadeniami,
r6zne typy tunelovanych protokolov, Sifrovanie

= Potencialne vysSia rézia
= Napriklad: GRE, L2TP, PPTP
= Tunelovanie bez pomocného tunelovacieho protokolu
= Tunelované pakety sa priamo vkladaju do novych paketov
= Minimalna rézia
= Obmedzené moznosti
= Napriklad: IP-in-1P, IPv6-in-1Pv4




Generic Routing Encapsulation — GRE

= GRE je pomocny tunelovaci
protokol na 3. vrstve
= Podporuje rozne typy tunelovanych

paketov
= Napr. IPv4, IPv6, IPX...
y . ” . . (Carrier Protocol)
: Vytvara V|rtu_alny point-to-point ) ——
prepoj medzi dvojicou smerovacov (Transport Protocol)

= Vklada sa do IP paketov
= Umoznuje prenasat aj multicastovu

Original IP Packet B

prevadzku (NBMA povaha) (Passenger Protocol
= Autorom protokolu je
spolocnost Cisco P| ore P rcp Date

= no protokol je v suCasnosti
otvoreny a dokumentovany v RFC
2784




GRE - uvod

= GRE charakteristiky
= |e bezstavovy, bez riadenia toku

dat

IP GRE IP TCP Data
= |P protocol = 47
= |dentifikacia GRE v IP paket
= GRE neposkytuje zabezpecenie
= ziadna dévernqst’, aqtentifikécia o —————
alebo kontrola integrity fegs | Type <—[0xsoo s used for IPvé.

= Overhead GRE tunelov je 24B T

= 20B na novu IP hlavicku a 4B na |
GRE hlavicku l

Identifies the presence of optional
header fields.




Konfiguracia GRE tunelov

= GRE tunely su na smerovaci reprezentované virtualnym rozhranim Tunnel
= Rozhranie Tunnel musi mat’ definované
= Vlastnu IP adresu (ako kazdé iné rozhranie)

= |P adresu odosielatela
= QOdosielajuce rozhranie or IP adresa odosielajuceho rozhrania

= |P adresu prijemcu nosnych (carrier) paketov

= Rezim tunelovania

= Dvojica rozhrani Tunnel na réznych smerovacoch, ktoré komunikuju, musi spihat’

tieto kriteria:

= Vlastné IP adresy rozhrani Tunnel musia byt v tej istej sieti (rovnako ako na dvoijici
vzajomne prepojenych rozhrani)

= |P adresy odosielatela a prijemcu musia navzajom koreSpondovat (IP odosielatela
na jednom routeri musi zodpovedat’ IP prijemcu na druhom routeri a obratene)

= Predvoleny bandwidth rozhrania Tunnel je 9 Kbps
= Mysli na EIGRP ¢i OSPF metriku
= Qdporuca sa zvysSit ho na realisticku hodnotu




Priklad konfiguracie GRE tunela

GRE Tunnel Configuration

192.168.2.1 192.168.2.2

Tunneld GRE Tunnel Tunneld

1 1

209.165.201.1 222.1.2.3
hostname Bratislava hostname Kosice
! !
interface Serial0/0/0 interface Serial0/0/0
ip address 209.165.201.1 255.255.255.0 ip address 222.1.2.3 255.255.255.0
no shut no shut
! !
interface TunnelO interface Tunnel?
bandwidth 1000 bandwidth 1000
tunnel source s0/0/0 tunnel source s0/0/0
' Or ! Or
! tunnel source 209.165.201.1 ! tunnel source 222.1.2.3
tunnel destination 223.1.2.3 tunnel destination 209.165.201.1
tunnel mode gre ip ! NEPOVINNE tunnel mode gre ip ! NEPOVINNE
ip address 192.168.2.1 255.255.255.0 ip address 192.168.2.2 255.255.255.0
! !
router ospf 1 router ospf 1
network 192.168.2.0 0.0.0.255 area O network 192.168.2.0 0.0.0.255 area 0




Diagnsotika

Stav rozhrani Tunnel

= Rozhrania Tunnel pri GRE budu ,up, protocol up®, ak su splnené sucasne

vsSetky nasledujuce podmienky

= Rozhranie ma definovany zdroj a ciel prikazmi tunnel source, tunnel
destination
= Tunel ma definovanu platnu zdrojovu a ciefovu IP

= SkutoCné rozhranie, z ktorého si poziCiavame zdrojovu IP v prikaze tunnel
source, je v stave ,up, protocol up®
= Zdrojova IP adresa musi byt Ziva

= V smerovacej tabulke vieme vyhladat cestu k naprotivnému koncu tunela
definovanému prikazom tunnel destination
= Cielova IP adresa musi byt podla nasej RT dosiahnutelna

= Ak je zapnuté pouzitie GRE Keepalive, druha strana odpoveda na nase

Keepalive pakety
= Vnutro transportnej siete musi byt schopné doruCovat pakety medzi koncami tunela




Overenie

Branch# show interfaces tunnel 0

TunnelO is up, line protocol is up
Hardware is Tunnel
Internet address is 192.168.2.1/24
MTU 17916 bytes, BW 100 Kbit/sec, DLY 50000 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 209.165.201.1, destination 223.1.2.3
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled

Tunnel TTL 255
Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 1000 (kbps)
Tunnel receive bandwidth 1000 (kbps)
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

<output omitted>




GRE

Overenie a diagnhostika - koncept

= Over Ze tunnel = show ip interface brief

rozhranie je UP = Stav rozhrani

= show interface tunnel
= Stav GRE tunnel rozhrania

= Overenie = QOverenie smerovacieho protokolu nad nim
smerovacieho = Napr. OSPF susedstvo
protokolu = show ip ospf neighbor

= Qverenie

= show ip route
= Dostali sme ¢o sme mali?

smerovania




eBGP - external BGP




Logicky pohlad na Internet

= |nternet je skupina navzajom poprepajanych Autonomnych systémov (AS)

= Kazdy AS = 2B/4B identifikator (public or private)




Struktdra Internetu - AS infrastruktura

Tier 2 ISP

=
lal

Tier 3 Network Tier 3 Metwork
(multi-homed ISF) (single homed I5P)

o

Internet users
(business, consumers, eic)

= Jednotlivé AS (ISP AS) sa prepajaju cez Internet Packet Exchange (IPX) Gateways v tzv.
Internet Exchange Points (IXP)
= |XP je priamy prepoj, cez ktory si ISP vymienaju navzajom svoje data
= Aredukuju mnozstvo, ktoré musia posielat cez svojich tranzitnych providerov
= Peering:
= dobrovolny prepoj AS za u€elom vzajomnej vymeny dat (,ak prepo$les moje ja preposlem tvoje*)




Eurdépske IXP



IXP na Slovensku

= Slovensko ma dva IXP body
= BAaKE

= Slovak IXP (SIX) — www.six.sk
= Spitkova prevadzka — 212 Gbps
= Priemer: okolo 50 Gbps
= 60peerov

PEERING DOKUMENTY

FH BrRATISLAVA

Prehlad aktivmych peeringov
Prehlad zataZe liniek
Looking glass

Stalo sa...
|
Centrum vypoctove] techniky STU

Mam. slobody 17, 812 43 Bratislava
tel.: 02/524 51 301, 02/529 61 673,

LINKY ENGLISH VERSION

) KOSICE

Prehlad aktivnych peeringov:
Prehlad zataZe liniek
Laoking glass

Stalo sa...
|
Ustav vypoctovej techniky TU Kodice

B. Memcove] 3, 042 01 KoZice
tel.: 055/602 51 56, 055/602 50 00,

fax 02/524 94 351, e-mail: six-ba@six sk fax: 055/625 35 82, e-mail: six-ke@six sk

Webstranky pouzivajd kdadovanie UTF-8


http://www.six.sk/

eBGP

|IGP vz EGP

= |GPvs EGP = BGP je v sucCasnosti prakticky jediny pouzivany
smerovaci protokol pre inter-AS smerovanie

* Interior gateway protocol (IGP) = T.j. vymenu sietovych prefixov v danych AS a

= Smerovaci protokol pracujuci vo vnutri Autonomous optimalizaciu smerovania cez tzv. atriblty cesty
System (AS). = Je typu Path vector (zoznam AS a atributov)
= Napr. RIP, OSPF, a EIGRP = Garantuje bezslu¢kovu vymenu smerovacich informacii
= Exterior gateway protocol (EGP) = defacto = Dve AD
rovhy BGP = eBGP AD=20

= iBGP AD =200

= BGP sa z hladiska ¢innosti deli na

= External BGP (eBGP)

& = Cinnost BGP zamerana na smerovanie medzi BGP

(I|SSF:|_S1) ,(ﬂ) AS-2 smerova¢mi (BGP peer), ktoré su v réznych AS.
(OSPF) = Internal BGP (iBGP)

EV A = BE | = Cinnost BGP zamerana na smerovanie medzi BGP

smerovacmi (BGP peer), ktoré su v tom istom AS.
i POme
BGP speaker = kazdy router, ktory hovori BGP
protokolom
= T.j. je nafiom spusteny BGP
& = BGP peers or neighbors (susedia) = dvojica vzajomne
komunikujucich BGP speakerov

= Smerovaci protokol pracujuci medzi rébznymi AS

Default Static
Route

\/
 —

ISP-2
—_—
(OSPF) /_} Static Route

AS-3
(RIP)

= CCNA kurz sa zameriava len na eBGP



Dovod zaradenia eBGP do CCNA kurzu

Prepojenie firmy s ISP

Connecting to One ISP

Connecting to Two or more ISPs

Single-homed

Multihomed

» ISP 1
—con'oanyA ' L =
&

Option 1 ﬁ ﬁ

Option 2 ﬁ ) %

Internet

— B
i Internet
| :. ‘“e-:l_ ::,’f_,.r' ﬁi | - Internet
Dual-homed Dual-multihomed
[Company A ISP
Internet

Internet




eBGP

Moznosti prepojenie zakaznika a ISP na urovni eBGP

smerovania
* Prepojenie medzi zakaznikom a ISP na
urovni eBGP je mozné typicky rieSit tromi
spbsobmi
= Prijatie len Default Route

= Najjednoduchs$ia metdda, zakaznik dostane len default
route, nizke naroky na zdroje smerovaca.

= MO&Ze viest k neoptimalnemu smerovaniu mimo siet
zakaznika.

= Default Route a siete zakaznikov daného ISP

= Zakaznik m6ze optimalizovat smerovanie do sieti inych
zakaznikov toho istého ISP

= ZvySok sveta nahradeny Default route - M6ze viest k
neoptimalnemu smerovaniu mimo siet zakaznika a ISP
= Prijatie vSetkych ciest
= Zakaznik dostane uplnu smerovaciu tabulku celého

internetu, najpresnejSie smerovanie kamkolvek, pozor na
naroky na HW smerovaca (600tisic poloziek len pre IPv4)




CCNP slajd

Kedy pouzit/nepouzit BGP v mojom AS

= Pouzit BGP
= NajvhodnejSie ak je jasny prinos nasadenia BGP a existuje najmenej jedna z
nasledujucich situacii
= ,Nase" AS ma viaceré prepojenia na iné AS
= Nase" AS umoziuje tranzit paketom cez seba na ceste do inych AS

= Je potrebna manipulacia s vyberom smerovacich ciest pre pakety opustajuce AS
= Firma chce odlisit svoju prevadzku od prevadzky ISP

= Nepouzit BGP
= Ak existuje najmenej jedna z nasledujucich situacii
= Jedno pripojenie na Internet alebo AS

= Slabé zariadenie na pozicii okrajovych smerovacov
= Malo pamate, nizky vykon

= ,Slabé vedomosti o filtracii ciest a Cinnosti BGP* (dnes odstranime)
= V tychto pripadoch vyhodné nasadenie statickych ciest or default smerovania



eBGP

eBGP - jednoducha konfiguracia

= Tri jednoduché kroky:
= Step 1: spusti BGP proces
= Step 2: konfiguruj BGP neighbor(s) (peering)
= Susedia musia byt explicitne nakonfigurovany, neexistuje auto objavovanie ako v IGP
= Step 3: ohlas svoje siete (tie, ktoré pochadzaju z tvojho AS a su v tvojej
smerovacej tabulke, nielen na rozhraniach)

Command —————— Jbesorpion

Router (config) # router bgp as-number Enables a BGP routing process, and places the router in router
configuration mode.

Router (config-router) # neighber ip- Specifies a BGP neighbor. The as-number is the neighbor’s AS
address remote—-as as-—-number number

Router (config-router)# network Advertises a network address to an eBGP neighbor as being
network-address [mask network-mask] originated by this AS. The network-mask i1s the subnet mask

of the network.




eBGP

BGP — overenie

= QOver suseda
= Show ip bgp neighbor
= Show ip bgp summary

= Over BGP pracovnu databazu
= Sh ip bgp

= Qver smerovaciu tabulku
= Show ip route bgp



eBGP — Priklad jednoduchej konfiguracie

10.1.2.0/ 24

10.1.1.0/24 " 10.2.1.0 /24

AS 65501

172.16.1.0/ 24 AS 65502

" EIGRP 1

R3 10.1.4.0 / 25

~ 172.16.2.0/ 24

= Scenar:

= Povazuj 10.0.0.0 adresy ako Public — budu ohlasené mimo AS cez BGP
= Povazuj 172.16.0.0 adresy ako Private — nebudu ohlasované mimo AS

= Uloha:
* R1 ohlasi R4 siete 10.1.1.0/24 a 10.1.2.0/ 24
* R4 ohlasi R1 siet' 10.2.1.0 /24



Neighbors configuration and verification:

eBGP — Priklad jednoduchej konfiguracie

10.1.2.0/24

=

j 10.1.1.0/24 “ 10.2.1.0 /24
ol 172.16.1.0 / 24 R1 : AS 65502
" EIGRP 1 - o

R3® 10.1.4.0/25 '
~ 172.16.2.0/ 24

'R1

router eigrp 1
network 10.0.0.0
network 172.16.0.0

passive-interface Seriall/0 ' R4
] 'R

foutgr bgp 65501 router bgp 65502
neighbor 10.1.4.4 remote-as 65502 neighbor 10.1.4.1 remote-as 65501




Overenie

eBGP - Overenie susedov

10.1.2.0/24

=

172.16.1.0/ 24

10.1.1.0/24
AS 65501

EIGRP 1

R3@ 172.16.2.0/ 24

1

10.1.4.0/ 25

10.2.1.0 /24
AS 65502

~.4

R1l# show ip bgp neighbors

BGP neighbor 1s 10.1.4.4,

external link
BGP version 4,
BGP state = Established,
(output omitted)

remote AS 65502,

remote router ID 10.2.1.4
up for 00:07:17

R4#ishow ip bgp neighbors

BGP neighbor 1s 10.1.4.1,

external link
BGP version 4,
BGP state = Established,
(output omitted)

remote AS 65501,

remote router ID 10.1.1.1

up for 00:08:04




Ohlasenie sieti

eBGP — ohlasenie sieti a overenie

10.1.2.0/24

10.1.1.0/24 10.2.1.0 /24

AS 65501

172.16.1.0/ 24 AS 65502

EIGRP 1

R3~'i%i 172.16.2.0/ 24

1

10.1.4.0/ 25

! Siete musia byt v smerovacej tabulke !

! !

Rl (config) # router bgp 65501 R4 (config) # router bgp 65502
network 10.1.1.0 mask 255.255.255.0 network 10.2.1.0 mask 255.255.255.0
network 10.1.2.0 mask 255.255.255.0




eBGP — overenie BGP pracovnej databazy

Kod/symbol

10.1.2.0/ 24 *

R2 10.1.1.0/ 24

] .

1
s1/0 10.1.4.0/25

10.2.1.0 /24

AS 65501

172.16.1.0/ 24 AS 65502

EIGRP 1 4

R3
172.16.2.0/ 24

*

Dostupna cesta, BGP je
nevybral na pouzitie

*> naj cesta vybrata BGP. Bude
ponuknuta do smerovacej tabulky

Next Hop — nasledujuci smerovac
« =0.0.0.0 som nim ja

! R1 - vidi siet z R4 + dve svoje
R1# show ip bgp

BGP table version is 8§,
Status codes:

local router ID is 10.1.1.1
s suppressed, d damped, h history, * valid,
r RIB-failure, S Stale,

X best-external, a additional-path,

> best,
m multipath, b backup-path,

i - internal,
f RT-Filter,

c RIB-compressed,

Origin codes: 1 - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found
Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 0.0.0.0 0 32768 i
*> 10.1.2.0/24 172.16.1.2 156160 32768 i
*> 10.2.1.0/24 10.1.4.4 0 0 65502 i




eBGP — overenie BGP pracovnej databazy

10.1.2.0/ 24

R2 10.1.1.0/24 10.2.1.0 /24

AS 65501

172.16.1.0/ 24 AS 65502

EIGRP 1 4

1
s1/0 10.1.4.0/25

R3
172.16.2.0/ 24

! R4 vidi obe siete z Rl + jednu svoju

R4# show ip bgp

BGP table version is 8, local router ID is 10.2.1.4

Status codes: s suppressed, d damped, h history, * wvalid, > best, 1 - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, ¢ RIB-compressed,

Origin codes: 1 - IGP, e - EGP, ? - incomplete

RPKI validation codes: V wvalid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 10.1.4.1 0 0 65501 i
*> 10.1.2.0/24 10.1.4.1 156160 0 65501 i

*> 10.2.1.0/24 0.0.0.0 0 32768 i




Ako zabezpecit’' smerovanie z R3 a R2?

10.1.2.0/ 24

R2

10.1.1.0/24 10.2.1.0 /24
el 172.16.1.0/ 24 I R1 AS 65502
EIGRP 1 4

1
R3 s1/0 10.1.4.0/25

172.16.2.0/ 24

= V reale su dve moznosti
= R1 bude default router, ktory sa ohlasi cez EIGRP

= Redistribucia BGP ciest do EIGRP

= Zavisi od mnozstva ciest prijatych od ISP AS

= Spomen na moznosti BGP prepojenia zakaznika a ISP
= Posledna moznost — vSetky cesty - je vrazda EIGRP
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Internet Protocol Security

IPsec VPNSs

VPNs

= Information from a
private network is
securely transported
over a public
network.

Main Site

Business Partner with
a Cisco Router

| = Forms a virtual
Perimeter .
Router network instead of
using a dedicated
Layer 2 connection.

Cisco

ASA Firewall . .
= To remain private,
the traffic is
- | encrypted to keep
— G ) the data confidential.
orporate
SOHO with Mobile Worker with A

4 Ciean Rotter Cisco AnyConnect




Internet Protocol Security

IPsec Functions

Defines how a VPN can be configured in a secure manner using IP.

Framework of open standards that spells out the rules for secure
communications.

Not bound to any specific encryption, authentication, security
algorithms, or keying technology.

Relies on existing algorithms to implement secure communications.

Works at the network layer, protecting and authenticating IP packets
between participating IPsec devices.

Secures a path between a pair of gateways, a pair of hosts, or a
gateway and host.

All implementations of IPsec have a plaintext Layer 3 header, so there
are no issues with routing.

Functions over all Layer 2 protocols, such as Ethernet, ATM, or Frame
Relay.



Internet Protocol Security

IPsec Characteristics

IPsec characteristics can be summarized as follows:
= |Psec is a framework of open standards that is algorithm-independent.

= |Psec provides data confidentiality, data integrity, and origin
authentication.

= |Psec acts at the network layer, protecting and authenticating IP
packets.




Internet Protocol Security

IPsec Security Services

Confidentiality (encryption) — encrypt the data before transmitting
across the network

Integrity (data) — verify that data has not been changed while in
transit, if tampering is detected, the packet is dropped

Authentication — verify the identity of the source of the data that is
sent, ensures that the connection is made with the desired
communication partner, IPsec uses Internet Key Exchange (IKE) to
authenticate users and devices that can carry out communication
independently.

Anti-Replay Protection — detect and reject replayed packets and
helps prevent spoofing

confidentiality, integrity, and authentication



IPsec Framework

Confidentiality with Encryption

= For encryption to work, both the sender and the receiver must know the
rules used to transform the original message into its coded form.

= Rules are based on algorithms and associated keys.

= Decryption is extremely difficult (or impossible) without the correct key.

Gail Jaramy

Pay to Jeremy 100 Pay o Jeremy %100
One Hundred Dollars Ea ** Cine Hundred Dollars
Emcryplion  Decryplion
Algarithm Algarithm
dahiDxBTMNMopSeR dahiDxETMMopSeR
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IPsec Framework

Encryption Algorithms

As key length increases, it becomes more difficult to break the
encryption. However, a longer key requires more processor
resources when encrypting and decrypting data.

= Two main types of encryption are:
= Symmetric Encryption

= Asymmetric Encryption




IPsec Framework

Symmetric Encryption

= Encryption and decryption use the same key.

= Each of the two networking devices must know the key to decode the
information.

= Each device encrypts the information before sending it over the
network to the other device.

= Typically used to encrypt the content of the message.

= Examples: DES and 3DES (no longer considered secure) and AES
(256-bit recommended for IPsec encryption).

_ Algorithm Key size
Encryption Key © o # Pre-sharedkey T = # Decryption Key
DES 56 bits
3DES 168 bits
— eyt F——> et H—— AES 128 bits
AES192 192 bits
Plaintext Encrypted Plaintext - )
text AES256 256 bits




IPsec Framework

Asymmetric Encryption

= Uses different keys for encryption and decryption.

= Used also for authentication (signing)

= Knowing one of the keys does not allow a hacker to deduce the second key
and decode the information.

= One key encrypts the message, while a second key decrypts the message.

= Public key encryption is a variant of asymmetric encryption that uses a
combination of a private key and a public key.

= Typically used in digital certification and key management

= Example: RSA

Two zeparate keys i _
Encryption Key which are not ; . # Decryplion Key

l shared l

Decrypt

Encrypt

Plamntext Encrypted Plaintext
text




IPsec Framework

Diffie-Hellman Key Exchange

Diffie-Hellman (DH) is not an encryption mechanism and is not
typically used to encrypt data.

DH is a method to securely exchange the keys that encrypt data.

DH algorithms allow two parties to establish a shared secret key
used by encryption and hash algorithms between parties which
never meet before.

DH is part of the IPsec standard.

Encryption algorithms, such as DES, 3DES, and AES, as well as
the MD5 and SHA-1 hashing algorithms, require a symmetric,
shared secret key to perform encryption and decryption.

DH algorithm specifies a public key exchange method that provides
a way for two peers to establish a shared secret key that only they
know, although they are communicating over an insecure channel.



IPsec Framework

Diffie-Hellman Key Exchange
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IPsec Framework

Integrity with Hash Algorithms
= The original sender generates a hash of the message and sends it
with the message itself.

= The recipient parses the message and the hash, produces another
hash from the received message, and compares the two hashes.

= If they are the same, the recipient can be reasonably sure of the
integrity of the original message.




IPsec Framework

Integrity with Hash Algorithms (cont.)

Hash Algorithms

| would like to cash this check.

Cail Intermet

Pay to Jeremy $100.00 Pay to Alex $1000.00

One Hundred and xx/100 Dollars One Thousand and xx/100 Dollars
4ehiDx67NMop9 == Different == 12ehgPx67NMoX

Starting Hash Ending Hash




IPsec Framework

Integrity with Hash Algorithms (cont.)

Hash-based Message Authentication Code (HMAC) is a mechanism
for message authentication using hash functions.

= HMAC has two parameters:

= A message input and a secret key known only to the message originator and
intended receivers.

= Message sender uses an HMAC function to produce a value (the message
authentication code) formed by condensing the secret key and the message
input.

= Message authentication code is sent along with the message.

= Receiver computes the message authentication code on the received
message using the same key and HMAC function as the sender used.

= Receiver compares the result that is computed with the received message
authentication code.

= |f the two values match, the message has been correctly received and the
receiver is assured that the sender is a user community member who share
the key.




IPsec Framework

Integrity with Hash Algorithms (cont.)

There are two common HMAC algorithms:

= MD5 — Uses a 128-bit shared secret key. The variable-length
message and 128-bit shared secret key are combined and run
through the HMAC-MD5 hash algorithm. The output is a 128-bit
hash. The hash is appended to the original message and forwarded
to the remote end.

= SHA — SHA-1 uses a 160-bit secret key. The variable-length
message and the 160-bit shared secret key are combined and run
through the HMAC-SHA1 hash algorithm. The output is a 160-bit
hash. The hash is appended to the original message and forwarded
to the remote end.




IPsec Framework

IPsec Authentication

= |Psec VPNs support authentication.

= Device on the other end of the VPN tunnel must be authenticated
before the communication path is considered secure.

Remote Office Corporate Office

Internat

HR Servers

Peer
Authentication




IPsec Framework

IPsec Authentication (cont.)

There are two peer authentication methods, PSK and RSA
sighatures:

= PSK (Pre Shared Key)

= A secret key shared between the two parties using a secure
channel before it needs to be used.

= Use symmetric key cryptographic algorithms.

= APSK is entered into each peer manually and is used to
authenticate the peer.




IPsec Framework

IPsec Authentication (cont.)

= RSA (Rivest, Shamir, Adleman) signatures
= Digital certificates are exchanged to authenticate peers.
= Local device derives a hash and encrypts it with its private key.

= Encrypted hash, or digital signature, is attached to the message
and forwarded to the remote end.

= At the remote end, the encrypted hash is decrypted using the
public key of the local end.

= If the decrypted hash matches the recomputed hash, the signature
IS genuine.




IPsec Framework

IPsec Protocol Framework
Authentication Header (AH)

= Appropriate protocol to use when confidentiality is not required or
permitted.

= Provides data authentication and integrity for IP packets that are
passed between two systems.

= Does not provide data confidentiality (encryption) of packets.

Encapsulating Security Payload (ESP)

= A security protocol that provides confidentiality and authentication by
encrypting the IP packet.

= Authenticates the inner IP packet and ESP header.

= Both encryption and authentication are optional in ESP, at a minimum,
one of them must be selected.




IPsec Framework

IPsec Protocol Framework (cont.)

Authentication Header

e, All data in plaintext.
- e
AH provides the following:
Authentication
« Integrity

Encapsulating Security Payload

o T Data load is encrypted.
n pay rypt
R1 ESP provides the following:
= Encryption
Authentication

= Integrity




IPsec Framework

IPsec Protocol Framework (cont.)

Four basic building block of the IPsec framework that must
be selected:

= |Psec framework protocol — A combination of ESP and AH, ESP or
ESP+AH options are almost always selected because AH itself does
not provide encryption.

= Confidentiality (if IPsec is implemented with ESP) — DES, 3DES, or
AES, AES is strongly recommended since provides the greatest
security.

= Integrity — Guarantees that the content has not been altered in transit
using hash algorithms (MD5 or SHA).

= Authentication — Represents how devices on either end of the VPN
tunnel are authenticated (PSK or RSA).

= DH algorithm group — Represents how a shared secret key is
established between peers, DH24 provides the greatest security.




IPsec Framework

IPsec Protocol Framework (cont.)

IPsec Framework

ESP +
AH ESP AH

IPsec Protocol

Confidentiality

Integrity MD5 SHA

PSK RSA

Authentication

Diffie-Hellman




1. Host A sends interesting traffic to Host B.

Router B

2. Routers A and B negotiate an IKE Phase 1 session.

IKE SA IKE Phase 1 m

3. Routers A and B negotiate an IKE Phase 2 session.

IPsec SA

< >

4. Information is exchanged via the IPsec tunnel.

5. The IPsec tunnel is terminated.

IPsec SA




Vytvorenie spojenia: IKE faza 1 (IKE SA)

= |KE faza 1 ma tri kroky:
*  Dohodnutie ISAKMP politik
* Vymenu Sifrov./hash klu€ov pomocou Diffie-Hellmanovho algoritmu
* Overenie totoznosti susedov

= Dohodnutie ISAKMP politik
*  Aky Sifrovaci algoritmus? (confident.)
* Aky hashovaci algoritmus? (integr.)
« Aka Diffie-Hellmanova grupa?
*  Aky spbsob overenia totoznosti? (auth.)
= Qverenie totoznosti
* Podla spésobu dohodnutého v prvom kroku
= |KE faza 1 si vytvara zabezpecCeny kanal pre overenie totoznosti IPsec
susedov a pripadne pouzivatelov
* Nedohaduje samotné vlastnosti pre Cinnost' IPsec
- Tie sa dohodnu az vo faze 2 pomocou tohto zabezpeceného kanala




Vytvorenie spojenia: IKE faza 2

» |KE faza 2 zodpoveda za dojednanie spdsobu pouzitia IPsec medzi
susedmi

* AKky protokol — AH, ESP, AH+ESP?
« Aky rezim — tunelovy alebo transportny?
» Aky Sifrovaci algoritmus?
« Aky hashovaci mechanizmus?
« Akée sifrovacie kluce?
« Aka zivotnost dohodnutych informacii?
= Prveé styri vlastnosti sa nazyvaju aj fransformacna sada




Kroky pri konfiguracii IPsec

= Postup pri konfiguracii IPsec

Vytvorit aspon jednu ISAKMP politiku pre fazu 1
Vytvorit aspon jednu transformacnu sadu pre fazu 2

Vytvorit' kryptovaciu mapu a ACL, ktoré popisuju, €o sa
ma zabezpedlit pomocou IPsec a ako

Aplikovat kryptovaciu mapu na vystupné rozhranie

= Poznamka:

192.168.1.0 /34 Internet je v priklade pouZity len ako zaloZne spojenie pre private WAN

Branch Server
192.168.1.254
(209.165.200.254)

10.10.10.0 /24

209.165.200.240 /29 [=]

NAT Pool ) o NAT Pool Email Server
209.165.200.249 - 209 165.200.233 — 10.10.10.238
~ ) - . 209.165.200.238
209.165.200.253/29 Bl 509 165 500,537 120 | (209.165.200.238)




Kompletna konfiguracia Branch Router IPsec

VPN

Branch# conf t

Branch (config) # crypto isakmp policy 1 ISAKMP Policy
Branch (config-isakmp) # encryption aes ‘)

Branch (config-isakmp)# authentication pre-share

Specifies the initial VPN security details

Branch (config-isakmp) # group 2
Branch (config-isakmp) # exit

Branch (config) # crypto isakmp key ciscol23 address 209.165.200.226 9
Branch (config) #

Branch (cfg-crypto-trans) # exit

IPsec Details
Specifies how the
IPsec packet will
e encapsulated

Branch (config) #
Branch (config) # access-1list 110 permit ip 192.168.1.0 0.0.0.255 10.10.10.0 O

.0.0.255

Branch (config) #

9 Crypto ACL

Branch (config) #

(
(
(
(
(
(
Branch (config)# crypto ipsec transform-set MOJA TR SADA esp-sha-hmac esp—3deﬁ)
(
(
(
(
(
(

Specifies the traffic that will trigger

Branch (config) # crypto map MOJA MAPA 10 ipsec-isakmp the VPN to activate

% NOTE: This new crypto map will remain disabled until a peer

Branch (config-crypto-map) # set transform-set MOJA TR SADA 9 VPN Tunnel Information

Branch (config-crypto-map) # set peer 209.165.200.226

Creates the crypto map that
combines the ISAKMP policy,

Branch (config-crypto-map) # match address 110 IPsec transform set, VPN peer

Branch (config)# int s0/0/1

Branch (config-if) # crypto map MOJA MAPA 9 Apply the Crypto Map

(
(
(
Branch (config-crypto-map) # exit address, and crypto ACL
(
(
(

Branch (config-if) # 22
Branch# VPN

Identifies which interface is actively looking to create a




IPsec: Zaverecné poznamky

= Pre NAT-T musia byt na firewalloch otvorené porty
- UDP/500
- UDP/4500
= VVzhladom na pomerne vysoku technicku narocnost IPsec sa pre

mobilnych klientov odporuca nova technologia SSLVPN, ktora ma
nizsie technické naroky
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Why DMVPN?

= To have efficient spoke-to-
spoke communication in a
hub-and-spoke topology.

= Dynamic tunneling

* No more static configuration of
separated p-t-p tunnels is
required

« Spoke-spoke
* Hub-spoke

—

-
—
o~
-

Hub-to-Spoke Tunnels
=xe=x=x Spoke-to-Spoke Tunnels




How are these tunnels built?

= Next Hop Resolution Protocol (NHRP)
= Multipoint Generic Routing Encapsulation (MGRE) tunnels
= |P Security (IPsec) encryption




Config Tasks

1. NHRP: set the hub as the
server, allow multicast to flow
to It.

2.mMGRE tunnel config.

3. Enable IPSec encryption on
the tunnels.

Spoke

Lo0: 2.2.2.2/24

Fa0/0: 192.168.123.2/24
Tu0: 172.16.123.2/24

HUB

Lo0: 1.1.1.1/32
Fa0f0: 192.168.123.1/24
T0:172.16.123.1/24

&

Rouger1

Spoke

Lo0: 3.3.3.3/32

Fa0/0: 192.168.123.3/24
Tud: 172.16.123.3/24

S

Switch0

’-_.‘.f
.
v

Router3



Priklad konfiguracie Hub and Spoke

I Spoke config I Hub konfig _
crypto isakmp policy 1 crypto isakmp policy 1
encr aes
encr aes hash mds
hash m.d5 . authentication pre-share
authentication pre-share group 2
group 2 f:rypto isakmp key MYKEY address 0.0.0.0

crypto isakmp key MYKEY address 0.0.0.0

!

crypto ipsec transform-set MYSET esp-aes esp-md5-hmac
|

i:rypto ipsec profile MGRE

set security-association lifetime seconds 86400
set transform-set MYSET

|

interface TunnelO

ip address 172.16.123.1 255.255.255.0
no ip split-horizon eigrp 10

ip nhrp authentication CISCO

ip nhrp map multicast dynamic
I'ldentify DMVPN net

I Have to be same on hub and spookes
ip nhrp network-id 1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel protection ipsec profile MGRE
I'No explicit tunnel destination required
|

router eigrp 10

network 1.0.0.0

network 172.16.0.0

érypto ipsec transform-set MYSET esp-aes esp-md5-hmac
!

érypto ipsec profile MGRE

set security-association lifetime seconds 86400
set transform-set MYSET

!

interface TunnelO

ip address 172.16.123.2 255.255.255.0
ip nhrp authentication CISCO

ip nhrp map multicast dynamic

I the HUB tunnel address

ip nhrp nhs 172.16.123.1

I Map tunnel address of Hub to its real and globally
I reachable IP address

ip nhrp map 172.16.123.1 192.168.123.1
ip nhrp map multicast 192.168.123.1

ip nhrp network-id 1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel protection ipsec profile MGRE

|

router eigrp 10

network 2.0.0.0

network 172.16.0.0




Verification

Show dmvpn
' Not from the topology above
' Just an example

R1# show dmvpn

TunnelO, Type:Hub, NHRP Peers:3,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb
1 172.16.25.2 192.168.0.2 UP 00:02:28 D
1 172.16.35.2 192.168.0.3 UP 00:02:26 D
1 172.16.45.2 192.168.0.4 UP 00:02:25 D




