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Co nas dnes ¢aka

Aké faktory ovplyviuju kvalitu sluzieb v IP sieti

Aké su minimalne poziadavky na siet pre prenos hlasu, videa a udajov
Akeé frontovacie algoritmy su pouzivanych sietovymi zariadeniami

Aké su rézne modely QoS

= Best-effort

= Integrated Services

= Differenciated Services

= Ako QoS pouziva mechanizmy na zabezpecenie kvality prenosu
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Prostriedky pre kvalitu sluzby

= Co je to kvalita sluzby?
= Miera uspokojenia pouzivatela tejto sluzby
S jej urovnou
= Velmi subjektivny pojem
= Silne zavisly na povahe sluzby
= Preco potrebujeme riesit’ kvalitu sluzby?
= Pretoze IP siete, s ktorymi pracujeme, sa ku kazdému toku dat zvyknu chovat
rovnako
= Toky dat ale nie su rovhocenné
= Bezuzdne zvysovanie kapacity liniek nie je ani ekonomicke, ani dostupné




QoS — meratelné parametre siete, QOE — vnimana kvalita

= QoS (kvalita sluzby)
= QoS riesenie — zabezpeci ,sietove
parametre®, tie su meratelné

(napr. oneskorenie paketu pri
prechode sietou, ...)

= QoE (kvalita vnimania) - Ako
vhima kvalitu sluzby Clovek

= Parametre QoS prepocita na
hodnotu QoE (MOS)
= QoE studuju viac na — KT EF

= My ,robime” QoS — ako
konfigurovat zariadenia, aby sme
dosiahli urcCité hodnoty sietovych
parametrov

= http://www.posterus.sk/?p=11948
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QoE (kvalita vnimania), QoS (siet’'oveé par.)

Kvalita
Pouzivatefovho
Poltreby Vnlmania Vykon Aplikacie
Kvalita
Vnimania Osoba Gr—> Pouzivatel K :) Aplikacia
MOS
I LN
Kvalita
Zakaznikovho Zakaznik QoS
Vnimania

ARPU Marketing

SLA Sietovy Vykon
Obchodny Objekt Manaznent Siete




: G Definicia QoE vykonu a ciefov pre sluzbu )
Pouzivatelsky | '
(QoE) priestor . Identifikacia QoE prispievajucich faktorov a zavislosti Pristup
Poskodenie — oneskorenie, straty, jitter Zhora-Nadol
Dekompozicia aplikacie
Interakcie klient/server
Druh a trvanie toku
3. UrCenie architektury, QoS mechanizmov a konfiguracii
e Definovanie zaruk servisnej vrstvy
e Urenie agregatnej urovne, umiestnenie kontrolnych uziov
e Uzlova a end-to-end droved: planovanie, stratégia, manazZment
riadenia, kontrola pristupu Priestor
sietovej
architektary
(4. Navrh prevadzky a alokacia zdrojov ) (QoS)

e Uréenie prevadzkovych poZiadaviek, distriblcie a uzkoprofilovych
liniek

e Alokacia rozpoctu: oneskorenie, straty, jitter

e Routerové prostriedky: bufferové dimenzovanie a zdiefanie

poradovnikov
e BW opatrenia: statické vs. dynamické/na poZiadanie a
K smerovacich obmedzeni )
Nie Ano

Porvrdené => QoE
pozZiadavky na sluzbu sO
realizovatelné danym
QoS riesenim

Sa spinené dané QoE poZiadavky?




Prenos hlasu v sietach s prepinanim okruhov

= Analdgoveé telefony sa pripajaju k telefonnym ustredniam
= Telefonne ustredne realizuju konverziu medzi analégovym a digitalnym signalom
= Po zostaveni hovoru sa telefonna siet stara o to, aby hovor mal

= Svoj vlastny vyhradeny prenosovy okruh

= Synchronny prenos s fixnou Sirkou pasma a velmi malym, konStantnym oneskorenim

PSTN
with Digital

TDM Lin7 ;

Analog-to-Digital
(G.711) Conversion




Prenos hlasu vo VoIP siet’'ach

= Analdgoveé telefony sa pripajaju k hlasovym branam
Hlasové brany realizuju konverziu medzi analégovym a digitalnym signalom

Po zostaveni hovoru IP siet poskytuje

= Prenos individualnych paketov sietou nezavisle
= Zdielanu Sirku pasma, vysSie a premenlivejSie oneskorenie

VolP
Gateway

Voice traffic

n Data traffic

IP

Analog-to-Digital
(G.711) Conversion

VolP
Gateway




ITU-T Odporucanie E.800

= Kvalite sluzby sa venuje siroka pozornost aj zo strany normotvornych
organizacii

= |[TU-T ma rad odporucani, ktoré sa dotykaju otazok kvality sluzby, SLA, jej
hodnotenia atd.

= E.800: Definitions of terms related to quality of service

Quality of service

Network performance Non-network performance

E.800(08) F02

= NP: Prenosova rychlost, oneskorenie, jitter, stratovost, ...
= NNP: Cas zriadenia sluzby, trvanie odstranenia vypadku, tarify, ...

ePicture retaken from ITU-T E.800 (09/2008), https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-E.800-200809-1!'PDF-E&type=items




ITU-T Odporucanie E.800

= Podla E.800:

= Quality: The totality of characteristics of an entity that bear on its ability to satisfy

stated and implied needs.

= Service: A set of functions offered to a user by an organization.

= Quality of Service: Totality of characteristics of a telecommunications service
that bear on its ability to satisfy stated and implied needs of the user of the

service.

= Zakaznikovo vnimanie
poskytovane] QoS
sa moze lisit od urovne
QoS, o ktorej sa operator
domnieva, ze ju ponuka

Picture retaken from ITU-T E.800 (09/2008),

https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-E.800-200809-1!'PDF-

E&type=items

CUSTOMER

Customer's QoS

requirements

SERVICE
PROVIDER

QoS offered
by provider

|

|

QoS perceived
by customer

I

QoS achieved
by provider

E.800(08)_F03



Faktory ovplyvnujuce kvalitu sluzby




Tradicha nekonvergovana siet’

Remote
Campus 4/’ = e
—=— PSTN

LO0000000000
LO0000000000
(| [ [ [ | [ [ [ [
(o o o o o o o o [ [ [

= Charakter datovej prevadzky: :
= Zhlukova anufa g, HR
= Odosielana FIFO $tylom -

0M17G_019

= Nenaroc¢na na vcéasnost dorucenia
= Kratke vypadky su tolerovatelné




Problémy v konvergovanej sieti

\
Remote

= Toky v konvergovanej sieti:
Pravidelné hlasové toky malych paketov superia so zhlukovou datovou prevadzkou

Casovo kriticka prevadzka musi mat prioritu
= Hlas, video, real-time aplikacie
Nemozno tolerovat ani kratke vypadky

WAN

\.

E@' .@%' .@@'

Manufacturing, HR, Training,

\Order Entry, Finance, Other)
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Faktory vplyvajuce na kvalitu sluzby v paketovej sieti

* Prenosova kapacita

= Mnohé toky superia 0 obmedzené mnozstvo prenosovej kapacity
prepinacov, smerovacov a rozhrani medzi nimi

= Celkové oneskorenie (pevna aj variabilna zlozka)

= Pakety musia prejst cez poCetné sietové zariadenia a prepoje, z
ktorych kazdé vnasa svoju Cast oneskorenia

= Kolisanie oneskorenia (jitter)

= Tok inej prevadzky popri hlasovej prevadzke
vhasa nahodné zmeny v oneskoreni

Straty paketov
= Pri zahlteni rozhrania sa pakety m6zu zahadzovat




Disponibilna prenosova kapacita

EE e EE e HE e EE e

e o
> | | &9

10 Mbps 256 kbps 512 kbps 100 Mbps

Bandwidth,,, = min (10 Mbps, 256 kbps, 512 kbps, 100 Mbps) = 256 kbps
Bandwidth,,,; = Bandwidth,,,, / flows

= Maximalna dostupna prenosova kapacita je kapacita najpomalsej linky

= O tuto prenosovu kapacitu sa uchadzaju mnohée toky, Cim mdzu znizit jej
dostupnost pre ktorukolvek individualnu aplikaciu

= Prirodzene, nedostatok prenosovej kapacity ma negativny vplyv na aplikacie




Ako ziskat’ disponibilnu prenosovu kapacitu

TCP Header Compression
RTP Header Compression

cRTP

Compress
the Header

IP |TCP

Advanced Queuing

Compress
the Payload

Compressed Packet

Stacker
Predictor

Zrychlit' linku (najlepSie, ale aj najdrahsSie rieSenie)

= Vyuzit QoS prostriedky a dat prioritu délezitym paketom (na ukor inych tokov)
Komprimovat obsah ramcov (to vSak trva isty Cas)

= Komprimovat' IP hlaviCky (detto)




Efektivne vyuzivanie prenosovej kapacity

Hlas
(Najvyssia)
Data
(Vysoka)

Data
(Stredna)

Data
(Nizka)

= Pomocou frontovych a kompresnych mechanizmov je mozné efektivejSie vyuzivat dostupnu

Hlas
o LLQ

o Kompresia RTP
hlaviCiek

Data
+ CBWFQ

» Kompresia
TCP hlaviciek

prenosovu kapacitu
= Hlas: LLQ a kompresia RTP hlavicCiek
= Interaktivne toky: CBWFQ a kompresia TCP hlaviCiek



Druhy oneskorenia

ronarons [

5
[A——

erialization

%r—}
Bandwidth

Processing Delay O[T D I EV AP ropagation Delay

= Proc ssinq del,

a . = Cas od prevzatia paketu zo vstupného rozhrania, jeho
(oneskoreriie pri glpracovanl). analyzy, cez smerovacie rozhodnutie az po jeho =
- ulozénie do vystupného frontu na vystupnom rozhrani
= Queu ng dela%y
neskorenie vo fronte):

= Cas, ktory paket stravi vo vystupnom fronte rozhrania

eri.a\ization deIaP(/ .
serializacne oneskorenie):

= Pro ation del ,
(ongs%relme prel gll¥en|):

Cas, ktory je potrebny na odoslanie paketu rozhranim
danej prenosovej rychlosti

Cas, ktory je potrebny na prechod signalu po danom
fyzickom meédiu

J 4

Od ¢oho zavisia?



Dopad oneskorenia a jeho kolisania na kvalitu

IP

IP

L

IP

IP

T N N

Processing and Processing and Processing and
Queuing Delay (Q1) Queuing Delay (Q2) Queuing Delay (Q3)

—

7
/

AN

Propagation and
Serialization Delay (P1)

Propagation and
Serialization Delay (P2)

Propagation and
Serialization Delay (P3)

Propagation and
Serialization Delay (P4)

Delay=P1+Q1+P2+Q2+P3+Q3+P4=xms

325P_062

= Celkove oneskorenie: Sucet vSetkych propagacnych, procesnych,
serializacnych a frontovych oneskoreni pozdlz prenosovej trasy

= Ktoré oneskorenia su v best-effort sietach pevné a ktoré su nahodné?

= Pevné: propagacne a serializacne

= Nahodné: procesné a frontové



Ako znizit’ oneskorenie

TCP Header Compression
RTP Header Compression

cRTP| Data
Compress
the Header
IP |UDP|RTP| Data - ‘
Advanced Queuing
Compress
the Payload
Compressed Packet WFQ
Stacker CBWFQ
Predictor LLQ

Zrychlit linku (najlepsie, ale aj najdrahsSie riesenie)

= Dat prioritu dolezitym paketom

= Umoznit upravu priority dolezitych paketov (reprioritizaciu)
= Komprimovat obsah ramcov (to vsak trva isty Cas)

= Komprimovat' IP hlaviCky (detto)

325P_063



Znizovanie oneskorenia

TCP/RTP Header Compression Reprioritization
LLQ
Prioritization / \

ISP QoS
Backbone

Customer T

512 kbps

TCP/RTP Header Compression
LLQ
Prioritization

325P_064

1024 kbps

g < WWW, Mail, FTP, Voice, and So On

» Zakaznicke smerovace realizuju:
= Kompresiu TCP/RTP hlaviCiek
= LLQ (Low Latency Queueing)
= Prioritizaciu
= Smerovace ISP realizuju:
= Reprioritizaciu na zaklade dohodnutych QoS pravidiel



Druhy strat paketov

\)‘

= Straty typu ,tail drop”
nastavaju, ked je
vystupny front piny.
= bezneé a nastavaju pri

zahlteni vystupneho
rozhrania

E=Xe v
N GGG

= |[né druhy strat su
obvykle spOsobené:

= zahltenim na vstupnom
rozhrani
= pomalym procesorom
Examples of Congestion Points n Chybam| pn prenose.
Aggregation Speed Mismatch LAN to WAN Ktore Z nICh Sa daJu

odstranit upgradom

A hardvéru?
= Tie iné..

1000 Mbps 100 Mbps

Y \J




Predchadzanie stratam

Advanced Queuing

IP | Data

= Zrychlit linku (najlepsie, ale aj najdrahsie riesenie)
= Garantovat dostatoCneé pasmo pre citlivé pakety

= Predchadzat zahlteniu nahodnym zahadzovanim menej délezitych paketov este
skor, nez dbjde k zahlteniu




Nastroje pre poskytovanie QoS

= Klasifikacia
= |dentifikacia toku alebo triedy prevadzky
= ZnacCkovanie (Marking)
= Vlyznacenie identifikovaného toku alebo triedy prevadzky
= Predchadzanie zahlteniu (Congestion Avoidance)
= Tail Drop, Random Early Detection, Weighted RED
= Riesenie zahltenia (Congestion Management)
= Planovacie mechanizmy pre obsluhu frontov
= Tvarovanie a obmedzovanie prevadzky (Shaping, Policing)
= Mechanizmy efektivnosti linky (Link Efficiency Mechanisms)
= Link Fragmentation and Interleaving
= On-the-fly kompresia hlaviCiek alebo tiel paketov

DB [EDWD)

DIWEL] JUSLIUIETIEIUT

DIUEL [BLLJON]

(04102 508 U 8507 pimpuer

JLLES] [EQINT)

I JUILIUIEMIHIUT
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|0JIUCD SOF) INOWIM S5 WIpImpues



Ako QoS nastroje pracuju?

Klasifikacia Ukladanie do frontov Cinnosti po ulozeni
a znackovanie (Selektivne) zahadzovanie do frontu

IDENTIFY & PRIORITIZE MANAGE & SORT PROCESS & SEND




Modely poskytovania QoS




Modely poskytovania kvality sluzby

Model

Best effort

Popis

Bez riadenia kvality sluzby. Vhodné, ak nie je dolezite, kedy
alebo v akom poradi budu pakety dorucené.

Integrated Services
(IntServ)

Aplikacie oznamuiju sieti, aké QoS parametre pozaduju pre
ich spravnu Cinnost.

Differentiated Services
(DiffServ)

Siet rozoznava triedy prevadzky, ktoré vyzaduju osobitné
QoS parametre.




Model Best-Effort

= Model best-effort je pévodnym = VVyhody:
modelom, na ktorom bol Internet
zalozeny

= Medzi tokmi dat nie je nijaka mechanizmus
diferenciacia

= Dorucovanie sa podoba obycCajnej - NevyhOdy:
postovej zasielke = Neposkytuje garancie sluzby

" Paket ,pride vtedy, ked pride” = Nediferencuje medzi sluzbami

= Vynikajuca skalovatelnost
= Nie je potrebny nijaky osobitny




Model Integrated Services (IntServ)

Poskytuje garantované dorucenie a predikovatelne
spravanie sa siete vocCi aplikaciam

Poskytuje viacere urovne sluzieb

Klfacovym podpornym protokolom je RSVP na
signalizaciu QoS poziadaviek pre jednotlivé toky
QoS parametre sa vztahuju na jednotlivé toky medzi
jednotlivymi uzlami a aplikaciami

Ak siet nie je schopna splnit poziadavku aplikacie
na QoS parametre, bude o tom aplikaciu informovat
Potrebné su inteligentné frontové mechamizmy na
poskytovanie rezervacie zdrojov:

= Garantovana rychlost
» Riadena zataz (nizke oneskorenie, vysoka priepustnost)

=

’ -
7 )’
Multimedia
Station

Multimedia
Server



Procesy a architektura smerovaca v IntServ

Control Plane

Routing Selection

Admission Control

™~

Reservation Setup

—

!

Reservation Table

>

Data Plane

Flow Identification

/N

Packet Scheduler




Resource Reservation Protocol (RSVP)

= Prenasasav IP — Cislo = Zabezpeduje prostriedky pre r6znorodé
protokolu 46 multimedialne aplikacie
. vty . = Premavka citliva na prenosové pasmo
- MOZG VyUZ|t aJ TCP/UDP port = Premavka citliva na oneskorenie
3455
’ . . v s - || Sending Host
= Jedna sa o signalizacny gg
rotokol
P : =
a spolupracuje so —_-— RSVP
’ . . — =] Tunnel
smerovacimi protokolmi ==
- ., —
= Sluzi na rezervaciu QoS '—““““T -----------
. v , |
prostriedkov na vsetkych | \ll - |
. . . I L j
zariadeniach medzi 55 N
|

odosielatelom a prijemcom




Vyhody a nevyhody modelu IntServ

Vyhody:

= Explicitné riadenie pristupu k zdrojom (end to end)

= Velmi vysoka granularita pridelovania QoS prostriedkov

= Riadenie pristupu k prostriedkom na kazdu ziadost individualne
= Signalizacia dynamickych Cisel portov (napr pre H.323)
Nevyhody:

= Potreba trvalej signalizacie vzhfadom na stavovu architekturu

= Tokovo orientovany pristup nie je Skalovatelné na siete velkého rozsahu, ako
napr. Internet




Model Differentiated Services

= Za cenu istych kompromisov rieSi mnohé obmedzenia modelov Best-Effort a IntServ

= Na rozdiel od signalizovanych tvrdych poziadaviek na QoS vyuziva dopredu pripravené QoS
prostriedky a politiky

= Toky triedi do tzv. agregatov (tried) a poskytuje QoS prostriedky celym triedam

= Minimalizuje signalizaciu (zZiadna) a stavovu informaciu (minimalna) na sietovych uzloch
= QoS parametre charakterizuje popisom tzv. Per-Hop Behavior (PHB)

= Uroven sluzby sa stanovuje na triedu prevadzky, nie na individualne toky

Edge —\/-\
End Station // \? \
\; %Merior 7~

DiffServ Domain End Station




Model Differentiated Services (DiffServ)

= Model DiffServ sa zaobera poskytovanim QoS nad triedami
prevadzky, nie nad jednotlivymi tokmi

= Komplexna klasifikacia, znaCkovanie a vstupné upravy prevadzky sa
realizuju na okraji siete
= Vo vnutri siete sa QoS pravidla riadia uz iba pridelenymi znaCkami

= Vo vnutri siete sa neudrziavaju informacie o jednotlivych tokoch,
udrziavaju sa len informacie o spésobe obsluhy jednotlivych tried
prevadzky

= Cielom DiffServ je
= Skalovatelnost
= Spolupraca s uzlami, ktoré eSte nepodporuju DiffServ
= Moznost postupneho nasadzovania




Klasifikacneé nastroje IP Precedence a DiffServ Code Point

UEElE Len ID Offset TTL Proto FCS IPSA IPDA Data

Length
IPv4 Paket

. Standard IPv4

IP Precedence Unused
DiffServ Code Point (DSCP) IP ECN  <+———__ RozsSirenie DiffServ

= [Pv4: tri najvysSie bity ToS bajtu sa nazyvaju IP Precedence (IPP). Ostatné bity boli
niekolkokrat predefinované (Delay, Throughput, Reliability, Monetary cost)

= DiffServ: Sest najvysSich bitov ToS bajtu sa nazyvaju DiffServ Code Point (DSCP). Zvysné
dva bity sa vyuzivaju na explicitnu informaciu o zahlteni (ECN). Hodnota DSCP pola sa
nazyva codepoint

= Hodnoty DSCP su spatne kompatibilné s hodnotami IP Precedence




IP ToS a DS pole v IP hlavicke

Bits 0 1

IPv4 TOS Byte
Precedence
: - e’
RFC 1122 | " ) Be
RFC 1349 Zero

Bits 0 1
DS-Field
cu
Class Selector
s Codepoints i Currently
: L3 Unused
\ J

Differentiated Servicgs Codepoint (DSCP)
RFC 2474




Kompatibilita IP Precedence a DSCP

IPv4 IP Precedence

DSCP

IP Precedence

0 |}
Y

325Pk.

Class Selector

= Pre zachovanie kompatibility s IP Precedence (RFC 1812) boli zavedené tzv. Class Selector
codepoints v tvare xyz000 s nazvom CS0 az CS7

= (QdliSuje pravdepodobnost v€asneho vybavenia paketu:
= P(xyz000) >= P(abc000), ak xyz >= abc

= Napriklad, ak ma paket DSCP codepoint 011000 (CS3), ma vacsSiu pravdepodobnost v€asného
odoslania nez paket s DSCP 001000 (CS1)




Per-Hop Behavior — PHB

‘x‘x‘x‘x‘x‘x‘DSCP

1\ A J
Y '
000 = Default | 000 = Class Selector |°
001, 010, 011, or 100 = AF :
101 = EF

= PHB je sp6sob obsluhy konkrétnej triedy prevadzky na danom uzle

= DSCP vlastne vybera PHB pozdizZ siete
Default PHB (FIFO, tail drop)
Class-selector PHB (IP precedence)

EF PHB (Expedited Forwarding)

AF PHB (Assured Forwarding)




Expedited Forwarding (EF) PHB

1 o] 1|1 1] o |Dscp:
N A A
Y Y Y
5 No Drop 0
Probability

= EF PHB:

= Garantuje tzv. minimum departure rate — pravo prednostného odoslania

= Garantuje prenosové pasmo vyhradené pre triedu prevadzky s EF

= Limituje pasmo pomocou policingu — trieda s EF nemoze prekrocCit garantované pridelené pasmo
= DSCP codepoint 101110 (46): Pre zariadenia podporujuce len IPprecedence je to

precedencia 5:

= Bity 5az 7: 101 =5 (rovnaké 3 bity pouzité pre IP Precedence)

= Bity 3 a 4: 11 = Bez strat (low delay, high throughput)

= Bit 2: Nastaveny na 0




Assured Forwarding (AF) PHB

a|a|a|d|d| 0o |DSCP;

A
Y Y Y
Binary Value Drop 0
of the Class  Probability

= AF PHB:

= Garantuje isté minimalne prenosové pasmo

= Umoznuje vyuzit aj vacie pasmo, ak je momentalne k dispozicii
= Styri zakladné kategérie: AF1, AF2, AF3 a AF4
= DSCP codepoint ma tvar aaaddo:

= aaa je binarne Cislo triedy (1, 2, 3 alebo 4)

= dd je pravdepodobnost zahodenia




Hodnoty AF PHB

0 0 1 0 1 0 | DSCP =AF11§-

— /)
~
Class| Value Drop
| Probability | Value vAuF
AF1 | 001 |dd (dd) alue
AF2 | 010 |dd |0 Low 01 | AF11
AF3 011 dd 0 Medium 10 AF12
High 11 | AF13
AF4 | 100 |dd|0

= Kazda AF trieda vyuziva 3 DSCP = Aby sa predislo zahlteniu, v kazdej triede
hodnoty sa pouzivaju tectheallgre chadzania

= Kazda AF trieda sa preposiela zatilteniu — Weig ED (WRED)
nezavisle od ostatnych so svojou 'ﬁ‘g ﬁoq[a”Sé‘%%dsy'%g)é}@a?ﬁg%dk'gku
garantovanou $irkou pasma

8x+2y



Standardné PHB skupiny (definované v RFCs)

Maps to
PHB DSCP IP Precedence
Default 0
(Best Effort) 000000 0
Scavenger 8
(Less-than-Best-Effort) 001000 1
Assure_d Low Drop Med Drop High Drop
Forwarding Pref. Pref. Pref.
10 12 14
Class1 | AF11 AF12 m 001010 001100 001110 1
18 20 22
Class 2 | AF21 AF22 m 010010 010100 010110 2
26 28 30
Class 3 | AF31 AF32 m 011010 011100 011110 3
34 36 38
Class 4 | AF41 AF42 m 100010 100100 100110 4
Expedited 46
Forwarding EF 101110 b3




Vytvaranie obsluznych tried

Obsluzné triedy su typy prevadzky, ktoré budu vybavované rovnakym spésobom (dostanu
rovnaku QoS obsluhu)

Nie je vhodné vytvarat privela tried. Pre datovu prevadzku obvykle stacCi najviac 4-5 tried:
= Hlasove aplikacie: VolP

= Mission-critical aplikacie: Oracle, SAP, SNA

= |nteraktivne aplikacie: Telnet, TN3270

= Velkoobjemové aplikacie: FTP, TFTP

= Best-effort aplikacie: E-mail, web

= QOstatné ,smeti“;. Kazaa, Yahoo, RapidShare

Do mission-critical a transakcnych tried nezaradovat
viac ako tri aplikacie

Uprednostnit’ proaktivne pravidla (WRED)

pred reaktivnymi (policing)

Pred nasadenim QoS pravidiel si nechat odsuhlasit rozdelenie prevadzky na jednotlivé
priority a ich pomery od vedenia spoloCnosti

Email

Website
Backup

Application

VoiP Data Transfer

Media Streaming



Classification and Marking Design

Kolko tried treba?

4/5 Class Model 8 Class Model 11 Class Model

Realtime < Interactive-Video
Video <

Streaming Video

— —— — E—— — — — — —

Call Signaling Call Signaling Call Signaling

IP Routing

Network Control
Network Management

Mission-Critical Data

Critical Data _
< Transactional Data

Bulk Data Bulk Data

Critical Data

- /1

Best Effort

Best Effort Best Effort

Scavenger Scavenger Scavenger

Cas




Classification and Marking Design

Odporucania pre QoS Baseline Marking

Aoolicat L3 Classification
ication
7 pp JPis  Josce

P o Jo 1o 1o —

5 _
Video Conferencing 4 AF41 4
Streaming Video 4 CS4 32 4
Mission-Critical Data 3 AF31* 26 3
Call Signaling 3 CS3* 24 3
Transactional Data 2 AF21 18 2
Network Management 2 CS2 16 2
Bulk Data 1 AF11 1

n-___

Scavenger




Kvalita prenosu v siet’ach

Packet Loss
Playout Delay Buffer Compensates for Jitter

- éO bez QOS mechanizmov Audio stream of packets received with jitter
= Pakety sa spracuju ako pridu - - -
= Pri zahlteni -> straty paketov
= Problém pre video a audio pakety l
citlivé na oneskorenie

= Napr. na smerovac pride VolP s b
tok, musi kompenzovat jitter

= Pouzije ,playout delay buffer, l

= Odklada ich do buffra, a nasledne
posiela s konstatnymi medzerami

De-jittered stream sent to outbound interface




Kvalita prenosu v siet’ach

Packet Loss

= If the jitter is so large that it causes
packets to be received out of the o
range of this buffer, the out-of-range Packet Dropped Due to Excessive Jitter
packets are discarded and dropouts S s o

are heard in the audio. B B BEE B

= For losses as small as one packet, the
digital signal processor (DSP) '
Interpolates what it thinks the audio v
should be and no problem is audible
to the user.

= However, when |itter exceeds what the
DSP can handle, audio problems are
heard.

= In a properly designed network, voice
packet loss should be zero

n Network englneerS use QOS Packet is dropped due 1o excessive jitter
mechanisms to classify voice packets
for zero packet loss.




Charakteristiky siet'ovej prevadzky

Video Tutorial — Traffic Characteristics

= VVoice and video traffic place a

greater demand on the network QoS - Voice Traffic and Video Traffic
and are two of the main reasons
for QoS. ,
- Video
= There are some differences vosce
between voice and video: ﬂmd l_ WLA__A
= Voice packets do not consume a lot of i@nian  Bursty
resources because they are not very - Benign + Greedy
large and they are fairly steady. Voice + Drop sensitive  Drop sensitive
traffic requires at least 30 kilobits per * Delay sensitive * Delay ssnsiive
second of bandwidth with no more than * UDP priority + UDP prioity
1% packet loss. - / : SR >
. . - . ne-Way Requirements ne-Way Hequirements
= Video traffic is more demanding. The ?La,e'nc’yi ol . Latenzy < 200400 s
packets are more bursty and greedy. It + Jitter < 30 ms : iiﬂ:rs 32510 ms
1 . < 1% * Loss =0.1-1%
consumes a lot more resources. Video e BB . Bandwidth (384Kbps-20 + Mbps)

traffic requires at least 384 kilobits per
second in bandwidth with no more than
0.1 to 1% packet loss.




Charakteristiky sietovej prevadzky

Network Traffic Trends

= In the early 2000s, the predominant types
of IP traffic were voice and data.

= Voice traffic has a predictable bandwidth
need and known packet arrival times.

= Data traffic is not real-time and has an
unpredictable bandwidth need.

= More recently, video traffic has become
increasingly important to business
communications and operations.

= According to the Cisco Visual Networking
Index (VNI), video traffic represented 67%
of all traffic in 2014. By 2019, video will
represent 80% of all traffic.

= The type of demands that voice, video,
and data traffic place on the network are B
very different.




Charakteristiky siet'ovej prevadzky

Voice

Voice traffic is predictable and smooth.

However, voice traffic is very sensitive to
delay and dropped packets; there is no
reason to retransmit voice if packets are
lost.

Voice packets must receive a higher
priority than other types of traffic.

Cisco products use the RTP port range
16384 to 32767 to prioritize voice traffic.

Voice can tolerate a certain amount of
latency, jitter, and loss without any
noticeable effects.

Latency should be no more than 150 ms.

Jitter should be no more than 30 ms.

Voice packet loss should not exceed 1%.

Voice Traffic Characteristics
Voice

 Smooth

* Benign

* Drop sensitive
= Delay sensitive
* LIDP priority

g —

One-Way Requirements

* Latency = 150 ms

= Jitter = 30 ms

s loss = 1%

* Bandwidth (30 - 128 Kb/s)




Charakteristiky siet'ovej prevadzky

Video

= Without QoS and a significant
amount of extra bandwidth 1400 T 1200
capacity, video quality typically T T
degrades.

= The picture appears blurry, jagged, ™ ol —

or in slow motion. The audio T 7
portion may become —I L1 |
unsynchronized with the video. <> >

20 ms Time:

Voice and Video Sampling Comparison

Voice Packets Video Packets

Video Frame Video Frame Video Frame

1000 ==

200 ==

* Video Traffic Characteristics:
= Video — Bursty, greedy, drop sensitive,
delay sensitive, UDP priority
= One-Way Requirements:

= Latency <= 200 - 400 ms : : :
. Jitter <= 30 — 50ms - Notice how voice packets arrive every 20 ms and are 200 bytes.

= Loss <=0.1 — 1% - In contrast, the number and size of video packets varies every
- Bandwidth (384 Kb/s — 20+ Mb/s) 33 ms based on the content of the video.

= Compared to voice, video is less resilient to loss and has a
higher volume of data per packet as shown above.




Data Traffic Characteristics

Charakteristiky sietovej prevadzky

Data oat
_ _ ] ® Smgnth;’hursry
= Most applications use either TCP or L ool
UDP. Unlike UDP, TCP performs error + Delay insensitive
recovery * TCP retransmits
= Data applications that have no _
tolerance for data loss, such as email g
and web pages, use TCP to ensure -

packets will be resent in the event
they are lost.

Some TCP applications, such as FTP,
can be very greedy, consuming a

Factors to Consider for Data Delay

I ar g e p OI’tI on O.I: n etW Ol'k C ap a C|ty Interactive E!?mr‘i:ti;ﬁ Jnsrtrtilzz Ii:;u:':s;[ td:lza'i ::: ;:diata jslpa:n.:atiﬂns could beneft from lower
PR ; response time.

Although data traﬁ:lc IS relatlvely Mot interactive  Delay can vary greatly as long as the Gets any leftover bandwidth after all voice,

INse nSItIVE tO drOpS and d6|ayS necessary minimum bandwidth is video, and other data application needs

compared to voice and video, a supplied. are met

network administrator still needs to
consider the quality of the user

experience. - Does the data come from an interactive
application?

.- Is the data mission critical?

= Two factors that need to be determined:



Frontové (queueing) algoritmy

QoS Algorithms

If we look at the queuing strategies for
QoS, FIFO Queuing or First in First Out
Queuing, is basically the absence of QoS.

Packets that enter the router will leave the
router in the same order.

Compare this with Weighted Fair Queuing
or WFQ and packets that come into a
router are then classified and prioritized
based on the classification.

= A newer form of Weighted Fair Queuing is

Class Based Weighted Fair Queuing.

In order to guarantee that voice traffic is
prioritized to the point there are no drops,
Low-Latency Queuing can be used with
CIIIBVYFQ to prioritize voice packets above
all else.

QoS — FIFO Queuing

Pricrity
Classification
mm High
1 Medium
Marrmal

[ ]
B Low

W _-|->Eﬁ:3;| FIFO |

I
.

Ingrass
Interface

]
Egress
Interface



Frontové (queueing) algoritmy

Queuing Overview

= The QoS policy implemented by
the network administrator becomes
active when congestion occurs
on the link.

= Queuing Is a congestion
management tool that can buffer,
prioritize, and if required, reorder

packets before being transmitted to
the destination.

= This course will focus on the
following queuing algorithms:
= First-In, First-Out (FIFO)
= Weighted Fair Queuing (WFQ)

= Class-Based Weighted Fair Queuing
(CBWFQ)

= Low Latency Queuing (LLQ)




Frontové (queueing) algoritmy

First In First Out (FIFO)

* FIFO queuing, also known as first-
come, first-served queuing, involves
buffering and forwarding of packets in FIFO Queuing Example
the order of arrival.

= FIFO has no concept of priority or
classes of traffic and consequently, b
makes no decision about packet BIREE o FIFO INER
priority.
= There is one gqueue and all packets
are treated equally.

= When FIFO is used, important or time- |
sensitive traffic can be dropped when
congestion occurs on the router or
switch interface.

= When no other queuing strategies are
configured, FIFO is used on serial = If your link has very little congestion, FIFO queuing

gﬂlerfaces at E1 (2.048 Mbps) and may be the only queuing you need to use.
elow.

Ingress Interface Egress Interface

= FIFO is effective for large links that have little delay
and minimal congestion




Frontové (queueing) algoritmy

Weighted Fair Queuing (WFQ)

= WFQ is an automated scheduling method
that provides fair bandwidth allocation to
all network traffic.

n WFQ applies priority, or Weights, to Weighted Fair Queuing Example

identified traffic and classifies it into L 1|
conversations or flows. V. -
. Medium
= WFQ then determines how much INEE > -~ __L T——
bandwidth each flow is allowed relative to Norml =
other flows. o EAREE

= WFQ schedules interactive traffic to the —
front of a queue to reduce response time. | | ;. | |
It then shares the remaining bandwidth ingress Interface Queuing Bufer Earess Iterface
among high-bandwidth flows.

= WFQ classifies traffic into different flows
based on packet header addressing,
Including source/destination IP addresses,
MAC addresses, port numbers, protocols,
and type of service (ToS) values.

Priority Classification

Bl Hioh Bl Vedium
Il Normal B Low




Frontové (queueing) algoritmy

Class-Based Weighted Fair Queuing (WFQ)

= CBWFQ extends the standard
WFQ functionality to provide

support for user-defined traffic CBWFQ Example
ClaSSGS Traffic is grouped into
. . user-defined classes
= You define traffic classes based on a Kl
match criteria including protocols
. . : ﬂmz . WEFQ J
ACLs, and input interfaces. . - Bnan
= When a class has been defined BN [ || cos |
according to its match criteria, you -
Can aSSIQn It CharaCterIStICS | Ingressllr'terfa-:e | lLI“er-de=n|c-’| |:|"1'“"‘-E"! Egress Iln'=rfa-::'
= To characterize a class, you assign it
banEV\;lﬁth_,twelght, and maximum = Packets that match the criteria for a class
packetiimi : , _ constitute the traffic for that class. A FIFO queue
* The bandwidth assigned to a class is is reserved for each class, and traffic belonging to

the guaranteed bandwidth delivered to

; ) a class is directed to the queue.
the class during congestion.



Frontové (queueing) algoritmy

Low Latency Queuing (LLQ)

= The LLQ feature brings strict priority
queuing (PQ) to CBWFQ which reduces
jitter in voice conversations. See the

flgure to the left. LLQ Example
= Strict PQ allows delay-sensitive data such Priorty Queue
as voice to be sent before packets in other - e rucees . Em—— -
queues. L
= Without LLQ, CBWFQ provides WFQ CBWFQ
based on defined classes with no strict n 2l el vy
priority queue available for real-time
traffic. H Em- .

= All packets are serviced fairly based on weight. ey
= This scheme poses problems for voice traffic l_ﬂ_._ﬂ_ﬂ_ﬂ

that is largely intolerant of delay. == Al I
= With LLQ, delay-sensitive data is sent | | .
first, before packets in other queues are e vesr-detnec Egress Inerface
treated.

= LLQ allows delay-sensitive data such as
voice to be sent first giving it preferential
treatment.




QoS implementacéné techniky

Video Tutorial — QoS Implementation Techniques

= QoS implementation tools can QoS — Sequence
be categorized into three main ey
. assification an ongesﬂon o n Mana

categories: | Marking Avoidance | Congestion Management

m C|aSS|f|Cat|0n and m ar-king t00|s — Classitying Marking aen:t'gt::n:,:::mg Queuing Ch;::p.".?ga"
Session traffic is classified into Mg, BI|"E |EE INEREREERN
different priority groupings and E Bl /ER|IBR I} m -
packets are marked. é g: =r |m N 2l ™

= Congestion avoidance tools — Traffic
classes are allotted network

—

resources and some traffic may be QoS — Traffic Marking
Se|ect|ve|y dropped de|ayed or QoS Tools Layer Marking Field \giit(:th in
remarked to aVOId Congestlon Ethernet (802.1Q, 2 | Class of Service (CoS) 3
u Congestlon management tools — 802.1p)

During congestion, traffic is queued 802.11 (Wi-Fi) 2 | Wi-Fi Traffic Identifier (TID) = 3
to await the availability of those MPLS 2 |Experimental (EXP) 3
resources; tools include class based IPv4 and IPv6 3 |IP Precedence 3
Welghted falr queumg and low IPv4 and IPv6 3 | Differentiated Services | s
Iatency queu|ng Code Point (DSCP)




QoS implementacéné techniky

Avoiding Packet Loss

= Packet loss is usually the result of
congestion on an interface.

= Most TCP applications experience
slowdown because TCP automatically g
adjusts to network congestion.

= Some applications do not use TCP and
cannot handle drops (fragile flows).

= The following approaches can prevent
drops in sensitive applications:

= Increase link capacity to ease or prevent
congestion.

= Guarantee enough bandwidth and
increase buffer space to accommodate
bursts of traffic from fragile flows — WFQ, &
CBWFQ and LLQ.

= Prevent congestion by dropping lower-
priority packets before congestion occurs
— weighted random early detection
(WRED).




QoS implementacéné techniky

QoS Tools

= There are three categories of QoS tools:
= Classification and marking tools
= Congestion avoidance tools
= Congestion management tools

= Ingress packets (gray squares) are

classified and their respective IP header is

marked (colored squares). To avoid
congestion, packets are then allocated
resources based on defined policies.

= Packets are then queued and forwarded
out the egress interface based on their
defined QoS shaping and policing policy.

= Classification and marking can be done
on ingress or egress, whereas other QoS
actions such as queuing and shaping are
usually done on egress.

QoS Sequence

S Ma'king

Policing and Selective Scheduling and

Classifying Marking Dropping Queuing Shaping
Lf" N H I HEH EEEEEEEEn
Ingress . - I | . I . . I - - . Egress
Sy HI |H . HE N
2 mi mm
o

Classification and marking = Sessions, or flows, are analyzed to determine what traffic class they
tools belong to.
* Once determined, the packets are marked.

* Traffic classes are allotted portions of network resources as defined by
the QoS policy.

* The Qo5 policy also identifies how some traffic may be selectively
dropped, delayed, or re-marked to avoid congestion.

* The primary congestion avoidance tool is WRED and is used to regulate
TCP data traffic in a bandwidth-efficient manner before tail drops caused
by queue overflows occur.

Congestion avoidance
tools

* When traffic exceeds available network resources, traffic is queued to
await availability of resources.

* Common Cisco [05-based congestion management tools include
CBWFQ and LLQ algorithms.

Congestion management
tools



QoS implementacné techniky

Classification and Marking
= A packet has to be classified before it can [ O Erai

have a QoS policy applied to it.

= Classification and marking allows us to Ethernet (802.1Q, 802.1p) 2 Class of Service (CoS) 3

|dent|fy, or umarku typeS Of paCketS i‘DPEL_;“I (Wi-Fi) 2 E.l'i—Fi .Traﬁcll?:;;?tar (TID) 3
. g . . 2 xpenmenta 3

= Classification determines the class of IPya and IPye . |p‘,§.recedem“pp, -
traffic to which packets or frames belong. v and e 3 Differentiated Services Code 6
Policies can not be applied unless the § el
traffic is marked.

= Methods of classifying traffic flows at = The table in the figure describes some of the marking
Layer 2 and 3 include using interfaces, fields used in various technologies. Consider the
ACLs, and class maps. following points when deciding to mark traffic at Layers

= Marking requires the addition of a value to 20r3:
the packet header and devices that . Layer 2 marking of frames can be performed for non-IP
receive the packet look at this field to see traffic.

If it matches a defined policy.

= Marking should be done as close to the

source as possible and this establishes o . .
the trust boundary. - Layer 3 marking will carry the QoS information end-to-

end.

Layer 2 marking of frames is the only QoS option
available for switches that are not “IP aware”.




QoS implementacéné techniky

Marking at Layer 2

= 802.1Q is the IEEE standard that _
Supports VLAN tagging at Layer Ethernet Class of Service (CoS) Values
2 on Ethernet networks. Ethernet Frame

"o e adan a1 N N Y R

Ethernet Frame and are inserted
following the source MAC .

address field as shown in the

figure to the left e [ o | o [ [ | e [
= The 802.1Q standard includes

the QoS prioritization scheme

known as IEEE 802.1p. The —‘nﬂ“

standard uses the first three bits SBis BT 126

In the Tag Control Information |

(TCI) field and identifies the CoS

markings.

= These three bits allow eight
levels of priority (0-7).

Three Bits Used for CoS
(B02.1p User Priority)




QoS implementacéné techniky

Marking at Layer 3

IPv4 and |IPv6 Packet Headers

= |Pv4 and IPv6 specify an 8-bit field in {Pvd Heaclor
their packet headers to mark IHL Type of Service
packets.
= |Pv4 — Type of Service (ToS) field idendfication
= |Pv6 — Traffic Class field Time-to-Live

= These fields are used to carry the
packet marking assigned by the QoS
classification tools. Forwarding
devices refer to this field and forward
the packets based on the QoS policy.

= RFC 2474 redefines the ToS field by IPv6 Header

renaming and extending the IPP Floes Lake
field. The new filed has 6-bits
allocated for QoS called the
diferentiated Services code point
(DSCP) field.

= These six bits offer a maximum of 64

possible classes of service.




QoS implementacné techniky

Trust Boundaries

= Where should markings occur?

= Traffic should be classified and Various Trust Boundaries
marked as close to its source as
possible.

= This defines the trust boundary as D &
shown in the figure. »

= Trusted endpoints have the capabilities
and intelligence to mark application traffic
to the appropriate Layer 2 CoS or Layer 3
DSCP values. Examples of trust
endpoints include IP phones, wireless
access points, and videoconferencing
systems.

= Secure endpoints can have traffic marked
at the Layer 2 switch.

= Traffic can also be marked at Layer 3
switches and routers.

= Re-marking of traffic is typically
necessary.

Endpoints Access Distribution Core WAN Aggregation
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Congestion Avoidance

8 Congestion avoidance tools Congestion Avoidance Mechanisms

monitor network traffic loads in an
effort to anticipate and avoid
congestion at common network | QueueFul
bottlenecks before congestion
becomes a problem.

= Congestion avoidance is achieved
through packet dropping.

* These tools monitor the average
depth Of the queue- I Minimum Threshold

= For example, when the queue fills up to
the maximum threshold, a small

percentage of packets are dropped. I Queus Empty ]—}

= When the maximum threshold is
passed, all packets are dropped.

||

I Maximurm Threshold
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Congestion Avoidance (Cont.)

= The Cisco IOS includes weighted , . _
random early detection (WRED) as a Congestion Avoidance Mechanisms
possible congestion avoidance
solution.

= WRED is a congestion avoidance
technique that allows for preferential |

Oueue Full

treatment of which packets will get
dropped.

= The WRED algorithm allows for | Maximum Threshold l—)p
congestion avoidance on network

interfaces by providing buffer
management and allowing TCP traffic to
decrease, or throttle back, before buffers
are exhausted.

= Using WRED helps avoid tail drops and I Minkmum Threshold | >
maximizes network use and TCP-
application performance.

= There Is no congestion avoidance for | Queue Empty |—}
UDP traffic — such as voice traffic.

Full Drops
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Shaping and Policing

= Traffic shaping and policing are two
mechanisms provided by the Cisco IOS
QoS software to prevent congestion. N

= Traffic shaping retains excess packets in a
queue and then schedules the excess for
later transmission over increments of time.

= The result of traffic shaping is a smoothed , ,
packet output rate as shown in the figure. e Time

= Shaping requires sufficient memory.
= Shaping is used on outbound traffic.

= Policing is commonly implemented by
service providers to enforce a contracted
customer information rate (CIR).

= Policing either drops or remarks excess
traﬁIC Traffic

= Policing is often applied to inbound traffic.

Shaping Traffic Example

Traffic - - —

Shaping

Policing Traffic Example

Traffic Rate
Traffic

Policing

Time Time
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